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DYNAMICS OF FREIGHT WAGONS WITH DIFFERENT BOGIE CONDITIONS IN
CURVED SECTIONS OF THE TRACK

Abstract. Track irregularities are the main factor causing fluctuatiomanning gear and
freight cars. The dynamic characteristics of the wagons and the safety of movement on the
railways depend on the physical condition of the trolleys and their main parts. The article
analyzes the influence of the main types of track iregigs on the dynamic performance of
wagons and the impact on the upper structure of the track.

The dynamic performance of wagons on trolleys with maximum clearances was
compared with that of wagons on trolleys with nominal clearances at the sameTieadasicle
shows that the presence of a combination of irregularities in the vertical plane and in the plan ir
the curved sections of the path leads to a further increase in frame forces for bogies with nomine
clearances at speeds above 80 km/h; at maxi clearances and wear, the force values do not
change.
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Based on the results of the research carried out, practical recommendations and basic
measures to reduce the negative impact of track irregularities and improve the dynamic qualities

of freight wagos are formulated.

Keywords. Freight car, trolley, physical condition, railway track, irregularities, dynamic
characteristics, analysis, recommendations.
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EVALUATION OF THE EFFECTIVENESS OF THE AUTOMATED CONTAINER
TERMINAL MANAGEMENT SYSTEM CTMS

Abstract. Automation of seapostis a necessary action to ensure stable high growth in
international shipping volumes and increase competitive and price pressure in the business ¢
shipping companies.

The article provides a comprehensive assessment of the effectiveness of the automate
Container Terminal Management System (CTMS), designed to use information technology in
the management of marine container terminals. It has been established that the CTMS automat
control system, in comparison with the automated container site managsstent (ACSMS),
has a number of advantages in optimizing the movement of container flows at the terminal by
optimizing port warehouse logistics and organizing effective controlling of container terminal
transport processes. The possibilities of a sigaifi increase in the speed and accuracy of
container cargo handling using CTMS have been identifibe main directions of effective
functioning of CTMS are defined, taking into account the fact that all operations controlled by it
are carried out using obile data collection terminals. Their use when performing operations in a
warehouse allows you to reduce the number of errors, the time of operations, and provides th
opportunity to obtain accurate information in real time.

Keywords. Automation of managment, container terminal, containers, container
turnover, storage, loading, personnel management, operational control

Introduction.

In logistics, container terminals play an important role in the organization of intermodal
cargo transportation. In theleoof transit and distribution centers, they represent such a complex
object in the information and technical sense with a large document flow that effective
management is impossible without the use of new information technoltgies) the example
of a mmplex object, container terminals can be described as an open physical flow system witt
two external interfacesa land interface and a marine interface. Figure 1 shows an overview of
the container terminal architecture3}.

The competition between giging companies for attracting a large flow of containers has
gone beyond the maritime boundaries represented by suppliers of marine transppdrtsutus
ship accommodation. The evolution of cargo passing through container terminals, the comple»
natureof these platforms and the dynamic processes of port handling require the development o
an effective container terminal management system. In this regard, a new class of systems h:
emerged among the management systemstomated container terminal mgeaent systems
(Container Terminal Management System) [6,7].

Materials and methods.

The main purpose of CTMS is the application of information technology in the
implementation of effective management of a marine container terminal.
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Figure 1- The geneal scheme of the container terminal as a complex object in the
informational and technical sense

All operations controlled by the automated container terminal management system are
carried out using mobile data collection terminals (MDCT). Their usenwberforming
operations in a warehouse allows you to reduce the number of errors, the time of operations, and
provides the opportunity to obtain accurate information in real time.

The result obtained during each operation is entered into CTMS from thealkction
terminal. The container terminal must have a deployedwadio network. CTMS is developed
on the NET software platform and in accordance with SOA concepts.

The container terminal is managed using such equipment as:

- industrial label priters manufactured by Zebra Technologies;

-high-quality radio equipment manufactured by Motorola (Symbol);

- RFID technology.

The interaction between CTMS subsystems is based on the exchange of messages for the
distribution of orders and the planning ofopessing operations. Agents use the Agent
Interaction Language (AIL) developed by the Foundation for Intelligent Physical Agents (FIPA).
CTMS modeling, by classifying into several subsystems, facilitates the stages of developing
optimal interaction with ainsportation providers. Classification consists in grouping agents with
similar goals to form consistent subsets. In addition, the classification of the system is based on
criteria for evaluating the quality of grouping agents, such as a strong relgtidretineen
agents of the same subsystem and a weak relationship between subsystems. CTMS consists of
two main parts, the first of which concerns risk management degrsating and consists of
three subsystems: a training subsystem, a supervision subsysteanplanning subsystem. The
second part of the system concerns processing operations in CT. It consists of three subsystems:
the representation subsystem, the subsystem of interaction with suppliers of road transport, the
subsystem of interaction with gpliers of maritime transport (Fig. 2). Modeling of the proposed
system and the definition of its functions are performed using the agent modeling language AML
[7,8].
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Compared with the automated container site management system (automated contrc
system),CTMS has a number of advantages in accelerating container turnover at the terminal by
optimizing storage locations and the ability to quickly monitor the operation of the terminal.

Let's analyze the tasks and functions of CTMS systems that differ fronagke and
functions of the automated container site management system.

The tasks of CTMS systems include a set of solutions aimed at optimizing the operation
of container terminals:

1. Optimal use of resources:

- increasing the turnover of the containentmal by optimizing storage locations;

- optimization of container storage;

- automatic search for optimal storage locations;

- carrying out inventories without stopping the container terminal.

2. Realtime warehouse management:

- accounting of all releant information about the container;

- reattime reflection of all operations;

- the possibility of operational control over the operation of the terminal;

- up-to-date reflection of stocks and operations in the enterprise management system.

15t part: Decision making andnsk management

i Leaming subsystem Knowledess ° N |
, -——— !
: Search risk I u :
E Alarts scenarios Decizim  Expert |
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: Control i E
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Figure 2- Classification of the CTMS into subsystems
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3.Personnel management:

- increasing the turnover of the terminal without increasing the number of staff;

- reaktime management of warehouse equipment and personnel by issuing tasks by the
system;

- operationmanagement of reloading equipment;

- formation of production reports;

- quick training of new personnel to work in the system;

- the possibility of using employee motivation schemes;

- user experience monitor.

Results and Discussion.

The implemerdtion of an automated container terminal management system determines
their effectiveness in the intermodal freight transportation system based egffecsveness
and openness of production processes. Opportunities are being achieved for the integrated
implementation of the use of modern information technologies in the entire logistics chain of the
container terminal. In order to unload the container terminal infrastructure facilities, monitoring
of the stages of the container terminal logistics chaipravided in advance at the initial
planning phase and includes effective and expedient solutions for cargo handling and
warehousing of container cargo at the terminal. Many parameters are taken into account to
minimize the number of unnecessary operatiand adjustments. The "profile" of each cargo
contains a complete history of all operations performed with it [9.10].

The port/cargo terminal management system integrates with ERP, as well as other
software and equipment of the logistics facility, whiclowat it to receive data and analyze all
current processes, increase the productivity of loading and unloading equipment, and effectively
distribute tasks among personnel. CTMS TOS Cargo (Fig.3.) monitors the operations of both
container rastark and containsealing. As part of the container processing process, operations
are monitored as container rastark (with a seal of the rastark act, further accounting of goods
leaving the container is not conducted in the system), or container rastark into a webgde (
docking), with the seal of the act of rastarki and container sealing, including sealing from the
vehicle (crossdocking).

FE RIGACT (DB) - RCRCT/DMS-MOCK. WTM version: 2.14.2

G patowse ~ () 3snomerencrs -

Figure 3- TOS.Cargo ship loading/unloading management
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repair,

The functions of CTMS systems include operations:

- maintaining reérence books of the system: container directory, cargo directory,
tainer ownero6s directory, counterparty d
- planning of container placement areas;

- management of container operations: acceptance, shipment, iospeetighing,
etc.;

- management of container movement strategies at the container terminal;

- managing the grouping of containers according to various criteria;

- operation management of reloading equipment;

- transport handling management;

- formation of production reports;

- billing (collection of information on the use of telecommunication services).
CTMS functions include the management of the following factors:

- the address space of the container site, the territorial limitation obtfainer site;
- container operations: acceptance, shipment, inspection, repair, etc.;

- the course of container movement at the container terminal;

- combining containers into stacks according to certain criteria,

- operation of reloading equipment;

- handling of transport: road and rail

The functions of this system also include:

- maintenance of production reports;

- printing of a package of documents (acts, etc.);

- billing, collection of billing data and transfer them to the CIS in order to process and

generate an invoice for the services provided;

- integration of the container terminal management system with CIS;
-creation of system directories: contain

directory, counterparty directory, loading equiprhdirectory.

The terminal graphic display module includes a system that makes it possible to monitor

the terminal in a @limensional graphical display mode. The graphical representation screen
shows the terminal areas, storage locations and equipmenriotscaUpon request for
information about the storage location, the system provides a list of containers available in it anc
detailed information on them. Dispatchers' places of work are located on client workstations
connected to the application serveddhe database server The dispatcher is provided with a set
of graphical tools with which he can monitor the operational situation at the terminal, make the
necessary decisions in case of emergency situations, carry out appropriate planning of work o
the movement of containers at the terminal, configure the parameters of the planning systen
Let's analyze the advantages of CTMS systems other than the automated container sit
management system.

works;

The main economic results obtained from the introduction of S Byktems:

- rational placement of containers;

- elimination of container losses;

- acceleration of container handling;

- reduction of terminal operating costs, their optimization and transparency;

- optimization of the use of equipment and loading equigme

- increasing the processing speed of motor vehicles, railway transport, ships;

- reducing the cost of operating loading equipment;

- reduction of idle mileage due to the use of optimization algorithms for the issuance of

- reduction of the milage of empty vehicles;
- improving the efficiency of personnel management;
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- increase of staff productivity;

- reducing the cost of inappropriate use of personnel,

- saving time on registration of accompanying documents;
- access to the necessary documantsal time.

Conclusion.

Thus, in comparison with the traditional container site management system, the efficiency
of using the STMS system for container terminal management ensures savings and transparency
of all processes of the logistics facility,mmprehensively automates all operations and business
processes of the container terminal. In combination with the acceleration of container turnover
and the possibility of operational control over the operation of the terminal, this ensures a
reduction in érminal operating costs and an increase in the efficiency of personnel management.
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or fMtsilsr 2O Ctltste’r » BT Yydets dzjlsOtls SOy HOdNE 4
dzj sB R tSH J d3ts § Ctsdzd yj mlso ts iz ) daffptfcte @, L s Qlizsls™ O H B
CdmMizstetsH dzts] Bzt Odedj, Colststetsj ftsarhOjls Mt
otsLHEZAR], d dts EMlsOdzOs dzdo Oj Isfnfw dzO oM dzj sOlsj dz

sdmMizstetsH dets] tBtezHtso Odzdj o ¢ dzs YO,  Heotsai dzlhf2 BW B
ftedBtste, MtsjHddzdlsjd dz j IstezsSCd d &GOMSE f h d&zOdze:
BOdzEZzsdtss yOmlss fteddiidvels SCdmstesud § Mdhnlsj i3,
sCtlzy O h jets oBLHERO. Clsd -H "M @l jj a" dzts § € gf ) tiAts #o ts
BjMmy judo Os Isf OMIPfiGktsal CIdMksesHsd® $OC o BT ydz
CMistcj dgdz" = 0 TdaPlf lo@ dzd e G tod twWOL G jtodzilsdL Oydd € OB
CAdf OO0 dmyftsd? Lz Isw f§tsdzdsdadyjes" j «&OMCd d ¢dMd
sdstesdy SlCt’ stsc O ) wdegy jodzd'O? ddF Az Oyd2 f Ofi
jtomMsdzOdz! dgf | CdMmdzstesHds j HBOMEJ. VftcOQodzj dzedd d
cOBlsts?2 §OMNMOydteMSsets BdESO hkh jMso dvjlshv ol
sB®Rj ddo Ojlsfw Jd¥ sedgOydj?2 §t IusdiVdy s o &istzls faisfiddgs t
L dzj Slstesdzdz” 58 BzsS sd3 Zf tcQo dzj dzgdwv, Ctslstster 2 oL Od BSH.

sdmdzstectsH Hdd&Y MdMmisj 3" ~teOdzdIlsmw o B OdzdzZsSdzOR T
L Of OMO, E dedr” EMmlsOdstso dzj dz ydqWttser j HOIyYydSd d
sU® SCdMzsttsHO tjokzdazdtolkzjlshmw ftod §oikEtshd EfMmstets:
Bishjets twkydats?2 d 1 dzj Slstetsdadzr 2 toj y d d3r . ) dzOfmls
dgimlsj 3O Hdzv dzjdesets + CdHf OO 9Cdzs yojls oi0MES d, Is
s ls

]
i
¢ ste’ 2 wOL BB f@eiffen ffgdzsistso .
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tdLikzd O d By Hjdd j .

sdMls] BO OoaOtd2detsects ydL dei 5BJ MY J yd dedw Y dz
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toj ClzdzV Iststc THODoOdgdRGLY ,2 X dzOf Odz f tdi @Bt seddasR  dy jdo
dLB'M ssydzetsc tsT fHOWw sz j Higfw |, M Eftets MO € d Mdzizk s e ©® B3O ¢ @G I
C dzOff OzPMPtcj HJ dzd Is j dz' dar Qd frf il HC A tsite , FALRPS

{ i @ jHPh j Hso&®h 82 CdMmbstsH ds?2 Mmdhlsj d

sdfmzstetsHdzr | BOMEd 10 twHsd M COYHT &3 Cto
ofMistetsj dzdz" 2 B @dzW Bdzj JdzjRdzOf sH Oyd CdMmdzstetsH O,
Ctsdzls j 2dzgj tor . sdmMdzstesH € BOMEOR fsHOjIsMw yJte
Motss tsyjtej H! fsmMzf Ojls L O Mmyjl tsfistsdzj det©diaeg ®
MtcOB Ol 9 O N jets Bl wWPClkdw distc Pd3tE O dzf 1z ¢ OB  dz’
BOdzdztsdzj M CdMmdzstetsH tpsk( 12 ,iistnisPb @) jIsr dB856 dL zC
B nOdzedyj MEtsj twjoekzdzdtetso Odedjy Mkh jMilse dzvw & Ismw
LOf stedzts? OtodzdOlskzter 3 MmMtstsisls jj d3tniste @ leddas”. 8 tedpd 1 js ¢
CdmAzstesHtsds d ko jdzdyj ddd HOodj ddw ddd§ ghiz@ict
Hdzw fMmdgvIsdw oL te" o Offdes? dzOctclkzL € dzO B Odzdzt
LB ssydzsets HOoadzj dzdv 6 dL (kO 7.
glzh jmlsokze h OWdzO € d Migasfigls H d30 dzj Is dzts G 5 1¢df o
B jteOlskzter o dzadhj Hdzw CdMmdzstetsH dzesets B Odzdzts dz
MzBtesHO yYJtjL SO Odz M tOL " 9dzts?2 d3j d3B tc O dat
tcls. 1 twjLbkd O] dO {itasfs vty ddgdisio sfdsjCdarh j dzjtsid
HEls ddidils! CdmzstesH dzO Mz yo02 tf Omdtsets fMmdzd
vindduyuimMéd?2 twjLbkd O fted dMftsd Lo Oded
Codgstesdzdtclz j Bsdz MBtotsmy CdMmMdzstc s H Bt na O dzg Gedzdzts dz
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CdMmMAzstcsHO © BOdzdzsdzj §sMmdzi dZdSoeadHOyYydd dfissydsd ¢ O
dzj G .

VLEOLOdzdzr 2 Ijrdedyjmeéd?2 tjLbkzdz O HBMsdEOj Ismw
tcOL tor o dzets?2 3 BB Odes?2 Htoddzd dgw j sw  f chylssizedz R f toj
slsCter 9 Oj Isfyw fted Hwmorhjdzdd HOodzj dzd W ) Cdmdztstets
Isj B3 j tOlskzter 9 JGts dedh §, dzs L OCSter ©o0jIsmw ftod dal
B Odzdzts dzi H t1850pkitzd R @6 [ 1 O)

ltoj HdzOG Oj d3" &1 Isfigtc3sfig OBy d d C dMmdzsdslsdas@ts i Mdst] @3] «
toj OdzdL jIsfw fMmdzi HEE h Jdd3 BBLOL .

lted Ytsorh jdedd Isj s jtcOskter o ded"j Hdzw CdMdzste
fddazslstse d o J dzd yd dzd d CGOL 59 sdA&O0 pei@oldj, " [o OB O«
slsCter 90 Ismw istej 6 zdzd tetseo Odadzdz § d datidcd H GdedelOdzd I8 j dzd dgd
C dzOf Oda. sdmdzstetsH, MsLHOsh d2 dLBrIssydesy HOo dzj dz
odJHEMN2 € Mokl stk o WeLjdwy] oLHENMMEE
s ts dzls tc t5 dz d tjckzdzdtesoa Odzadj MBtetsMO CdMzstesH O dL
ftozyddzdzse s ftoj HBRteOdzd sy dz' desegts § dzOf OdzO, Cslstster 3
Bj BBeOds?2, fijtjStsjl fsHOYkE SCIdMEstsHO o h O
deste BOdzd L Oydd 183 psb(jld],yedzr [ } O) . J tejLEzd sOIsj o
CdMmdzstetsH, d3'ddj sk s dlz O] E@eB] B & Oydd ddzd o d
sf OmMdese s Mded ) § dedv Ctsdzyd delstceOydd S dMmMzstesHO o € OB
ltej HAEZOG O] di3r 2 Mfsmse ddzds Mistedtckzj sy dz20 todMmk
J BBO CGOL s 52 CdMmMdzstesH dzts 2 fd Mils j d3 HigizW dzj Is
JHBRtOdzdIsj dzt dz" d3 € zOf Odesd3 Qo9 Otcd?2 dzetse s MBtesMO ¢
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qLB' ssydets ¢ Bi fHOWIszjiizdf™ , B esMO § d fijtztzfp &ls © s 30 @ tadsts dpY
C O OWwPMPtej Hj dzd s dz' dar Q2 i distchimtigj O sjte , BBALIPS

{ I deE j250 COL o2 CdmbstsHds?2 MmdMmlsjd H&Y d&j
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uiss2Misots (b dddsets foj HERteOddls] d dsd

tdMmzdsj 3.

//)

1ifd ndithyls j2Ac) J oz dztsB dzf O » M deiclz §  BAOS e Pl HPte J dz& O,
BiC sdzsC sz

{ Mz diw@lsics2 Mot § tobkty dafidsicds dpteg 5 sCZOT O

Il fwokydddzr » ftojHBRtOddIlsj dz dgr 7 € zOf OdzO R
HOo dzj dzd¥ MeJH"™ dzO L sdztslsdzed & 3. [ dzv -talgQ i Bttt
B nOdzedL BB &8 CtdzsSCtsdz 8, yYybt tsLeotdwjls djy i3 dz
ftej HsRtcOdzdIsj dzt detse s € dzOf OdzgO®  H dzw GOL tso 52 ¢
Zjlsdsets (CdfON0 d&sBatHd®s t©OMMUudlsOls: jdts
LOadMmddissMmisd s Emdzsed?2 S z2OlsOydd. [ BWLCG
ftotst ZMS dats 2ls gy f st jsr eiZsB)O dzd Is | dz' dese s ¢ zOY OdzO d ©

G>G, 1)

GHjifGEY] EMS gOv M shsedshls! ftjHEEtOddls ] d
G.i Oo Oted2dzr 2 BOMMBer 2 fedlssS MjHr, Cc&/ f.

dboOtddy 2 GOMMse rafdzf e sisC teBMHMY s OBz dztf -
pjdzdydder MmMetshmdsets HOo dzj dzd Wpsig 1 2 d ) 6zts & ©Yats o5 |
sf OMdzs?2 Oo Oted2dzs? MdlskzOydj2 Wodw jlsw oL tsr o
BOk&ZEd&zO. ¢o0ttd2de 2 ftedlssS o {lktsd mMezyoj M
O ts@iged W HOodzj dzgdv oL tc" 90 EkZteOodzj dad j 3 Misfls sW da
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3
Ga:M V Edp, @)
RS T, o

CGHjT Bsdzj Szdzv todzOV BOMMO itk HS OF i PREEBABE dz'ds  V
[/ (€ BEdzdzedlo j 8O dz' dzOW ¢ OkyulSipt®jvH dfWs' ISlssiv BYdZOW O Is laste O
BOdzdztsdzj , i ;s tedsFylsd U tetsMis©@ H Oo dzj dzgdw o B Odzdztsdzj 1 e

tcd EMsOdseo ¢ ftjHBRtOdIs] d dtets ¢ ZzOf OdzO o
MHdzj Jjcets tcOL d3j ter d ftesflkzms dov M sMmtse dztsfls H &
YlstsB " 9o B Odzdzts dgjts odzjo Odsts dndets HOmtE) dzd j, ftcjor h O h jj
10%. 1 Mmetske jkmMsodd M [8] ftesf zMC dzOv MY smtse dztsfy
d Okt GtejHjdVjkMY 5 Wstdzd:

G=316B 4, R[(n 08B 7, 3)
GHj U =i Os4B0dad] dls aiidsd &) s Ofizdy ids ¢ &zOf O
dZOod d3j dz' h Ow f dztsh OH! M ud dedv f te§ls Siag@E I d tgO fipk dats fn j
(dLuB' stsydatsj) HOodzjdzdj GJtejn §toj His] @ tedzs bz dzr c
NduSshisd fitjn ¢ zOf Odesds tifigjdte j 1 ¢ dzQ FOEBjdRY j Sed/sc
Coi WWdydjdds, EudEdar@uifmI didmedSRMlse © cOL o o
fMejHr §jjH § &Of Odzsds.
) Zslsdesfls! § OO dabdk & MOk dasdls’ & @) OfYy (& Wt dl

L 10°3 (p, 40,1)
> B3Ry 273)

(4)

GHJjicPOL s OV f silgthAdede@vwsd WwydG dzls My d 5O dssMmls d
GOL O. 1 2Oyj dzdv Stsd W Dyp) BB tsof sB)ls sBdzdzts?2 R d3ts ) dat
Wstcdiszdzy (4) ddzd or BteOIs! dL fiBdoe jHY dedzg" = L dzOyJ ded

v OB dzdiq @Oy j dzgdvw St WWdydddzstse k, B, R Hd&v Cdfm

1 sCOL Ol st WWdydy dals, Evy w
101 | OndOoslOK WqL gRdsdsd wi s dj Bt QLY DY T C
feq b5 ] dsf jfwsOb Qo @) dagq | '~

s d i) dzts 1,40 | 0,77 260

v OB dzdiq@z02yj dedw St WWdydjdelsO B Hdzvw CdMmdzstetsH O

p2+0,1 | K p2+0,1 | K p2+0,1 | k p2+0,1 | K
p1+01 | 140 p1+01 | 1,40 pi+01 | 140 p1+01 | 140
0,100 0,770 0,445 0,770 0,550 0,768 0,750 0,678
0,200 0,770 0,450 0,770 0,564 0,765 0,800 0,630
0,300 0,770 0,488 0,770 0,577 0,764 0,850 0,560
0,354 0,770 0,500 0,770 0,600 0,762 0,900 0,475
0,393 0,770 0,528 0,770 0,650 0,748 1,000 0
0,400 0,770 0,546 0,769 0,700 0,720
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v OB dzdigq @z03y j dzed W Ctsu Wty yqdd thktk®tcBH O [ 9]

p1+0,1, U j B3 J tc @S 6 O
10 o 50 | 100 | 200

0 1 1 1 1

10 0,92 1097 |1 -

20 0,91 |- 1,02 | 1,06

30 0,97 |- 107 |11

40 1,07 |- 112 | 1,14

50 117 |- 120 | 1,19

80 153 |- 144 | 1,37
100 1,77 |- 159 |-

1 &Z20yj dzdv OHJOBOIsT k Hdvw CdimdsttsHO ftod
sOB d&zdyd 4.

v OB dZdiy@&BSLOL Olsj dz2 OHJOBOIST k HdzW CdMdzSteSH

] OL v i3 | o Gids B k

s  fydzts| 1180 1,45
15 1,401
200 1,396

sl WW¥dydidds | Hdv COLEbo Sfcdk@®ee 4 odd imd
ogxdd3i dMmlsjcyPldedw (b > b

2 2
B= 2_k3%7E _b£3+_1’ (5)
k-1 c k

fied MojrLokCsotd wgPlfidsy dMmlsj ujddv (b O b

o

_ | & 0
B k§<_+1+’ (6)

T|
Sz

CHJiflsC OL Ojdzz OHJOBOI'" tOMmh dtcj digf "3 cHELADEZ" (
[1, 6] ddzd idsls dsejdeizd j2 ,H Bo;dzjbdzd2 L O d §jtejH §
bl Ctodlsdud ME B8] Blsdesh jdzdd HOodzjdzd?2 [ 11] :

P, +0,1,

b= ;
p+0,1

(7)
_a?2

-

otej &3 dzd MtcOB OIsr 9 Odzgd" Htoj HBR t6Odzd Is §
o tBjOlsi'dadO dAtw O f toj HiSR tcOded Isj dz' dgr = € dzC
WWitcjdydOdz dz"@ = EkZtcOodzj ded?2, tsfdMfmr e
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fted jets tlkCterlsdd. ltdddkoOw Hodyjddj LOKR COshja
dzZOYyOdz dzts? MC sStsMmis! v dz0o ] dgts ) EHASS s s W | Czdf®Y O W ts

. \/ 2m® Hy ®)
(pl' pz) °F R

CHJT®BOMMO LOR COsNMh jets tteeOdz0 f ftodMmtsj Hddsj dade
587 % tsls o) e BEONOBOd ' 2 "tsH LOBR COsh jots e C
Hits 3  fijdyf dzs'O (tosnSHAzsE s M I jRezi Wz GdpOtf @20, ) ddzO
mMsfteslsdodzj dzgdw Hody jded® LOR COs8h jets tstee OdzO, €@

razv feofisdud MSédrs @AMU) Istse § ted ded &3O Is

(h- R)F-R Zn pB)F 9)
ftedyd @3 wBidz' "jJj L dOUdddi Bbdshdlsmv ¢ CdzOf Oc
nOOCIjtedsts fsorh jddi mMddr mMefslsdodyjddY HodyJ d
sjd {WWjiSkdodzj ©OBGKOjl S d&zOf Odz
I fsMkOsj CdmdstsHds?2 Mdhmsjd CO0sBdd djldsd
OB OlsT 8 Odzgd™ € ZOf Odz® Hisdzy dets B ' IO ddej Cafthdisjc 56 iz
MdMmlsj ¥ dz® twdfbdS) 2 Ghklsjd oCds yjddy tjckdvits

YdtedL L dzj S ltosdzMisdzy ldagdy BzGfs@dkizy Ojls o twOMmMftcj Hj d
ssCEZHO fBHOjIsMw dO CdhstetHdd | BOMSd j10. 1 du
tcj cedzdtecso Odzdy HOoadzj dzdw o CdMmMzsteH dzgsd3 B Odzdzts dzj
f sd3tsh 1 s HOIYydS O HOodzjdzdw 2 d twhkydes?2 L Of stodats?
Isj i3 j tOlskzter 9 dzd h § H dzw BOdzdzsdzO f CdMmMdzstetsH 5
LOSCSdesd3j tedzse 5 dctsBlOzzE @p dzjistz§wcr 9 Oj sy tolzy  dzdz” 2
CzOf Odz 5, Gltejcbdsifcbd OWbz P ) @P. 18FDdzstetsH, ML HE

BOdkzdzsdzj B psidjl2,178650f 1 O) , ftosatsHdl 5 hdkzOdkelkz dL
MBtcOMr s Ojlsmw o OlsdiisipSjcslr, yddae] Mtsf s@®Is h @ 2psig P dzj dzd
(12,76 [10), sMlsOjIsmw o B Odzdzts dzj LO Mudl L OCt
C dzOf O dz0 tG@LIZdZJISOISJ 2O ftslswyjddd sMmisOsh jcectsmw
1Cdf OO BRHEL ddigjls' ¢€dMmdsteof'H jdebs fldkzde)? dzlssd Gyddts ¢
fddazslstse .

1 0% dz¥ yg ded .

s dMmdztstetsH dOW fdMmisj KO W dz¥ j Isfpw Ctedlsdud & d
YdLdzgj HjwWisjd despfsd +{ Sdf OO o bEMdzsedwr t©0OLCGjtodj
o' MslsOR ddzd f ted sisLdzq’detsaszq’cf drtSOaHtS HAgris) j dzd 6V S dif 45 Aoz
Bsyjls Bfr Mstets ftedoe jmisd € EZRbkzuh jdad® Ctscdedlsdodz R
fdzj Hinlsoedj, € OodOCOOMY j. [flsddkdL Ooydw ¢ dfds
Plstsdgdw j ssfisd 1 SdfOy0, §wsorhjdds Stdyjdseoydd
tejhjded?2 o Mbstej MmMtser 7 MdlkzOydvw . ldzgjHtejdzdj ©Qoals
bfwOodzj degdv S dMmizstesHdzs? MdMmlsj dss?2 fsLotsdvjls s§lsd

kjSkhdn Emksed?2 fsdjko. [f§ ®ILOYdy CdmizsttH da
OoLHEN dtE® s niBH 2 MislolOs AT bBdz! dzOW L OHOYO, dzOf tcOo ¢
BJLBY OMdesMmisd f tsdzj Isse, dzz yh jdedj Efqpdzse d2?2 IstckzH O
tcOMmMrsHsSe d odzgjHtejdedy Mtsotej d3djdedz » Isj - desdzsed?2.
L dzOy4d dzd § H dzw #ftze B ootz sMise dzsMmis d Qo dO¢ s Odz
9" M tets kZtesodzgw BJjL G OMdesMmisd § sdzj sse .
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OPTIMIZATION OF THE OXYGEN SYSTEM OF THE FLIGHT CREW CABIN OF
THE AIRBUS A318/A319/A320/A321 FAMILY AIRCRAFT

Abstract. The human body and many other mammals are aerobic, and constant oxygen
supply is necessary for its normal functioning. Loss of oxygen access can lead to rapid
degradation of cells and organs, eventually leading to unconsciousness and death. The rate of
unconsciousness without oxygen depends on several factors, such as the lelresicHl
activity, ambient temperature, the presence of diseases and general health. On average, loss of
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consciousness or death can occur within a few minutes after the cessation of oxygen supply t
the body as a result of hypoxia of organs and body mgste

Lack of oxygen in the cockpit of an aircraft flight crew can lead to dizziness, nausea,
disorientation and loss of consciousness by pilots, which will inevitably lead to serious
consequences for flight safety due to loss of control over the aircoss. &f consciousness or
death of pilots as a result of hypoxia is a critical situation, therefore measures must be taken t
prevent it.

One of the key roles in ensuring flight safety is played by the oxygen supply system to
the cockpit of the aircraft, egpially in the event of its explosive depressurization. On board the
Airbus A318/A319/A320/A321 family of aircraft, the flight crew's oxygen system, when the
temperature in the oxygen tank niche rises, assumes the inevitable release of all oxygen throuc
a bursting valve, an overpressure hose and a discharge port. As a result, during the remainin
flight time, flight crew members will not have oxygen in case of a dangerous decrease in its
concentration in the cockpit.

Keywords. Aircraft, flight crew, oxyge system, Airbus A318/A319/A320/A321, flight
safety, hypoxia, explosive depressurization, bursting diaphragm, spring valve.
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THE OBSERVATION NETWORK PERFECTION FOR FLIGHT SAFETY IN
THE REPUBLIC OF KAZAKHSTAN

Abstract. Enhancing the safety of air travel and ensuring 4ujghlity air traffic
management involves refining the technological infrastructure of the national suaeilla
system. This facilitates the enhancement of scrutinizing the status of the "earth'si surface
atmosphere" nexus, crucial for pinpointing perilous and exceptionally hazardous meteorological
phenomena and forecasting them accurately. A pivotal avenueffoing the apparatus for
monitoring atmospheric dynamics entails leveraging remote sensing techniques for atmospheric
examination, exemplified by meteorological radar systems. Presently, meteorological radar
arrays are operational across all industriglfvanced nations: in the USA(United States of
America), the NEXRAD(Next Generation Radar) constellation integrates approximately 150
WSR-88D (Weather Surveillance Raeb988) Dopplempolarized Shand radars; while in
Europe, under the auspices of the nmmaltional OPERA initiative, roughly 180 radars
manufactured by diverse companies and executing various observation protocols are
interconnected. A subset of these systems employs Doppler and polarization capabilities.
Similarly, in China, Japan, and Austeal radar installations are incorporated into national
networks. Through scrutinizing publicly available data sources, we delineated the principal
attributes of meteorological radar setups in multiple global jurisdictions and conducted an
assessment to agtain the requisite number of radar installations for comprehensive coverage of
the Republic of Kazakhstan's territory.

Keywords. Radars, location networks, security, information on the state of the
atmosphere, takeoff, landing, weather, thunderstorms.

Introduction.

Today, air transport is the main type of passenger and freight transportation. This puts
forward the requirements of high regularity and safety of flights. Based on the analysis of air
transport activities, it can be concluded that the Ergember of piloting errors occurs when
landing aircraft in difficult meteorological conditions.

To ensure safety during takeoff and landing in complex meteorological conditions
(CMC), instrument methods are used when there is insufficient visibilitgrafnharks and the
runway. In such situations, the pilot must actively monitor the data from various instruments and,
based on their information, make decisions to control the airplane for a correct approach to the
landing strip. Time is of the essence hess, errors in control can have catastrophic
consequences. Automation of processes during landing and takeoff is aimed at ensuring stability
and further improving the safety of air traffic. Therefore, the creation of automatic and semi
automatic landing anenvironmental monitoring systems with a high degree of reliability seems
particularly relevant.

Materials and Methods.

Safety studies based on the development of the atmospheric observation network in
Kazakhstan are not being carried out. The matesrahie analysis was open sources, articles and
information on the creation of an observation network in various countries of the world. The
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research method was the analysis of sources and calculation of the number of atmospher
monitoring points for theetritory of the Republic of Kazakhstan.

Resultsand Discussion

The result of the study was the calculation of the required number of atmospheric
monitoring points on the territory of the Republic of Kazakhstan to ensure continuous
monitoring of atmosphesiprocesses and ensure flight safety.

Some of these systems are aircraft avionics systems, they are designed to detect variol
objects both ground and air by radar, as well as to determine their range, dimension, speed ar
direction of movement. In addith, onboard meteorological radar systems on aircraft are used
to choose a safe route to ensure flight comfort and safety. The systems are conditionally divide
into weather navigation locators, radar systems for viewing the earth or water surfaceahy mili
aviation, radar sights are also used. Aircraft radar facilities are divided by direction of action.
They may be:

- front view;

- lateral view;

- back review.

On-board systems must have a minimum weight, small dimensions, high reliability in
conditionsof differential pressure and temperature and alternating sign accelerations.

Figure T Layout diagram of the aircraft locator on the aircraft

Table 1 below presents some information on the capabilities of airborngonrumi
systems.

Table 1- Technical specifications

Type Range of detection of Range of Range of detection| Range of
fronts and detection of | Turbulence| detection of
thunderstorms Wind shear | regions mountain peaks

cGroza 200km
IR 400-500km 10km 50-70km 80-150km
Honeywell| [ Is Kn®i 5 kn® ( 16 km 100km
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Marginal weather conditions create a threat to flight safety during takeoff, flight and
landing. These include phenomena such as wind shear, heavy rainfall, thunderssol, icing,
etc. Some of these phenomena change the distribution of forces acting on the aircraft, others
cause damage or even destruction of the structure, and still others complicate piloting and
provoke pilot errors [1].

Currently, good results haween achieved in the provision of flights, almost everywhere
there is continuous monitoring of weather conditions at the surface of the earth and in the
atmosphere. However, monitoring is not always a continuum. Over vast territories, observations
of the state of the atmosphere and its surface layer are dangerously discrete, which leads to
disrupted threats to flight safety. The lack of this information can be fatal under certain
conditions. This especially affects in specific geographical conditiongsonditions with
complex orography and at the tad and landing stages. According to ICAO (International
Civil Aviation Organization), 62% of aviation accidents are caused by a deterioration in
visibility of both flight and landing, 11% are accidents swal by thunderstorm activity, 11%
turbulence of various genesis, 7% icing and 9% take into account other reasons.

Based on atmospheric monitoring data and current meteorological phenomena, the pilot
receives information on the exact position and movemesiallscale clouds that may affect
flight conditions. This helps to identify areas where hazardous situations for aviation may arise,
especially in the case of thunderstorms, hail and squalls. Atmospheric radar monitoring data
provides information on clad conditions and possible weather hazards over an area one and a
half times larger than visual observations at any time of day and under any weather conditions.
This information is especially important at night and under dense low clouds. Meteorological
radar provides the following data:

-the location and size of clouds and precipitation;

-cloud shapes and atmospheric hazards (showers, thunderstorms, halil);

-speed and direction of movement of cloud systems.

- data on the height of the upper border of thdia echo (actually cloud), the lower
border of the cloud of the upper and middle tier, as well asdfded layers;

- location, height of zero isotherm;

- intensity of precipitation;

- intensity of wind shear, degree of turbulence, averaged verticlepod horizontal
wind, averaged distribution of horizontal wind in the viewing area at different altitudes;

- intensity of precipitation;

- Information on cloud evolution and intensive convection processes;

- the presence of thunderstorms, halil, rainfall

- presence of zones of strong wind, tornado, gusty fronts, areas of wind shear, zones of
increased turbulence, microblasts, zones of supercooled water, which contribute to icing of
aircraft caught in them;

- area of birds and insects accumulation [2].

Currently, there is no network of meteorological locators on the territory of the Republic
of Kazakhstan necessary for a more complete understanding of the air situation in order to safely
and effectively serve civil aviation. The study of radar networkshiemeeds of meteorological
analysis and forecast in foreign countries will allow us to develop optimal recommendations for
the formation of a network of meteorological fibers in the Republic of Kazakhstan.

Until now, Russia has mainly used a very sparsavork of meteorological radars,
consisting of Russian noncoherent radars MRand MRL:5.
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Figure 2 Map-diagram of the location of the MARS network (Russia)

The Russian MARS radar network, shown in Figure 2, is deplioysdch a way that the
DMRL-S meteorological radars are spaced 300 kilometers apart. This strategic placement is du
to the presence of the most dangerous meteorological phenomena during the warmer months
the year, and the radars do not need to belts® to observe them. However, this configuration
results in overlapping surveillance areas of air routes, key industrial and agricultural facilities.
This is also economically justified, since in sparsely populated areas radar coverage remain
quite effective and does not cover the entire area. This network has been deployed in recent yeal
and continues to evolve.

Figure 3 shows a map of WSEBD (Weather Surveillance Raeb988) weather radar
deployments across the United States. This network was ektblbetween 1991 and 1997. It
consists of 138 radars located in 48 states in the continental U.S., as well as 13 radars in Alask
Puerto Rico, and Hawaii.

The system transmits raw data and observations from all radars to the national
meteorological cents in Washington, D.C., Kansas City and Miami to produce maps with radar
information about the U.§United States) territory every 30 minutes.

Figure 3- Map-diagram of the location of weather radars of the NEXRAD ogktvn the United
States
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Figure 3 presents a map of the location of the NEXRAD (Next Generation Radar)
weather radar network in the United States. A distinctive feature of the NEXRAD (Next
Generation Radar) weather radar network in the United Statest ithéh8/SR88D (Weather
Surveillance Radat988) radars are installed on the earth's surface in the form of a geographic
network that covers the entire country. The height of the lower boundary of the continuous radar
field is about three kilometers. Thetemnval between radars reaches about four hundred
kilometers [3]. However, in such a network organization at altitudes of less than three
kilometers, radar coverage does not provide a comprehensive view of atmospheric conditions.

In Australia, three typesf& BAND, C BAND and Doppler locators are used in the radar
network. Australia's radar network is very interesting in terms of its construction. As shown in
Figure 4, locators are mainly located in coastal Australia, this is very important in conditions of
sharply cut coastline.

Figure 4Diagram of Australia's radar network

In such an interesting place in the atmosphere from the point of view of meteorology,
small in length, but intense and mudirectional movements ahe atmosphere arise, which
contribute to the emergence of wind shear, coastal turbulence, etc. These phenomena complicate
the takeoff and landing of aircraft, as well as negatively affect the production of small aircraft
flights.

A very large Australias little populated, so a radar network providing full coverage is
impractical. Australia’'s radar network has sitttyee locators, of which 30 maintain regular
observations and provide regahe data for forecasts, warnings and thitiyee locators perfa
wind and weather monitoring functions [4].

The study of radar networks shows that most often radar systems are not built with an
integrated approach to large networks, which is unfortunately due to economic considerations.
The American radar network ike closest to the ideal model. Local networks in most countries
are not always able to fully utilize the potential of weather radars. This organization of
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observations does not allow for full radar monitoring of the atmosphere and does not realize its
full potential.

To ensure safety, regularity and efficiency of air transportation, aviation operations and to
improve forecasting of complex meteorological conditions in the period from 2020 to 2022, RSE
(Radar site equipment) "Kazaeronavigatsiya" and RSEH@a si te equi pment
intend to create a unified radar network. This network will be used to compile comprehensive
maps of remote sensing of the atmosphere using meteorological radars. Application of this
technology will allow to obtain a comginensive view of the dynamics of atmospheric processes,
dangerous meteorological phenomena and the general state of the atmosphere, which
necessary to ensure flight safety and timely inform interested organizations about the possibls
consequences of nabl disasters with a sufficient time marginfrom 2 to 12 hours. It is
assumed that the radar network in the Republic of Kazakhstan will consist of about 25
meteorological radars

Studies of the geometry of radar networks [2] show that the constructicuocbf
networks can be carried out in two different ways:

-the combination of radars forms a geometric figure on the ground, which can be a
triangle with sides two hundred and fifty, three hundred and even four hundred and fifty
kilometers long;

-the aggregtion of radars forms a hexagonal structure on the ground, where the distance
between each radar corresponds to the radar systems' radius of action.

The preference for the second method is obvious, as it reduces dead zones and lowers tl
height of the lowe limit of the radar field, thus providing surveillance of the boundary and
surface layers of the atmosphere. It is also important to note that if one or more radars fail, the
remaining radars can cover the gaps in coverage.

The second method has a cledwvantage since it provides a reduction of dead zones,
reduces the height of the lower boundary of the radar field, which makes it possible to monitor
the boundary and ground layers of the atmosphere. It is also important that in case of possibl
failure ofone or more locators, the space will overlap due to the operation of other radars.

This method of forming a radar network also allows obtaining an economic effect in
terms of economical energy consumption without reducing the quality indicators of atmosph
monitoring. It is also important to note that with this method of building a network, the quality of
observations is quite high, and the impact on the environment is reduced. With a decrease in tr
range of the radar, less energy is emitted into spadehe dangerous effect of electromagnetic
radiation on people is reduced.

When analyzing developments in this area, we find it most interesting to use a hexagon
shaped radar network in the Republic of Kazakhstan.

The territory of Kazakhstan is diverse weather conditions, relief and population.
Obviously, the radar network cannot be built at the same time. This is a long work on the
selection of locator installation sites and training of specialists in their maintenance, etc. Thus,
the network buildingorogram should be centralized and should have a sufficient time period for
its implementation. The creation of a workable network cannot be limited to 2022, since in
modern conditions of stagnation of the world economy; this project cannot be implenmeated
short time. This project should be phased.

Figure 5 shows the diagram of the radar network in the Republic of Kazakhstan. The
location of the functioning meteorological locators is indicated in pink. Not completed DMR
(Data Modification Request) indkation works are highlighted in green color. The creation of a
radar network for monitoring the atmosphere on the basis of a hexagonal version of the locatior
of objects would solve a lot of weather forecasting tasks for both aviation and the national
ecaomy.
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Figure 5Map-diagram of real location of DMRL (Data Modification Request)
Figure 6 shows the layout of the DMRL (Data Modification Request) according to the

hexagon rule in the territory of the RepulicKazakhstan. In yellow, additional meteorological
locators are shown to obtain a continuous radar field.
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Figure 6 Map - diagram of the ideal prospective location of the DMBlata Modification
Request) for full coveragof the territory

Conclusion. According to our research, it can be concluded that to ensure continuous
monitoring of the atmosphere and to ensure the safety of flights over the territory of the Republic
of Kazakhstan, it would be ideal to build an ola#ion network based on a hexagonal scheme.

In total, according to preliminary estimates, in addition to those already installed, about three
hundred Doppler meteorological locators are required located at a distance of about one hundred
kilometers to enge monitoring of the lower and middle layers of the atmosphere, save energy,
and also to reduce their impact on the environment.
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nzlslsty yJjdz dzjtecy B ' CIs' to' dzG J dz. dhry CELHJ
d dzH j 6" dzH J G B Isj stesdzsedw dz' v dee OH & tzts Syt @ |t
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dMiflin’ .

sH2 dzv' [ QEHOB IO, BtdOdkOmkz jd &jte', yYOor' §f
skteOd Oy OLols.
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¢ zdzOIlsr , s nadinraird@misilraz,

gflrtzrrevl f1 oV R "dpuR VO Oor 1R 1JCc Jaralyg
JrydY e feuor Y Jruf)l ST fyrvzyiam sor {1 1 tral
SO dmuu o

b dedets s Oydivd.dz dL Bj $igHmor  tBgarsy] Ofmdas s d Qo d Of
sBJ M J yd ddw o' MsSCsets COYjMmMsoaO® LkftOo dzj ded W o ftsL
Mtse j toh j dzMise 5o Odedhg - ddgOUsj i de@edis dztis B j M J W dad W dzOy d t
dzOB dzt H j dzgd v . Clts MfsmMtseMmMlsoalzjls Edzkzy" bddgzOr O@Odzd L |
ftso j tcn@dsdgtshW j cOe dzj sBRBSHJ ®Bs@ 15, ) Yyofmlsdesmis d,
YtejLor yo2des tsf Ofmde 7 Bjlsjstesdzsedyj mMSdra Wweo dzj dzad 2
dL O tcOo dzj ded?2 Mo jteh j dzMise s Odzdw Mtej HMIse ¢ s dzk
wWodw jIsfg L g ] GBJjIssHtse HIMIsOdzydtsdzdetsets L tsdzH d to
Bilsj stesdzse dyj MG Ow COHd s OydWw. ] ZOMmlstsw h j
tcOHdBizsC Oydtsdzade | Milsd WEkdCydtsddtekzsls ots afpjrn 0O
sBl jHddW j 5 GBS dts-8BD0 ds@HOtSsofl WEHRY dzj etso MS 52 5
(ot j, ©® OB OF BjYHEZZOGBHdGSEES fwsjikO OPER
ftosdLotHdlj dzj 2, ©OBskOshdR 6 t©OLdJyd & §iescts
fls dL ddr tBAEZOHOjIs WEkdS ydw isd L HstsizH df jtctists DAty G
cdyder §j Mmjild tOHOtetses Mmkh jMmlsoakzels o sdlsOj,
4 dz’ 9 dZzOyd s dzO dz! dz' § md Milsj a3 ek 0dzOd
4 dzj dz’ sfdats e dz' :OtQGleJthfnlsqu’ Bilsj o dsd
e OdDr MBJtcO, O OS] fttso jHjd tcOMmyjls dzj B
Jujdedv ftsdzdtsets tsno0OkO Isjte q’ stedd t 4 Mz dzd
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b dzdzts Is Oy O dzdzs 2 fMlsOls! | t©OMMBOIstcdoe Oj Ismw  {f to
H dzw ftseorh jdedw LWWjClsdoe detsfilsd ks d Mmisd Y4 |
Hjyj dzbteOdzdL 5o Odzdzlzs  d dzj dL d3j dzv j iszs  MdMisj Bz |
My smseMmisolzjls f§tsorh jdds f testnlstefO ycsthust] jdej B 51
toj Odz! desets otcj d3j ded, BIdeddBdL JtelzWw OH BJded MistcOls
Mydls OoltsdiBOIdL Oydd IsteOdzL OS yd2 d dMm< dzes yJ dedw

] Mo o d3d dadz’ n Emdzse v A ydWttsedL O0ydd s
odzj Hicj ded j§ d ddsigis® Rmjdftsataft?2 - sOSCdrn S 0OC B dztsC yJ 2 dz,
zse dmisdud MS drif Mifidg & wp Pig2d.J ftoj HdZOGOJjIs ddali Stec
f sdzj L dzO  H dzw Bisdzj j CdzzetsS sets dL kzyg dedv, f
sjrdeatsdzsedd. [dets desMBOC )] dBOC@EGHIs &C dzb 2 BB &
fteddzydtfr tOBTfIsT BdztsS yj 2 dzO, ftoj HisMIsOo dzj dg
OtcrndlsjClkztcj, O OCYj] twWOMhdtjdts jcets tod dzj daj

[MtsB 5] o dzd &3O dzd § ZHJj dzj dzts o dzd W dzd ¥ Is j
HisC k2 g dzls s ts BhsjtedadsjO, df@spj y desfisd d BjL s OMmdetsmisd

sdzE yjor j. [BagfnBdC O, dikPu)iskls)sj s dsdsedw
6] j M0 (B ESEGISADS, s @ sBse dd , yjfsyso

B
d

l oy j

Rfl]fr]dZJHtsaOdzq’W fsCOLT 908 lIs,Is s tss Hidzddels Cd Ldztfip@df
yqgara. I syjdtodr + (M jtelsse, jet Mmissd:
dgtsdzseo HBdz&zOtetseo [ 1] . lted 1 lssd3 dzOd B s5dzj
JIsmw IstcOdzmyf stelsdz” 2 fMj Clsists.

BJ MY Jujdadj MmisOBsddz detisdnts O s disdiafufy jipkdsjc s ¢
CtcOYHOdz Wodzwe sfpqw 90O Y dzgi 2" dd&3d L OHOYOd3d dz¢¥ B G
ftej HMsOoadzw jIs MtseBts?2 BHddz L Cdzgyjoeorna MJjClststs
cCtetso j degsdzets? fMdMmlsj ds2 e dOYdsdzOHzisdzgs?2 bk § f§dats d3o
BdYHE t©WOL dzd ydz' d3d BlstcOMmdzw d3d .

Victse j d2 twOLoadlsdw ItcOdzmy stelsdzs? MdMmMisj 3" G E
jgts lsJEdztsdztsGdqunQisGis ftoesctej MMO d Etetsedaw -
or Miskzf Oj Is ZdzH Od3j dzls Odz' dzr o3 [z mldassdets[dg iy j Hndks ¢ § dz
fr]lstGIlesIztGdzf” ftcj sBtcOLsoaOdzd?2 o 1 Ctdesdzd € j .

Il dzOyodzy XXI 9j¢C0O sy dzes dzOB dz¥ HOIs! dBOMI Is(
tcOLoadIsT 7, sO¢C d o w©WOLeadeOshdramw MistcOdZOR . ]
MtcjHdzj esHsear | ddzo jglsEydt 20d &N e@mBKczC s
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Ajdzo 8 HOdzdzs?2 MlsOlss d wWodzw jlsmw dLEuyddedj o BL Bt
BdzsCyj2dz 8 dsecdmisdej. kv ke, yYbtse' tOMStcr s
MisOls! d, ftjHEZOGOs Isfqw Mdzj HEEhdj L OHOY]:

-fesO0dzOdzd L qtetso Olst  f sdgv Isdw ¢ B dzs§ yYJ 2 dze ;

- OMMmdisslstej Is! Y Is fteddsj degj degdv B dzZSC yj 2 dzO o dzisa

-sBtsdeso Ols! Isitstejlsdy mMSdj thdtser odzHtcj dzdw B d

]l HOdgdzets?2 MOl j & fdqteOj i3y dzO0 dMmfdzi H 59 Odzd
Oz ydzr = MmMlksOIls! wn dL 1 dzj CSlstesdadzts? Y8 g fiaff tsdg@ dz'd dz" f
M ydodzdL dqtctseo Odzdzr = MO2AIstso .

[OljtedOdzr d i lstsHT .

l 1t dmmdzj Hso Odzedd ftojHMIsOoadzj dz CtOICd2 s
ftoddj dzj ded¥ Isjmdesdzsedd B dzfs Ul Ptizic] sidiud MO OC o] tdadffij
odzj Hicj dagdWw o dzsc dfls d)S g Mz fz20Y < zy jdfiztyf fiplab®stetls ¥ € OC
sjrdasdzsedw BzsCyjldz sy jls BT Is i tod d3j dzj dzO 9
Motslse jIsMlsoazs hda EyOfMmilsded € tso .

RMfdzj Hise Odad j ftej HZOGOjIs dJdaW sted3Oyds® , Ctslststs(
Gz tsS sets dL zyj dedv, Odff tsta Qfyj fip@@lo tOF o Ofj t=tigsj?2dzylsfj - dzts dzts ¢
sLdZOCsBdIsjdz dz2" 2 R OwLOCIsj to, sO¢ C0O¢ © ABH] IjcCf
BdzsS Yy 2 dzO, ftojHSMISOodzj dz@ BBdzj J HJISOdz dz § Mo jHJ
tOMmh dtej dets Jjets fteddsj daj dzd § dugete BV G ts5,HJ o Is frug) dats
Bsyjls Brls! LOHj2Mlsoaseo Odz B dzts € yj 2 dz.

RMfdzj Hise Odad j WsCEmdekzj Ismw dzO COyd Mlse j dadzts d3
sftcjHjdzdls! otLdBtyd j cEtedL tsdalsr fftodd3j dzaj dedv 1 Ists?2

10 §sMmdzjHdd] Ge6BH' -HBilebgswded? s dstwydndhud M¢
MsOdzZO tHdddB dqL Cdt yiernan dOfttOodzj dzd?2 dzOEzydzr = d
o' MsCd?2 bktsejd fsLteOydsiisd, dzOH >y desfisd d B
90O dets Hdzw L WWjClsdodesets EftcOodzjdzedv yJftsycodid
LOtc®&d dae@L dzd ydzr § OM jSIsr ftoeddzj dgj dedw 1 Ists?2 Isjndz
Rijanto (2021) d Li & Chen (2023) ftetsHj di3sdzMmliste(
ftsor dls! L WWiClsdo desfls ks dMmisdyd MSda st jteOyYd:
slsmdzj ydo Oded ) g izf v s8d §) S Bdadzsh j dzded yj Milse O.

R f)f)dzj H PerBAiz(PO18), Ko (2018),Cole ( 201 Ppluwafia d HE. (2020)
ftsHIse jto HOE Is, Yls s 9 dzj Htej dad j BdzsC yd 2 dz0 M st
ttOMmMrsHse, fmorh jdds COyimlseoO kY tcOo dzj dzds'C dH O dzdz" -

~

ddeW stedsOydd. Ahmad d Hts. (2021) d Xu & He (20:
f tod d3j dzj dzd d -Is B @laz€ dz($ @ i 9 dZsecdmilsd ¢ 4, 9rwoadoe dn

ftetsh j dad J SOy § dedztsc s tsSW Stedzdzj dzd W , MsCtcOh j dad
ZCte] §djdd] ymtke j et YOfgigded ¢ O3 dsedmisdui MEs2 Mmil
fsHyjteSC do O Is stse lz# OCIszOdz! dztsmyls Bdzs¢ yd 2 d&zO H
IstcOdzL Isdzr = fjtejotL BC. 1 sCOL Olsj dzd dzse dMmisd yj ME t
fjtcjoL ¢, stcOdzL dIsdzr |J  sisdasdvs Idinwits BChdge2y j @ t6 Ziid s =SVBAK
odzdwes h ddzgd dz@ o dzjh dzgs ¥ Isstcc 5o dzv . ¢ dz0dzd L o dzd W dzd W
ZsedMmisdSd ftojHMmMsOoadzw jIs fse 52 90y dzts] dzOf tcOo dzj dz

Yeo & Deng (2020) d Sy. (20208 s s W ©®Ebls tc yGiskz
ZOf oW iz o dzdwW jIs dzO ttsfls tsBi j dise odzjh dzj?2 Iststcetso
OdzOdzd L O, Qo lstster ZMmlsOdzts o d dzd , Yylsts wsflsddizdL Oydw dz
dMmf sdz' L 59 Odzdlyjjds detreoyfj??,dz Mt smise Mise zj Isf Wffittle @ o tg Cdzd ©
d fMmdzed y 4§ ded ¥ L OlstcOls. stesd3j Istscts, dimmdzj Hise Oded v |
fsHyjteC do O Is, yls s ddze § Misd yd d ) dzsedMmilsd yj M¢ z ¢
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roa yqWttse ' o Isj n desdzts G d 2 detcOs Is :
dzls s M § 5 ) igj dRHASIHO tdiidstai@sd; dz@ctso dzj . t OB SIS
k d Hts. (2021) f sHIse j toH d dzd , Ylsts to
1L Cdesdi3d yi MSd2 twsMmils d odzj hdzgs 8 IstsH
ud Medn  ftetsyd Midadeayj digtfts s & fipl§ dstic s leizts clase |
0dzO, Isjdz MOB i3 MsdBzdZdJtezwy wWOLodIsdj !
tcJ dad J Isd m dzsdzs e d d BdzsC yd 220 o dzts ¢ d |
2z dets] fosdztsydlsjdz desjy odzdwdedj dzg©@ i Xy H
Bdzi j #HtceaOw® 3 dzr §j] vydftsycéd §smisOs ¢,
BiYHE Isstceso’ d3d  Otclsdey OB d Mmdady J «
j GteOydw BdzsC Yyj 2 dz0@ o ZsedMmilsdyd MS kz fd Ml
HZz ZOtetsH dzts? Iststce B Ookdats Bls tic | & ff tsezPEzdztd)  dzj f tof
otsear 3d Emdzse dw d&3d . 1 ZOG sH OteW Bdzts S yJ 2 dzkz
LteOyds 2 d ljtSHHOth’er]W Okzudlskz Eyvyls eoMmjn

MMz Hs9a OdzdW~n Tan (202 O),). Kodum (2020) (
RMfdzj Htse Odad W, ftotso jHY dgdzg"™ j Rai mbekEkkigidd H
gdd&sd o 2019 G6BHLIE, 0] lsOQ>|4 Khan d HElkaec
dyd?2 eGatkdeddhbdalz.o 2020 eE6HLE, O IsO¢
tolzvdsj odd@ d3@eflztsB - sHd BsMIsd ttOLodlsdw dzts
Odz0 d odzgjHtej dzgdW Mtse toj d3j dzdz" n Isj A dztsc
j dzs s smtsB dzsmisd MisteOdzr . 1 Mmoetsdr dMmfdz]
s L dzOydlsj dz' dz" id3o difladsvj ds) if © dizts dils dgr d2v  ftgiCs |
fMzh jMmise jdedets ko j dzdydls! Bl ¥y d3" odgjhdzgj?2 Iststocgts:
Rai mbekov d Syzdykbayeva (2021) ftotse jdzd OdzC
ZO  Ctsdtsidyud MEtsy t©oOL o dlsPE Iss OryBash ld&zQidzOy " J Jdatid

CstcdHBtese  dsedmisdyj mMSdrs k2L dse &y jls L dOyc
ftedo dzj y* d dzs s tc O dzdz" § ddze j MIsdydd. s te s d3d Is tt
sj rdesdze dd BdzsC yd 2 dz MY smise dzts L dEOWLdAdgddz! tidsssh 142G
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B
fMuj izOls! ZsedmMbsdud mMédy ©fjttoydd sBdjij (sl
i tod d3d dad dzd ¢ sjrdetsdzsedd BdzsCyj2dz Hdzw Htser hj
Zzsedmisdud M&da U&BMJMMBS, Ysts dkd jbs 6" ohj,
Code§ e st ssB detsmls d §OL On s ©dzO d sB tsfdztso C
ddze j MIsdyd?2 o twOLadIsdJ sedMmlsdyd ME B2 BlsteOMmdzd

it JLEzd.IsOIs

tdLEd OIsT dmmdzj Hiso Odzd W HJ dssdzmisted to iz
sj rdesdzte dd BdzsCyjldz M smse Mise iz j Jsi figsfols d dig dzdox
stf jteOydtsdadze" 7 L OtcOls d ffwsorh jdedes 1 WWJjCIlsdo datst
Hy dzOj s Jets M jSilsdods d3 dzOff cOo dzj ded § d3 H dzv
fdmlsj d3r .

¢ dzOdzd L ftcOCIsdyj MEtsats dmf sdz' L so Odad W Is j
zse d MEFG] MmMdzze o1 wo ddz Yysts o B Y HEROGESH dz"
f tod d3j dagv ¥ Is-f) & dzlitdi@ s . ClsO bjrdszsedwy tBJ M J Y
wdLrdyd ME 2 HsfMIsOo C 52, ofmMj &isd Msflzlsmise z¥ h d d3c
IsOC % J ftcj HisMIs OpQiAYIsided ¢ @dgj dg sfixls iz ff ¢ HsMisso j
LONdWtctseo Odedetsd3 o dH J .

[ Odedetsy dMmMmdzj Hise Odzdj dzOf tcOo dzj dets dz2O Ists,
sedMmlsdSd d EftwOodzj dedw yJjfitsycoddd §sMmisOo st .
sB dzOfis d . J dzts shdztso Odzts OdzdzgO =  ftsB zisBP L] 2 Mo
dzj Msslse jIsmMiseadwdsd © HBCEZAi) dlsOydd d dzj ftetsL tc O
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l sOLOAMlsOdzi ddi3isIlsmw ofmd EMdcedw HdAkv dhf tsd
BzsSCyj2dz 8 MW it btcOdmtf stclsO d dsedmlsdecd [ 14] .
s Ijrndtstedy &y il BrIs! §djL dO 9 lstQOdzfnljtstGIsdzl
sftcOoC¢d BHdsets C(tdksj2djttd M &@Yimsd o sdlO02,
sB dzZOMIsd s OL On Mis ©dzO.

[ Oteh tekzls dz2OyddzOjIsfmw o MmMlsjfwrn ¢CdBsdddnts?2 BC
OotsH 5 §jitejtcOBlS] dY"MO ¢ ol dkdy | cOEOEEC®B 6
f Otclsds BWMO d HEsfls OazkE gl HS L O0dphestcls@EL C) o
CtezL 3 hOsls © "dzsHdd dd¢ HEZY ~ttOdzj dzedvw L Od3ts
ftoedB" sWBdtgitcOlsstedzse s Ctsdzlsj2dzj 6O d Wdlsddzesoe 52
CtcOdzd yz M sdl0Oj .

1 mJ dzj sBn SHJ A fMjtelsdW¥ d& Olsr d ©OLtj"jddv,
9dlsjteddOtcdzsects Ctdzstesdzy d [ ddedflsj emise © M dz2 MC s
ftesyj MO. 1 d 3l Gdpdzetseic z tissIstf Qo d Is j dz Hisdzy § dz2 MBsls
cOL dzd ydzgr = tteeOdzgdL Oyd?2 d yoOmlsdeg » dzdy, vybkter Gt
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ltej ddBzh pfddg a1 ® j dad W f zOlsW sted3’ , ts i) dzts & O dzdzts 2
syd 9 dHdz :

i Br st 2 d BJLSYOMdz 2 HsMiskz ¢ d dzt¥ sted
ftej HsMisOo dzj dedwv EMmdzlz¢

TdzOdzdydy JHddsets dhssydd§ O Hhmistse j todes?2

i ftotse jtew j d3OW ff SH dzd dzdzts s ! jddzlsus@ N (sl tayjdlh tdad:
dL d3j dzj ded 2

T dz2OH |y desls tw©WOBBYdrn ftotsyj Mmse dj yHE Btec O

TLdOydlsj d datsy MsCttOh jddy OHABddzd MistcOIsd o dz
B3Oy dzr » HBCE®R] dzstseo yjteL BIHERZOSHD | G tcC

I fizh jMise j ddtsj Ekdj d " j dzgj QG ded Htseo OF Et5Y)
MesSC s d COyYjMmMlsaO® dr wOMMBsIstej dad W .

{ Bz H]jddj.

] ZOMmlstswh jj otcj dzw H O dzdzO W sj 3O ftedodzj &
mMstsBh j Mlse O, dzts d ftej HiMlsOo dIsj dzj 2 BdL dzgj MO
dmmdzj Hise Olsj dz' MC 52 dif OUMHaifiydeAedidnaunlBlsckchd&intSpending
Guide (IDC) ©® 2023 cetsHbkz BHhd2 Bl jd&B ddzo j Misdyd?2
BdztsC Wgjjddpded?2 MsmlsOoaddz 12, 7 & dzdzd OtcH O H 5 dzdzO
ojdzdyjdds dBdtcsotsets |1 ckOTL®YdqSCOsHOEZ 186 d@s§ G

stsosC Yy dzOv Milstsd d3tsls ! -dztiei §f fgdsscf y jo iy Clstted®) dhfitf Stsldctiste
B dzdzd OtcH @O H B dzdzOtese, yYbsts ftojor " Ojls Mmtcj Hdzad 2
(75,1 id dzdzd OteH O HtsdzdzOtetso ) . 1 Ists N §tc ®daj &Y i3
404 Bddzazdsk®' OzzORHE Mdtetso OdzO o ff jteo ts2 {f tsdzt
tcOMf tocsMistcOdzj dzad J 31N Odzn j 3 d COVI D

dlzh jMmsokzjls digdetsy jMlsots tsftejHjdzjdegd?2 BdzSE Yy
ssdz €5 dgdetsy J Mlsots B dzd &OYydd MdalsH o ® dzdizn O3l R
LO tekBjytd [ 3, 4, 8], kOC d o dzOh j2 MmMlstcOdzj
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BLOCKCHAIN AND LOGISTICS DIGITALIZATION: IMPLEMENTATION
PROSPECTS AND INTERNATIONAL EXPERIENCE

Abstract. This article examines the use of blockchaecthnology to improve the
efficiency of logistics operations by providing a decentralized and immutable data accounting
system in supply chains. Blockchain helps to increase transparency and traceability of cargc
transportation in real time, minimizing mchistrative costs and reducing delays by automating
transactions and eliminating intermediaries.

In modern conditions of digitalization, the introduction of innovative technologies, such
as blockchain, capable of transforming logistics processes, igtafuter relevance. The study
offers information that can be useful for deeper study, highlighting the potential of the
technology in question. It is for informational purposes, as the text will explain the principles of
the blockchain, provide more detadl information about the mechanism and architecture, and
expand its application.

Special attention is paid to the impact of technology on document management
automation, increasing the reliability and security of data transmission.

Keywords. Logistics, tansport, Internet, distributed ledger technology (blockchain),
smart contracts, automobile, supply chain.
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(rodz 02 dz20dzr| 02 dzOdz'| Y ' L &) Is IsigHts He'l
d dzH § c e ML dgHT O
E dzj &

BozezC 3. | gzt oY Bdzdz Is G . C B
2014 | 4,33 188 939,2 448,8 15 929 052 14 892
2015 |455 |213035,7 478,0 16 851 775 15 333
2016 | 4,99 |2357384 4954 17 833 994 15 341
2017 | 5,07 | 2469585 554,9 18 529 225 15 341
2018 |5,08 |251250,8 546,3 14 903 099 15 341
2019 |5,28 |266784,2 518,6 19 026 781 16 104
2020 |5,6 2731934 564,0 22 790 209 16 614
2021 |541 |281484,1 609,5 27 218 063 16 635
2022 4,91 |295516,6 597,6 29 380 342 16 061
rrOIZq)als'|'1311'_~7dz "L dzH] Oc iz Y "B |ulpy tsdzH Oter

¢ B C B C B
2014 86 217 20 230 4 094
2015 87 140 20 238 4151
2016 86 581 20 238 4151
2017 86 419 23196 4151
2018 86 244 23 276 4151
2019 87 029 23271 4151
2020 81 814 23 268 4151
2021 83 240 23 334 4081
2022 84 834 23 439 4106
[ MS jmlgj C(CIML

[Mr tj2lsddzc HD2jC MELHj d W ELJjCI" dZ' ¢ dz

3 D dzd ZsedmMisd ¢ Odz" Y HOME -2dPde0] S dzHd®jtedz OB dzr W €
OQteOMm" dzH OO" C B ] dzZW ydw O2AY " dzgH OdzOH " .

Y-EMLI ddzHj & fm° , Edzh jd&3 B todz' ¢ ' ;

Z1-> sdzOkhr dzOtc #M@Fler , d3dzdz. Y

Z2-s0Okz0Otc O22 dzOdz€ d3! , d3dztcH . Is

Z3-Edzj 6eCDM' §f Edz' dGZHj 6" dz ( SOEZOdzOte, Y' L d3d Isls
ZA-sj 3 teytsdz yJdz M dz' w "L " dgHr OF ¢ d3;
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5 -OmMY Odzr Is ISeEfj dze j dz X Odzff "dp OO otistdslsigzyB d fzO 2 B GBI dD te
nL T dgHr Oor, € d3;

Z6-30c d MistcOdz H" Y Y"B' todzOter dz" w "L " dgH™ O , € df3;

Z7-Y SOOBH" Y CEd Ck'"w "hE' ®BOtwhtckzlslsOter dz" W "L ' cC

IJMmr tj2Isddzc HD2jJSCMELHJt' &2 W ELJjSCI" &2 6" dz ©O2y
3 D dzj Zsedmisd ¢ Odzr v sHd@dglz -2q0daH2j C " dzHd@jtedz OO T CEtm,
OteOM" dzH OO Csteted dzvw ydvw 0O2y " dzH OdzOH " .

Sttetej dzv ydqwdzr vy K®Otedyo (2 ¢jiflsyi).

2 CifkflsOmMyOd Ctttj v yd»y CoiWWdydjdidslsjtc' dg W

SEtmjEY Z1 72 Z3 Z4 Z5 Z6 Z7
Y 1 - - - - - - -
Z1 0,78458241 - - - - - -
72 0,7178560,92425 |1 - - - - -
Z3 0,43524540,78582 |0,79624 |1 - - - -
Z4 0,82154240,84215 |0,75455840,7718611 - - -
Z5 -0,638014/-0,56557|-0,643584-0,66384|-0,78356| 1 - -
Z6 0,74782840,8512970,85599740,529494 0,66951¢-0,47416| 1 -
Z7 0,1891823-0,08896/-0,24808 |-0,54122/-0,19432/0,340857-0,0262¢ 1

[MSjtelskz: BOMSOYar HjtejClkjteH' Cittej dvydw

Ind dHjwdy 3 BBdzj Sjlslstw BjdzMmjd' YOI kT dafr L

DOL OY filsjOfddl B dzd ¢ OfMr dzr w zZse dMmisd ¢ Odz" vy stelsOdzr YIsO
tdMizedzd € OMr dzr wzs @ diff15 X OUzdgg" C>dIdRsjifig cOyd W dzOdzlz ' Is
cdftslsjLOd W dgc ' LH"dzZ 6" dz2 tOMSO2HT . r Odzff r K[ r
SWUIsO2 d&zOdzH " oz ) 5B OdzOte" NdIsC' dz" CIs’ s jteOydw dzOtoH !
BO2d&zOdzr i ) tsdzH Ote" dzgr W Isd ' dsH " dz' ¢ "hqm, ()] igshi
EML I ¥ ODHO2T dzO HO BO22 dzOdzr misr . HsdzH T YIsOdz d
"1 BHOMIsT oW i yd sdzOdzH 7 Y sSjils'" ' dz tSYUISO2 &zOdzH '™ I
StcG OdzH OteH ' DOLOYMISOdZH O r a T HO®R sEDO IsOlslz XD
StelsOdzr YIsOter dz Yf'tedz fiplseOde’ daHfgr daz Yy Oy 4 Is. [ J dgdzj € J Isls
Zzse dfmisd ¢ Odz' y CdzOMmlis j todzj toH HOMM Iskz MOd&zOMmr dzH C
27 BBHOMIT k" " dz' Y ybpdzj dJdzmlsdlskzydtsdzOdzn™ v B OfMis OO

v OdzH Oz  dzp Is d »q jdzj et dzERML'I &zOte ©O2 dgOdz" &3 (Z1 = 0,
(Z2=096) Isjd teytsdz "L " dgvr o (Z4 = 0,83) xpDdzy ®BOGI

(Z6 = 0,75) nN&Cjd opmjtt jlsjlk' d &z SEteMjlsjH' . st
NN2jif &2 w HOKBE CEteMjlC hisjte® d3jdz Odz dzoOdz e ml
CEtMjlsjH' .MEMLIjWdHE® pDMjte jlsjls' dz WOCtstedzOte Odz

HNE kOM BOA ;

N sdZOEZh ' ZzOte OO’ dz ;

NOdfr 00 Oy O2HOROM ZO' dz sj di3' oy sSdzH Otc X s

Y "Bl toH' W m L rdzHr O [12]_

ststetej v ydw dz' Y  BOtedy® (S jMlsj-¢i2) y tsdsChmH Qo te o
02 &zOdzr I 0,7()Z, YIS 0O2xz06z &6) ( Zlsj B teyrtsd , '8137) dzry DUz]
BOcdMmlsteOdz H' Y Y"B' tedzg@teHO w7 5L " 1zl Pz B jte jlsjls:
ststetej dzw ydwdzr v ISOkzH Ok dzplsdy jdzjte’ jdzh' w CECd € 3
EMLI ddzHj Sy’ O@®@MilszH O0E e Q@ px ' . EMLI ddzvj S ' dz
wOC IsstedzOte Odz" YIsOdzH ™
HNE lsoOmr Oz ;
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N sdzOkh ¥ &zOte OO' dz ;
NOdzfr 00 BtelsOY f O2HOROM &zOIsT dz Isj d3' to) SdzH Ot
Yy"BrtHT W "L dHrO" [13].

Diste’ Isr .dzH T

DOL OYNB®AzzH " ¥ dzsedmMisdE OdzYY oy e @az@tc v B ' [oizm IS
stcOdzL dIsls' € lsOdzr 0r il dzHj SCEeEtemMilblzej Il BE'
dzOtcr Y IsT HO®R skz nHh' dz ytdo? dr Y ODHO2 dzOte O
N dzH OtcD O " fMr dzf dzOIsr dz Y ' L d3j Islsj to O Esdds)dialz jlsdzls ' BO
Cjwji2liskz 3 D dz sSdzOtH '™ W dZzOtr yIlsOODT EC" d&zH' 6 ' dz
"fr]fdzf dZDOdZ

1dtlslsjlkz deplsdy J dzj te° ZsecdmlsdC Odzr v BlsOdz' Y
n2r d3H O MO OO0 O dzd M, Msdz” disd &z Y OOt EML I ¥ O0
CEfMg Isj H" . [ Jd&gdzj € j slalzjStcH H J WalgsH[jhisd § © dzr Yy s{ |
Y OL OY MilsOdzH " Y stolsOdzr YIsOteHT™ W IsOtclsr dgH " dzf O dz
"nAr d3H Oflsr telzh ¥ dzr vy ybpdaj ddzmMisdlskzydsdzOdznr vy B Ofle

Crri4RrRruUuU[{
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FACTOR ANALYSIS OF OPPORTUNITIES FOR THE DEVELOPMENT OF
LOGISTICS COMPLEXES IN KAZAKHSTAN

Abstract. Modern trends indicate that by 2030 Kazakhstan can become the main transit
hub of Central Asia and ensure the active development of the transport and logistics complex. Of
course, this will be facilitated by thebncept of development of transport and logistics potential
of the Republic of Kazakhstan until 2030".

The subject of the study is Regional Logistics Complexes and organizational and
economic relations with the formation of their systems.

The significawe of the study is that the proposed theoretical, methodological and
practical recommendations, author's methods for modeling and optimizing the logistics system of
the production process can be used to organize the logistics activities of the wareaosigertt
industry association operating directly in the domestic market. The main provisions and
recommendations of the author are based on current trends in the development of logistics
concepts and are aimed at improving the efficiency of the produgstamess of the country's
economy.

Keywords. Transport, transportation,storage, logistics complexes, efficiency, roads,
warehouses.
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¢ dzdzts s Oty toj d3j dzdz” § Isj deH j dzyd d sCOLT 908 Is, Yls
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sdyj f ydw 0L o dde @ d MsefOuifyStedseizisy sls j dzyd O dzO
030 EBHO".
JejHdBjssds MMmdzj Hse OdedY Wwodzws sfw  to] ¢ d ts da

¢
2

Stcc Oded L O Gdsteaizagy yj MSC dj tsldatsh jdzdw iy Wistcddtotso O

1 &Z20yd ii3tsfls - dimfdzj Hse Odedw L OC dzs yOjIsfqw o s
B ssHdud MEdd d (wLOsSkduimscédy tj csdjdioydd,
sflsddi3dL Oydd daztsedmisdyj s s2 fpdmlsj o3 ftesdL e
dMmf sdz’ L 59 Odg Hdz¢ dBed Qizif € OYd i j Wzls | dz' detsfylsd
OomMmMsydoydd, dzj  stej HMise j dgdes W Edz2C ydtsdzdtelzs h j
fsdztsy jdedw d tojCtsd3j dzHOyYydd OoltstcO® tsMmdztso Odzr
ZsedmbduiMédns Codyjfyd? d &Ofsasi@sd §@EJY B
ftesy MMO + CsdesaBd S d MlsteOdz .

sdzs yjor J kOl sStls, stcOdztf stelstetso € O,
Coifdzj SMmr, 1WWjCldeodzsMls! , HBwBEd, MS ZOHT .

kkkkkkkkkkkkhkkkkkkkkkkkkkkhkkkhkkkkkkkkkkhkkkhkkkhkkhkkkkkkkkkkkkhkkhkkhkkkkkkkkkkkkhkkkkkkkkkx

[ JHOCKGMBO / 1 sflskyddo 0500202406¢yds / R
fOttdw ZOZDO YOB' dzHOdgH'™ / ) toPUR220Ls C (ks
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g. 1. O d3dtdc Ouzddi.o O L[J.BN.O UM ABSDHOO0 Y J dg¥
MukhametzhaiT ynyshbaye\ALT University, ¢ dzdgGos fifdsn0 dz
2 jsteMMC g2 eshmizHOtilse j dzdzs 2R ldgaifts t§ wipif &% s s tc O
E-mail: d.kassymova@alt.edu.kz

JAr1s89 SanprsuvrRITJHuUR [1TUR[RTOGARR [ ol RO RC T
Ldtdresf1y V1owwodrriuws 1] uvidrel [tuvd & vY[U
rofrRtuvrffevr fotztouvfl RIRUVOAR[VV IS [LrCfRULT

O dzdzsls OydpHdzd 3 L o0y d 7 §sSCOLOjdzj?2 SOyjf
sBh jMmise j dzdesets IstcOdzetf stecls @ wWodzw jIsw toj clzdzv todetsfyls
sftej Hjdzv jlIsfpw COyd Msoasdz MmsMmis O dzjSdgdzts det® fr) tafChrir@f dddfi'C
dzj sBasHdBs B Mt jydls’ : 3d dzd 3O dz' dz" | ot d3d dzdz" |
Msslse jIsmise dj HodyJ dedw stcOdzf stcls dz' n fMtej HMis o |
tcjckdzvtcdesy Mdzi Hse Odzdj BOwh tckzlsses d dr CBteH d dzO
stcOdzmy stcls O.

)| HOdzdzts?2 MilsOIs § tcOMMdizOIstcdo OjIsmMw L OHOYO ¢
fOMMOydteMStsets IteOdemf stcls©® i yJ dz' © ftsor h jddw ¢
ftod Hd&ZOG O] Isw dd&i3dlsOyd tsdzdzOw BsHjdz2, L otsdzwe h Ow
sBh jMio | elzsc 0O b Rezipff selsOd Mz EyOmsS OR. [ tSHjd
otej W Y JHOddY OMMOYdtse, OdzOdzdL dtetso Ols! Codzs 4y
fsmd sflsdddLOydd, O bOCY] tyjddeOl! Bhjj C0OUY,

RBJIsOydtsdedzOW BsH j dz' tc OLWaOrBlsds OdlzOB H jisd fiffistg sy j i
O tj Odz! dzr = bteOdey stelsdgr = Mjlswrn EttesHBO. |1 HOM
1L Csdetsdisd yj MEtsets 1 WWjClsO sls odzgjHtejdedWw tstflsdadzdL dt
sBh jMise j dzgdesd3 Istc Ozt tstelsy .

sdzs yjor j [Bdgd®.o j dzdz" 2 ff st Rdplp Oygly, WwOMY dmoOdad |
HEzB dzdtelzs M (2 Zyomlsts¢, d dfdids Q e ©dEzO 'H o o dpts Hgd a7/, | ¢
sBfMdzizy d @ Odad v .

HJ

sHMCEB?2 Bh jMlse jdzde 2 kteOkMYy stels JqewOjls ©dt
90, BCOL'" 90w 9 dzdW dad JuJdaEX [zis ¢ EdptipisdCrdizts ofifldztc O di' t
dzts s d , LHStes9 ! | GOy HOdzZ d fts¢COLOlsjdzd kMl
L Issegts ots dBdesecdrn MbticOdZOr ftoedossHdl € tOLtOBBISC
stc Ozl stclsdetsets MftesMO M dlsj dzj 2 M itsezly jipse
stc O dzintf Stels.

l Ists 3j otejdgw, dzgj Mslstew dzO IsOC k¥ L dzOyd dstsmls
411 ftesmdzOltedo O Ispw IsjdzH jdzydd ¢ ftejHtsylsj dzds te
l jteswWilsdes, IsOCOW ctsfikzH OteMmise | egdBORSE S &ZzPd O omMas v @
¥WddoOdzmd tetseo Odzed d tcOB BIsT CotesHMEtsets BN j Mise j dadats
ftoddtsmdls MmMotsd dzj cOIsdodz j ff dzsHT d bttjBlkjl Met
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ftodstedlsjlstse jets twOLoadlsdv. vOCtsj f sdzsy § dzd J
cOLOBESISCd dB3j esftedwisd?2, dzOf tcOo dzj dzdzr = dzO Mis
stc Ozl stcls O.

Il tsorhjdadj ftedodzj COIsjdzt deslsd cBtetsHMEBSE S
fsiissWwdadgr » ftsdz LsoOIsjdzj2, OS d H&Y Ijn, ¢
Y3 L Oydd ? ©WOMYdMOdd™w Jjets Hodxyjddwv.  OL !
mMzjHkshdj Cdsyjorj OMmMyjCilsr:

-EHBodzj sotstejdedj IstcOdzMmy Stelsdz" = f tslstej B datsmls §

e Oy sdzOdz! detsjy M tsdz' L seaOdedy o di3j Misd ddsfmls d
z s ©dzfsdzdz” d3d dats tc 30 d&3d

-Bd ded 3L Oydw otej d3jded, L ObwOYde Oj Bsets § O

-ejekdzdetso Odzedy HodYJjdedWw LOdzM sStelsO 5 oM

-fisL H Odzd QB@ Slsd 7 kffdsed? o fkisd,

-fsB dz¥ H j dzd § iNdABO tcOBBIsT d Ekfmdtse d?2 Is t
s tsislog dsdn BmJBB qu B btczHtseotsets L OCtsdatsH Ols

-sBiMfjujdd {WWjiCkdodssets dMmf sdz' L s Oded W

[OljtedOd d d5jlstsHT .
O OkdL d SBLGE ddkjtObktd 7 dhssyddSss,
[Hdzdds dL Cdzsyjoe'n §sCOL Olsyaty®z>y dolast@po s da

EstesHMC B tBh jMise jddzr 5 bteOdzmy stelstsd, Weo dzw jls

stcOdMy Stelsde’ 7 MisjHmlss, SCcbttOY dOftw &y L
oMy d MOdad W .
I ddljtOkktej §sCOLOds, vyt ©O0o dsdj tcd

Cdzs yjor &3 OlstedelkzlsORd MmMdmisj " §OMMOY M St
sBJ MYy jude O h ddsq dzOH j ¥ dzts § d COud mise j-dpdats j

1dMBdzs Hjdedj tWOo detsdzd tedetsMmisd o ddzlsj o OdzOR H o
stcOdzmtf stelsdz” = Megedmlsptcbk drL Oodtezetsdg) , COC 1 Ists
LWWiClsr s sOCBets CtokzffdJtetso Odegdw OC Y J s dMC
. 'I'fer]SJdZdqude otejd3jded BYdHOddY §OMMOY diOC
t6d H ;

i tesmisjy MECEyj ddshisthso Vi Comiadd R tsho + §Jd3s ¢ OH
ftejHisMisOo dzv | Bs2 IstcOdzml stelsdats? bEfmdzzed [ 7] ;

ifsorhjddj hOdzmMse o lsCOL] o fMOHE] [ 8]

i o jddyjddd otj dsj dd dzO o' § Sdzdzj dzd | toj 2
dZOntsy Hj dzd W dzO0 tsfMisOdatse sxpdztm®@H § Y dzy (O fr) @fsfz oftfttetftsisfis(d
syjtej Hd ftod fHI jLH] € MisOdsetsydtsdzz ff zdzC sk

ifseorhjddd s OMmdesmisd § jtejotsL sydetsets ftetsyy
st JtoJ yddzedw (5B G dzO) otsHdIsj dzZv &3 BOh tclzlsdz R
Gtelzd {f J .

[ dzv kZd3j dzt " jdedWw Hg dedev Sz Wdz § @O Hpder = L WWJCIs
tcOMYy d MOded W CtesHMEBGE 5 sBh j Mise j dzdzts G 5 Is tc O dzf {f
ZyomisSd HoadxjddWw IteOdem§ sStelsdz" = Mej HMIse wWOL dz
Eyomis¢y StcOdzintf stels dzts 2 M sd zlsiaesde, tsls Bfsls Hdzgy MCdp
sBteOL 8o Odzdw tsyjtej HJ 2 zO0 tMmlsOdatse sydz' = &z dzC
Hody jdedWw IstcOdet stelsdz" = Mtcj HMMlse tcOL dzd Yydzr = O
EyomlsSCOds drn Hodyjddw Hklsjds Ststetej SIsdtetfhp € ded 8 te
vsO0Cdd3 BBtOL tsd3, Hizs gy MY BzYOBIEOMIsSE Hody
Mtej HMMlse ©OL dzd ydz' = BOLh tlzlstse .
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Isftesmods tsflsdddL Oydd tOMmYf dmnodadw Ho d>X j ded v
tcjckdzwicdsects MtssBh jddw, o Itsd ydmdzj Hig MisQlsisEdgsH 2
dBdzs ¢ 5 9 dzd &3O dzd v .

l [13] t©OmMmM®3Olstcdo OjIsmw {§tesBdzj 3O HEB dzd tcts9 Odzd
qLdzdh dzjj HEBdJteso Odzedy ftedotsHdl ¢ dzj e dzOMBse Odzdz
BOtch ckzlss o, Yylsts o Mmoftss sydtej H' Y siffsstdjdsd & 20 ©
sMsOdss syde’ » §kzdSlsOR, fded 3 J§ ded *Mdzth § 5 iz My ls € O § fle
fsjLHCd. bolstste ftoj HdZOGOjIs d&O yofglsd HEkIsd, GHJ
St OdzdL 59 Ols! BlsHjdzt dzgr 2 BOcdMmMisteOdz' dzr 2 @ dBROteh chlzls,
fOmf@Eo . dlssdls tslsdijilsdlis! |, Yylsts IsO¢Ow @B O By
fsor hjdeds Cet WWdydjdzsO fjtej MOHBydesmisd, Ylsts dzj
COydmMej JtojHBMsOadw jBs?2 §O0MMOY Ol StcOdhy stcls dz

] tcOB tsls § [ 14] cOMMdzOIsted o O] Istd@L dzf In Hztz§ tc [z9) FIFHSHE
fOMMOy demMS s s steOdzf stels O tcj G zdzv todzts G 5 mMsse M j d
stetsdzdzj 2 Bz fdets @ s f Qo lstsBlzMmdz 3 ftcj HdZOG O] Ismw
BJfr]Istsq’d:stsfr]lsJ OolstsBlzMmdze ~ fijtcjotL BC or h j. I H
jotLCd MB&t dzddgd B lz. s to s d3j ssc s, yofyls! f Ofm
dz' L ts9 Ols dd3j dzdzs QolstsBlkzfmr , O dzj Istctsdzdzj 2 B Iz
dd Qo lstsB lzMmdz = fijtcjotL ¢ dzj ¢ Olsd o dzs M
d2, gdr thikzh jmsolszy f)h didsyd Q bz dzte &BfctsQ ala
tdmMizeddSd 1 j 20tk . 1 i lstsdzz L OCtr Isdj
w20 COyjMmbej COLr90jd 7 IsOdmt stels dz" .
Otls © OolstsdiitsBddzt dgr » fjtcjotsL COR.

J tcOB sls j [ 18] dz@&EdiydiPJ IstitcsB dzj d3" HzB dzd tolz | Bt
BZOtwh tckzlstso . bolsstc’ ftoj HAEZOGCOE s dzO fHtoddzd ted Efftetsh
sflsddddL Oydd tOmMf dmoOdsd v, Clstster 2 L OC dzt yO  Isfpyw ¢
dzj Stslsstelzs o j dzd yddzz, SCtslsstcOV ®B f491 JSdS O dats ® ds dpidaiz P to
sdzjHizjls Bldjlsdls!, ybkts ftojHddsy jdder 2 OoalststcOdRd MMls
osftesmMse. wtjHd dedm By des sSlsBilsdls: MmMdzjHkEzshdj

1. ltoj Hd&ZOGOj sy MHoe de Ols otej B fHtedBrilsdw 0Ool
l1tojHMis Ooyltyj Isfipvg 6 ftedB " Isdw dzO@ oefMmjnrn BOwh tzlsOR |
d dzimls oz d3j dzls ts d3.

2. 1d¢0¢ dzagj BEZydlroeoOjlmw oL @ity desfls! o' {f tsdzdzj
2O tOL dzd ydzr = ®HBOwh tezlsOR, jttjHodeOls! Cwlstster j dzj
fMtsL HOdzdz "jIs B fHfte=xfjBL Htsea, MOBBdzj Isse, ¢ CtsdyOdead® tcC

FISs=goss
ONEE I

t6
g
te
d
dz
o]
B

3. ltejHEZOGCOj i3 § MHeaded o wOmMfdmOdedd ftcdo tsH
OQdzz HodXJjdedw sls dzOyOdz! dzsgts fdeSIsO, O IBOEYJ
B' Isdw dz0@ Itsdzj ydadgoOCtfszdifStcd 1 Istsd3 daj o7 f tsdzdgw j Is i
dBzO IstcHO d SISHT O otHdIs]j dzj 2 .

4. 14 § sdgv Isdzts, Ylsts HJj dzOls* ) Htekzeddd HEBdzdtcl
HzBdzdtkzs hdj EyoOmls¢d &BOthtkzlstse GHA2 ctolzf d3ts
HzB dzd oz OflgS ¢ Hickzets?2 ctelkzffr dFOwh tclzlstse .

J tcOB IS J [ 16] fsdzviIsd J tcOMMdizOIstcd o Of Ismw a3 Y
sCOLT 90] s, Yyksts 1 sts wodzj dedj dzj o Mmj cfHe@ odsmifigdsls sl
zOmmdWw ds Oyds @BOth czlstse 5 Misj tfJ dafls tsdz B ala| tsHsE 1O dz
sdzv Isdj BOwh izdtdisfzsr CBOsOelzIstse Colsstelzs  d3tsy dzts
MisOdztso dzj dzdz" = otcj o3y dzdz" = t€ORREC On BJL L d3j dzgj dzedw o
olststc ftoj HY BdZOGO]jIs Oolstsdats Bdzs s tcOB SIS sO¢ dn
aw d ttoOMmMfdmodzdw o dzzlsted dzdm. [HAZOSCB, M dzOh j 2 IsE
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1. ¢9Lsiste ftcdotsHdls d&jrmOdedL 3 W ts d3q'tfslsaOdzq’W
ted d3j to 1 d cOLcOBSISOdRZO By ssHJEC Wistcd3d tofs €
tGOdzfr)lJ’tstGIsdzlSQ i Isd.

2 . 1 ©p dzfy s Is pw dzd MsofmMjdd SCwtotej Clsder &3 ff tot
sdztseo Odzd d € Otclstsc tc O B’ f OMMOydtesf slstsC O, dzj
ofmMj 3 BMlsOdzseo sydz" d&3d 2 dzC Is OB .

3. 14 bkuybjd OmfjClr Mmtsed® HjddY tj)dBO
fedowLCddeé YsBgeHB®DS sdaPpQdafiz OB BYdrs Md3j dz dzO

lted tjhjddd LOHOYd tfHtseorh jdadw +WWjiCldoeds
CBtesHMEBSEts BN jMise j dzdzse s IStcOdemf stcls© fy Eydls
ftoj Hdztsy j d2O B ssHJC O Bﬂbﬁ@dWOH¢¢@h@H$E@0&dmﬂ
ZOdzd ydw HEkBdZJttkzs hdr EyoOmkete [ 11, 12].

[ dzw Of esBOYdd, ftod HdztsY | dzdats 2 Qo lststcOB ¢
HodY jdedw BOwh tolzlsdzr = IstcOdemf stolsdzr 7 Mo j n Plad YO
tcOL tcOBtSISC ( d i3d Is O 6d tsdpadigd 2 O e j dzeP it d i © dzd W H €
sBh jMlse j degdese s IstcOdeMmlf stels©O tojckdzv tcdese s MM
EyOfisC 0f . RBJISOYJdsdzdzOY  BsHj d fsLosddls t
cOMyf dMOdzdw BN jMmlse j dzdzsets IStcOdzm StelsO Hdzv HEB

{7 dmOodz] J By ssHdsd ©sfbdidLOoydd ©OMIdmno
stcOdztf stels©® dzO@ HEZBAEZJqEkzs N dr EZyOMmlsC OR

1 toj Hdztsy j dgdzgOWY Qo lststeOd3sd BjIssHdC O
BOtch tczlsdz’ = IstcOdY stelsdz" = Miej HMMlses (Ek
Mddguh disd Hicke L O HiEkzetsd BOEh okl dr &d
22O HEBddJtekzs hdrn EyoOMmlse OrR oCdz¢ yojl fmdz

e

G s
d

ClsOf 1. ¢dOddL Mild c¢BEBHMEEBEE
I

I Ooe. b
N &
w =0
:5*3‘&
o3
Q.

d Ml

HzB dzdtelzs M d A OMmls¢C 9 .
ClsOf 2. Jreitc HEzBdZdERYBIcOYEQOQRHP J M arazd
JGB ~nOtcOCIsjtedmisd ¢ .

Clsof 3. t OfmMyil rOLOCIjtedMmisds &OIstedyr dz
dMosHdGSes ©OMY dMOdedw .

ClsOf 4. l " Qo dzdo Odzdj ddzlsj tco Odzso o tej d3d dad
BZ3Oth tolzls dz" d3d Is tc O dzfn i3t tc Kz’ e3tf B iy oz fyls g & EZyomisS j .

ClsOf 5. t OfMyil rOLOCIjtedmisds &OIstedyr dz
Oy dMOded ™ §tsidzy BYlsdddL Oydd.

ClsOf 6. [ftejHjdzjdd] GC¢OyjfmMkeO® flsddidL dtc
stcOdzitf sStcls® HzW HEB ks h di EyOflsSte.

Clsof 7. dadfsjc dOMiphdMOdedY ctolzffr HEBAZJEEZz® M J

Clsof 8 . [ yd d&z¢ O LWWiClsde desfilsd stflsddd
sBh jMmise j dzdetsd s btcOdemtf stelsO© dz0@ HEZBdZdtelkzs h dr EycC

tdLlzdz sOlsr d BBMEYH  dad | .

RABJIsOyd tsdzdzOW BtsH j dz! Ho dX J dedw CstecsHME 56
HEsedzef M j &3 ZyoOMmis¢ j

1 sMmisOdztse € O L OH Oyd dzO d i3d Is Oy d s dzdzts § d3ts H
sBh jMiseo j dzdzgtsets StcOdzh stels.0 dzg® HEB dzdtekzys h j d5 & yC

o[BJ' d Slstsdz dB3ts Hjoddvtigidsoffvdzd e d 3 j ded i BOteh olzlsdz -

fs HEBdduk:h jDEE & £ qOMsEizdz) ®GPBY EHOGGYd sBH j

stcOdzif ®iclk O dzO
Ajd v BsHj droptaimrojGsdiffv ©OL ©OBBISCO dddkOy(dt
BOth tklsdy 7 ktOdhnf stelsdy 7 fejHilse JD @NMHOY d ek
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isftej H)djddw otej ddj dad Y dHOddY {§ OMNMPHIMS®R] B3
HeB dzdteks h j O kEyOflS O

isftejHjdj dzdv 7 OO sEousd fiiplizddz & O fisteddigdg@c s dzr 7
Hs d §Ysfmdj sflsdBdLoydd,

isyjd&Sd SOyujmboO tflddidL qtetso Odzdets ¢ 5 e Of Y o M O dac

I OftesBOYdd &RibsHdcd sfbdddLoydd oMY dMnod
Istc O dzf s tdfistatgr H flse s HEZBdZJtekzs h dd&g ZyoOMmls < O®.

] Ot O i Is tc O X o aigts i Jsdgef :

i Bsdzj delst b RG CRFLkIf ted BT sV btcOdhf-ectlsdgGOR Gl O ik
MDj (j=Lk) HzB dzdtelzs M j 6B dzBy BdsO@zts 0 sy dz' 2 § z di&fly s @ dzC
sBh jflse j dedzgse s St Ozt stels® Wis o §sfdzj sSflsdBdL Oyd

i ddzlsj delda Gsiys)'f od B " ds@twh olzlsder 7 IstcOdzmffastsls dz' 7 f
ROth g [§ ©®1.m), dzgj o rmBHWh R o HEBB&Jkzs " d2 Eyomktse

i ddzlsj dzidB (eslff)sf e D sH O  f OMmiff O yfijdsChdztsde® Y dzr 2 f & dz¢
fSjLHSd &0 bOdhyf stelsdsd MO HMise ] HEB ks jcts

iftej Hdzj mNalitg F0BV wsMmistsw BOwh whlsdetse s s t-@demf st ls df
SMisOdss sydztsds 2B BPHEdzvY] OfgsMmMOYEftso ;

i Hdzdldzd=11)icts thlsOdtse sydetsets f ZdzS s 0O;

i Mt Hdzj jaNbitGFY-L) Ho dy j dzdV BOwh tkzlsdese s IStOdz s
By HdE igl-ds slsOdatse syde B f zdzS s O] .

I " OsHdz &3] S OteOC Is j WeedensC oy fighss@Ig diigfls d € d B H j dzd

P Sl WWdydy dals i [ AE)tEEISC dsys Odzso sydese s f 2dzS 5O
BOth tklsde 7 ItcOdhf stlsdz' 7 fMtejDiflses 5 HEZBdJtekzs h j &

i Hdd 20 tyi=tl)dd &Ookh izl dls & & tcRuzng fgise if tod § SHI
Bz MlsOdss sydss i3z Mol dglOsiE dH df O fiyfintOfy @ HelsH

i otej g% ftetsflsow (ioll) sh@jetd jetzds dz' 7 st Odzff stelsdzr & i
fsHi Jidsilz) tMisOdztso sydets 3z Moz dglOlsi € H df O Mty @ HSASH ;

i Stz j Mlsets BOth eklsdy o Is@dENf stisdi J - Bl § Bis az0
sMisOdzso sydzr 2 fz2deCls BJjL fesmMissw o Byjted HJ;

P Ctsdzdyj Msots BMisOdetso 5, MHj dzOdedzr 7 BBOtEh tolzls dzr d
(=L)f jtejH {6idEhtodsd sydksdz §kzdssk:

i Mg Hdzj § o tej dsr(i=5b) dmEatEdz' § OfMin®gd tsfH g0 d®s sy dats d3
fdSlsj btcOdhf stldsets MejBMiss ® HEZB s jets EZyo
i Mted Hdzd 4 ud Mdzts (i 210 i) Copidofatscei-ted & ) dzOEals o 65tz deC Is j

ktcOdzfl stelsdetsets ftej HMisoM HEBdJEEzs " jes EZyOMmiss o
I COoyjfmbej §sCOLOLjdj2 ‘W¥WjSkdedtsimisd Ekydls' o
“H&d 20 tyjtejHj2 ®KROkhtkzlsd 7 bttOdhf stelsd’ o fte]
420 HbkBddtekzs h jd& EyoOmisSj Dr ;

-otej 3w ftotsMmistsw BOteh tolzls dzr 8 y Jste Owlzind tstiofstdz] m  tHfipls @
HzBdzdtekze h jets EyoOmlsSC O Dr

-otoj 3w Sy dHOdzdW f OMMOY JteOdRRd HKBOth clzlsdesets Istc O
Dr

] ¢ tcOdzd q M3Eds Oy d 5 dzdzts 2 BsH j dzd Mo w L Odzg h Emdztse d
9ntSHWhHh 2 f slsts¢ fsmiskzqf O h d A dzO Is dz'lzB dztf e @iz g & tc ldzdg'¢
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fplsd 2h dd3, s
smisd otej d3i dz
~n, 9te]j dgjodzd H
tesBCd, BIsCOL

iflse  ( tsdz UtGJHljtsdzOGOJlsan ]
2, gL d3gj dzw s h dn L O¢ tsdzts A3
sO O tMmMisOdso sydzr » § &z dz¢
sMisOdzse sydz" d3d § z dz€ Is O d3q
s Oyd ts dzdzO W BtsH j dz! sflsdiddL Oydd tcOMmYy df
stelsO dO HEBAZJttkzthdms EZYyOMisEOR B' &ZO { t
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B d LOdBOjIs olkttesy d&GiMmists 5 ydmdzj da
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J Mild CctetHMSBES Bh jMise j dzdzsets  Istc O dzfr
Jqolzt ML sd&yodzO® Cwbtster 7 Hodyjdedj MEzh j M
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1 jteor 2 HIZdeq’teIthcf;) Eyomlstss, GBL &0y tzoziz?
g3 Hdzw BOh tclzlstse OolstsBlkzMmtse s1, s2 d s3
d Hizgds?2 Chisls EyofissS diijjls MistcOlsj ¢ dyd f
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lejdkY fder lsdv O lssshk,k f) 523 da@O W fiddCadimms sy dzr 2§ |
HeB dzdteks h j cs B @BABE&O ©OMY dMOdds sBh jflss j ddzsc s

sflsdidL Oydd URs GjsD3).dvojldsss 2, Itesddj 28k J &GO
fted B’ o OsHskzp dzg@tolzs h 2 Dilzfy O figflstsSy dzfipd %) dzs fllam,), o

(j=m tm) d o (j=m, tm) mtsle jshsaftado dj GOGh s
stcOdMy Sclsdesp DL U fgss@jtejrH’ ftod §sSHI jLH] § MO

[ &z 2O ©flsOdise sydesc s L (e=gd3s @) Eisthds. 0o @Ok iz ls dz
stcOdzfy Stols dats j ) td\jdsy Msideotsiany La@ide/ QRS dsts ydgts s § ZdgS s o L
Hdzddz' . djHdajj okjBY fshmssy &OEHEEIDLEedso G
fdClsjy Hdv §sMOHSd o/ ihig@hHEy 33D Moty dHedsj j o toj o3
Hodxjded¥ (OB clsdzsets Iste O dzfidh s wfd-dzts ch) Is 1) tzfs B 15 s 020 d3¢f
fzdC lsORd fpllEaddy j s

Lo duimMEés) dLBBOY jddd §Jto]j 3l g dafftslz fhQifniOy d
EyOfsE®) HisOo dzj dets dzO teqd Mz dzeS j 2.
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L dzjte {1 ¢¢ {1 ¢ {1 1&
f Ommo>
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{1 dH O {1 dHO« MmN G | e dsls
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09 Is s BOZ 0o Is tsBZ
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f OOy

tdmEzdid ¢ 6 iz " jdedd T OMMOYy dese dzO BOwh tclzlsder = st
HzB dzdtelze h j s EyoOfmls¢ O

1 OfMMOy dter Y - sEBdEsydz” 2 flzdlls HdY §sjLH
ftej H fydste %O&M@Bh@&dmt“hJﬁEhEW@ﬁH%@@S&B@@MW@J
otej 3w HsmMOHCd / r fif@H SSdyls O BEHOYdEEo (ML Is| Ml
(i=113). wtejHdzid StGJdSW f 54 i-a3 Cidfl-o30 @iy Oxlath B t5 8 dzt3 gy H I Iz dz
i ts i) Is Oa Nty (ij=1 12).

1 toj Hdztsy j dzdzOW dB3tsH j dz! BOMMse sets B MEEEZY d o Odzd"
(ted Mk dzts € 1, ted Mz dzts € 2) toj Odzd L s9 OdzO ) fOC ]|
BsH j dzdtetseo Odzd WIIGPSS Wor | d |

GPSS (General Purpose Simulation Systdmfd fmis j d30 isH | dzd tets o O dzd W
dZOL dzOyj dzdw) wWoedw jlsfyw tSHddd3 dL dzOdBtdjj § ik
ddzmistclz d3j dzls ts o Qo lstsBOIsdL Oydd d&BdIlsOydtsdzdzets ¢ s Bts H
BOMMsesets tBMdzEY do Oded v . [Mdztes2 wL T CO GPSS Ml
CoOLdYf OtcOdzdzj dz! dz" = ftetsyj fmimse d ohrBjrOdedL &3 dL d3j dzj dz
fpdzj HEzZs W j B MsB' Isd¥ @ .

1 tod d3d dad dzd 4 GPSS Hdzw MLHOdY dd&dlsOyd tdzdzts?
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ftesyj M fMtsL H Odzd W d d&3d Is Oy d ts dzdzts 2 B H | dzd . Clsts
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odLEZOdzdL O6ydd Uthqufr]fr]O BsHJ zdtetso Odzdw, O ISOCH
sBtcOBBISCd HOdzdz -
i GPSSd d3j 4 Is dleSJtGOQISdeZ»IZ*‘ M shse dets M ls ! tsls

ZMmMlsOdzOo dzd 9 Ols Codzlstetsdz’ dzr J stsy¢d ) BtsH | dzd ,
sftej HJ dzwIs! f OtcOd3J Ister’ lstGOdzLOletsa ) B H | dzd
Hsf sdzdzd Isj dzt dzr J  dedztso Oyt tsdzdzr jinH g def ks tc 2 dgjlsdiOH,C Iz
LOHOYYJ 2;

i GPSS HOjIs oL i3ty detsfls! syJ dzd @ Ols nOtcO¢ |
Bsd3j dzlsr otej dizgi dzd d dzO tcOL dzdifjdz’ = EktetsodgW n JjJ H

lteddijte 18§ SMisO  ddid isOsydsjdatizfs?  aiissteitg HifgfS 56 5
stc Odzmtlz®tclf Ptoco sd3 H kz B dzdpte EFP'SjSA3 Woy Q fiflls Sfjted o j H j dz dz

B
B File Ed Searc Vie Co and Windo
D@l % =@l &/ 2

Transfer et

Generate 3720,,3060
Transfer ,Met

enerate 3720,,3720

BS Rl

Met Queue QQ Inst

Ente Stop_Inst,2
Depart QQ Inst
Advance 20,1
Leave Stop_Inst,2
Advance  140,2

BS B
Queue QQ_5Sta
Enter Stop_Stan, 2
Depart QQ_Sta
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* TR_BUS ®® 5, 7a, 7, 8, 20, 23, 24, 25 - 31

* TR_BUS soch - 4
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* BS Bl
Queue QQ Inst
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Advance 20,1
Leave Stop_Inst,20
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* BS B2
Queue QQ Stan
Enter Stcpista:,ld
Depart QQ_Stan
Advance 18,3
Leave Stop_Stan, 20
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EVALUATION OF THE EFFECTIVENESS OF OPTIMIZING THE TIMETABLE OF
URBAN PASSENGER TRANSPORT, TAKING INTO ACCOUNT THE DUPLICATION
OF ROUTES BY SIMULATION MODELING

Abstract. One of the indicators of the quality of public transport services for the
population is the regularity of movement, which directly depends on the quality of the compiled
timetable of passenger route vehicles. When drgwip a passenger transport schedule, it is
necessary that it ensures: the passage of passengers with minimal time; the movement of fixed
route vehicles in accordance with passenger flows on the routes; the regularity of movement;
coordination of the moveemt of fixedroute vehicles with the movement of other types of
passenger transport. The article considers the task of optimizing the timetable of urban passenger
transport, taking into account the improvement of the quality of passenger service. Aisimulat
model for optimizing the timetable of urban public transport for regular communication of
different routes on duplicate sections is proposed to determine the waiting time for passengers of
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route vehicles, the characteristics of the timetable of ptialicsport on duplicate sections before
and after optimizing the timetable, and evaluating the quality of the optimized timetable. The
simulation model implemented in the GPSS World simulation system will be tested on the
existing urban transport network ihe future, and the economic effect of optimizing the urban
public transport schedule will also be assessed.

Keywords. Public transport, optimization, timetable, duplicate section, simulation model,
traffic interval, quality of service.

kkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkk

tJHOSCYydqw oo Iufmls' [/ 1 shisbpygadza o tjHOCyds / Received
r Ocdw zOzZD O YOB'™ dzHOdzH ™ |/ 1 o P4d2BOR5 ¢ kB dZdS Oydd / Acce

87



DOLssd mOBOthr iyr - 1ISENLIBOBD8L7(PENE 2 5 The Bulletin of KazATC
l iMmlsdzd ¢ sOLduvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

vrs 528. 2 DOI 10.52167/160918172025136-1-88-95

1. uscbkffyQizodrBitsg. [. sBBHIOSO G Os jdz jo
LAl-Farabi Kazakh National Universjty dzdzQ& OL OR fyls O dz
25 [ JAlmaty Institute of Technologie$ dzd3QE OL Or fls O dz
SMukhametzhan Tynyshbay@LT University, § &zdzQ&OL OR fls O dz
E-mail: nurlanbs@mail.ru

tor1t o1 fuvsd [Lruvfc PtrRrUSIO R JaP O JusrR [ O RIEBRL
{ev L)l vrmy [[/SPR RR

s s Olyd MisOls §| tOmMmiisistej dz tslsj yj mlse j dzdz" 2 BHC
j d3dzd € , tcOB IO N 2 tc®B Hisf@AEdRL s dzfzO L S daticeOj € t5¢
JISdZBG'B W teSsDifs, | dablos RYTHhL o sdzd dzs HisMisdy' edBEC 52
& Lso OdedY bLOHdUdsddks?2 cotBsSLHSE?2 Of §f Otolsd
tcOlskztcr . YIstsB ' z izlz yh dlIs L izt W WMzP9 | ¢ ©dzpt fig ez
zv  ftedj Bgdzd € O, B dz oadzgjHtejdz yditesets?2 (et d
Ol Ao deOydtsdzdzsets Md e dzOdzO, ts t-tfotg o jj ddlpcfl&] @ ¢
Lo Oljdzv. 1 tdkzzyjdeder 2 o tjLbkzdz sOj Edg@oadecOyd
Yysts MmMestslkse jlsMisokjls R OttOClkjtedmMisds Ods ¢ tsd3d3j ey,

rarm g OO @
O3S ° 8

ST O

- *—oom-owxq—-e-

sdzs Yyjor j . \meash®Oyd tsdzdz 2 fted 4 d3ded € , Bs H &z dz i
tcOHdBMd e dzB zB alzs B H d , GNSBtetec j dzv Is st

dztsc d w Software Defivpbd MRadDeo Ols( SDR}J J
tc Iz fn cdB S 2 Otendlsj CIskztets?, GHJ f OtcOd
fn gL o3j dgv Is fteseeOdddz” d3 MY smtse tsd3, L
d EmMddzi dzdv ©OHIdBMdEe dzOdzseo [ 1, 2] . { M dat

ftod j Bdzs?2 Of f OtcOlskzter Msmistsdl o ISt

I

&j ltjsljlsmw de34dszde Of §f O Ols
dzs yJ dzd 4 dzj sB R tsSHJ 3" n BdBdzdtslsj ¢

508

gNoo—-a-
G "aa@I-

dzd h ¢ fsHC
d HOdzdz = .

fiztcd j 8O d BtOBHIsCd wWOHdBMJdE O || b ¢
d tsdzdz" ~ ftedj dgded € S50, Ctslstster 2 sfizh j Mise dzvw j
dedzdzscts MJedzOdkzO ) vyjd' v sftejHj djddy dzO
MlsOls! j tcOMigdRBlcis® B p s Wiy HOSRdESY Y des s+
cd?2 SDR. utsLHOdd®* MfklsddStsesr s ddOodecOyds
fmewh j dats dzy dGzdzts G 5 tcOB tsls, Yls ts dB3ts ) dats tsB
Hdljdzj?2 HjdOE MisOaClk dzO] Of f BitsERs dzlzs s ¢ 1o
YOfMlsslsO MfklsddSsotsects dzOosdcec OudBdedgzayts fMmd
Mz dzv jIs jets BydWttsollkz o tiyddd ] Odz' dztsc t
sHdBs ftesdLotsHdIs! i sdzd Y 4§ q" Yyomlstsisr dszr]Iz
YyOmlstslsdetsdz Wtetsdalst dzhj ( RFF '

Bs O dzO dzts\g Bfg st Is dE@PH O M ls d
By Elssydts?2 yYoOmlstsisr d f tsmdzj
Bdes e 5C OdzO dz! s, (B sV R ftetsdL
fsfdzj Hise Ols j dz' dgsfisd, &jdzjteOyd
onBBHdEES MJecdzOzO M fttd &3 Mdc
YJ delstcOdz! detsdz f tetsyj Mmste Pls td O 8 dar dzigdj

§—00I0O O
F o Ne

N O,
>
<,
ok
s 7

IZ
IS

ﬂqsg-,:g-qmwwg-g- S P FE T
00w

m&:mwsmm::nmm

q_qm

88



DOLssd mOBOthr iyr - 1ISENLIBOBD81L7(PENE 2 5 The Bulletin of KazATC
l ifmlsdzd ¢ sOLdbuvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

HOdzgdz" d©3 OdzG steIsBOB EZHjdzv jIsw Bdesec s o dzd d3O dzd v
Chtotej dZV Iststc® o f Sdzdgw j Isfyw  f o5 ¢ to O dzdzdats .

) H O dzdzts 2 tcOB tsls § dBBts H Iz dz! ftod j &3O d 5Bt
tOL OB Ol 80 sMw dzO tsdy dENNMS-0-GB S G&RF dzdz'tc ts Uzls || d
ftoj HMisOadzw s h d2 MBBS?2 BEHYjIsde 2 Ctd3dzj ey MSE d2
o ftovdisd 1+ Wdtej, MYy ddOjls dr HEts Mo ds? § tsdz
Mt B dzr@ Mde dzOdzO wMmdatse des?2 -t dgltdifr | 2P M Isits Ist Isysidis j
Emstets2Mlsots o' Mskf Ojls dHJjOdz dets?2 cedBCts2 ff dzO
Ozc stedlsdBseo, ddzlsjcteOyYydd ©OLtcOBBISOdzdzr 1 OdzG sto
MsMisOe dBsHEzdZY orntsHdIls dﬂlterlscﬁv!sdzlsftsljslﬂzmm;sdﬁcﬁmqu’d
ydqWtctse ts2 sBtcOBBISCd Mdc dzOdztso Is. Jj . WizdeC yd?2
fslstcjBdlsj dzv . | dzv CStDRAZ R dedsCdasy dizf tsfigls Ftc;'IOLLtc;G)BtslsOdz
ftej HMIsOo dzw j Is MtsB 52 f totsc tc Od3d3dz" 2 B dzts € ydw te
9" MsC By &histstsdig dsdzd ¢ sd3 Md ¢ dzO dzO. [ Odzdz" 2 d dzls J
COzdBtoso SIPR RWictsdzls j dzH O H dzw dzOH dzj ¥ O j 6 5 or
tcOHdtMJ e dzOdztsdz | 1 & ¢ .

[ Oljted Odzls tsef " o3

OB tjMkztesj BCs2 YoM 5 dEsHEzdY f§todj BC
wWodzW jsiwisEtsictcd Wstster 2 toj OdzdL 59 Odz o {f to s @20 dzdzd
l fjttOydtddes?2 MdMmlsj dds?2 Ubuntu d ftesdLotsH
sSBtOBBISE | GPS fdc dzOdzO, O dd3j dgdets ftetsdL © tSH
sydWtetse Odzdzts e 5 fd ¢ deQdzQy disy jYfclis . dyHHAZE O dUdBSL dyd tded
[Mdeso dz" | d3j IssHT tBtOBIsSd Mmdc dzO 9 Stk
G dzOdzse | v 4, Colstster 2 BBdOEZY o O, Is fr]q’GdzOdz
fOttOO (1s¢) o {(todddBOj B fnd34“0d¥d813d3¥0ﬁ0¢
joHBMiZEYO2 dts? fshdj Hse O j dz desfylsd (1 ad ) (
| 1 sdmMe Mmdce dzOdzO Isﬁ]lthﬁ]Isade'lsan ® Holzdj to
tcdstedzr = tsyjdes¢ WOL" 1wuwl ( sf dz aantsGts fr
RL BJ toj dzd jd LiHGjdEODdEO | | ¢ ¢ fr]lsOdzH Is dzts Is sy d
lul ) fitedsHsd 1 &N, (sikskz ot ®4wm0w L O
sftejHjdzj 20 Istsdzr Cts © HftojHj dZOR L stsets ff jtodtsHC
L OHO8 Isfw  dzO -1d]dzls fiflgo Coz® @ a0z tcdes e s  tOMY toj H j dz
otsL Bsyde" = L dz2OyYjded?2 HtsfdzjtesomMSdn YyOMmistsls o
EMlsOdzOo dzd o Oj Isfyw tcOo detsdzj toedetsj tOMYf toj Hj dzj dad j

{ Mdztso dzf 3 BOIY BOIsd Y MEddsd &jIssHOBd o' HJ
tcOH doxfdg@ y d s dzdes e s ff sz | | & o, weodzwes Isfpw  f sfydzj
fsdms o yYOMstldits? B&OMISH, §OLOddj d d' 2 {t
dmfsdz LEzjlsMmw Odzetstedlsds §f OtcOdzdzj dz' desets f sdME O

lted 6dms 9 C(tHBot?2 ®B HOMISER o Qjlsd®d ¥ ) doc’ dz
Ctetej dzv ydw ontsHWh jets MdedzOdzO M §MmjoHtsmdzEzy
Cteketsots? fjtjStejmsdts? Cowtejdvydd yjtqt f
otej i3] degdetsc s MHoadeEe O CGHO.

I uombdetsiisd, §Mmdd HIdMCE] Isdpsjso Plsj wxinapimts g
y(n), Stbtste’ j ddjsls Ctsdzj ydsthy w@Eflshzj B e dzC

N-1 N-1

X(kj — Z X(nje—ifnknf}l”&r[kj — Z F(nje—ifnknf}l’. (1)

n=0 n=0

89



DOLssd mOBOthr iyr - 1ISENLIBOBD8L7(PENE 2 5 The Bulletin of KazATC
l iMmlsdzd ¢ sOLduvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

UBGHO oL OddBROY Ctstetej dzv ydw EBiYHE Hobkdiw fjtodt
x(n)dy(n)sy tej 1 Jdzt PE

g=
z(n) = N Zﬂx(m)y(m +n) = N Zux[—mjy[m — n). @)

==

r dmSted Sleisyj ydzsy o) sBtcOL s Odzd(h) dyskxtglsi BH dgw
LOf dMOdets © Mdzi Hze h j &3 9adHJ :

N—-1N-1

Z(k) = Z Z x(—m)y(m — n)e 1ZmEa/N =
Nz_lx[m]e j2mkm /N Z y(m + n)e 2k (mnl/N — x+(1)y(K), (3)

CHX(DTCBdBY dzj C Mdztsj Mu(Etew >y j dad § H dzw

) sfdzj d@ZORBYHjddY ftoj HiMlsOo dzj dzd b et Ot 3dz@ B Is F, &
u’tGJanlsOSdZszch otej d3 dedets?2 tsB dzZOMlsd dBsy jIs BT Is! dzO
ANzter | .

4 B¢ ZOMdsT jBdEc St OMM iOlstcdo O dsets OdesedlskO (g
b sdztsy O sfw  d&z0 dzj kh d2 MdcdzOd cl cfckddscs ¢ dzj
Cslstster §| L OIsjd3 tsBI jHJdzV s Isfw  ox(ni=tiEf+dQ(f) dzv?2 o - BH
fsHOyYyd d20 eontsH WkdSydd ftoj sBtoOL tso Oded™ Akte! j. d
ftojsBLOLEjlsMY o yOftslsdky B &OM! , dj l§iseh]dd S fdz
ftcjtsBtcOL s Odzdj Abktc! j] ontHdsEes Mdedodzd, {§tsmdj
ptcj d3j dedg ¥ B ZOMls! f) §dsh: v ddzo jtedesets §toj 58O

dpMtsdzt sdetsy L dzOyjdedd dzO o' asHy ddzo jtemdetsets ¢

Cstetej dzv yd & , HesME iz GO" Hstcd B3O j d3j dedetsdz MH o d 6 § ¢ s
t]’tsJISBtGOLtsaOdzq’J ANEzter § H dzw CsSHO PRN or ff sdzdzgV j Isfr
or ydmdzdlsj dz' dzOw LWWiClsdo desfls LOodMmdls tsls e OcC

ddzo j tefdetsets ftoj sBOL s Odzd W .

r N
Bxommoit ___|] Ipeobpaso- HurepcHoe N 2
CHTHaI BaHHe Qypre 11 ®ypee | | — Bsixon

KomnnekcHoe
CONpAXKEHHE

o A
90

TMpeobpaso-
Banne Dypee

MecTHsii F ¥
OCHHIUIATOD

T'eneparop
kona PRN

{ d fk dits QzHEn | RO OQkcds'terdjsd dzd v Md ¢ dz0dzO@ f)  Ote O dzdzj dz
o] B3 dedgs Bz MHodcEk StHE

90



DOLssd mOBOthr iyr - 1ISENLIBOBD81L7(PENE 2 5 The Bulletin of KazATC
l ifmlsdzd ¢ sOLdbuvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

tdLkdz sOIsr d. tsBMmEyHJ ded §

[sHEd fttdj B30 d tBttOBBISCd ttOHdMJCE dOd&ss
Odzls j dzdz’ UMB-@K0 5A NS RR LY tets dzls j dzH O.

O dzls j dzdz® UBLKSKXO-0 ANN tsfkzh jifschjdzr j Isf  j too ts dal
& steOyds onotSHWh jets dOodecOydtsddsets Mdcdo
Hzs hddizd R OwOCIjtedmMisdS ORd: tOBEYOWw YOMmlstsl
dzdlsj dz2 m EMddziddid 27 H1 d St WWdydi dstd
RTL-SDR ftocd dzd O Blsdo Bpls twOHdMde dzOdzr , o fto
OO hdse ds?2 f shshr yYyoOmbssls. 1 yOfMmlsdasfls
jte, ftojsBtOLEZEIsMY HB ddL Cts2 Htetsdzd ) zlstsydzat
stctsdzj d3 dzOf tew 3 j dafty , d { kotfste GseOdyRid dgtizg SRR T L 2 8 3 2
dzfj uYdiet BydWttseo Odzdz 2 MdedzOdz §f tetsd3d 3y kzlstsyd
Mstslsdzgsds HdOY OL sdzgj SCtstotcj dzW IsstcO.

[ dzv CtsddBzded S Oydd BiyHE or MsCsyomlsBBRsY |
St &z sstesd3 HHt cwOBdEd sy " 2 @ BJCesfesyj
sltster 2 tslso jyoOjl L O dOmMbstets2Clz Mtstslse jlsMmiselzs h
l esctcORBBdes] B iMfJudddd Sttt dzvisste@®@2 toff O
fsHHjtoyCts2 i jtoOydtsdzdes? MmdMmlsj o3" Ubu sty dz@
HOdzdz" di3d ©® tOMBE O ©LOL dzd ydzr » ©OHdBYOMIstsisdzr =
slstczCIltcO® 1 dO twdmkzdty 2 f§oLeotsdvjls dzOMmiste
Ozestedlsd3” , BBiMfjudsOw Mo d3jMisddssmis! d ddas.
d {dpdetsse .

ltedo jHjdzdz 2 Ctotej dzwilstste ftedj dddegd S O o' f t5dzdz
M zlsdd S sor A Md e dzOdzts o ZzO0 sMmdetse J st d MmO dedats 6
f OtcOdzdzj dz' desets sdMEO o CtsHiso 52 sB dzOMisd,
st jddv, ofwHG@dzvdetishisfdijd H Y sdztsy jdzdj §ilste]E
Cotetej dZV sstc®@ By jls Brils! MsiteOdzgjdz 9 RI NEX Wit

Sgge =<

WnTepdpeirc ynpasnexus

...............................................................................................................................................

Anarpamma o6paboTku curHana

Kanan 2
Kanan 1

]

‘)l)

{ dM dimlsttz S kktcO ftccOBBdscts &8 M j Uj
ftedd gdzed € O |1 v ¢

91



DOLssd mOBOthr iyr - 1ISENLIBOBD8L7(PENE 2 5 The Bulletin of KazATC
l iMmlsdzd ¢ sOLduvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817

vestnik.alt.edu.kz

stsdgj ydz' 2 o dH dsHEzdkY ftodj 8O0 dJuussde@B tsBaf o jo C
sjndtsksedd SDR ftdeojHjd & tdhkdksj 3. o ft
CodV qebteOydddesds W02 dzj [ Sttetej " yduddesets B dzs
MdecdzOdzr HJOFOLBRO L1 HdAdv or ydmdzj dzdv CtsteH ddzOls
ftesyj MMj d@r uxjidzjddz sOls' ©ftejH,j djddY CttteHddOls {
NMEA WO2dr , Cobktstrj difselsdiess Odkdm! o Matl ab H

fjLbkd BOKT ftejH]jdjddy CfcusfgHddzoNsO Onkzls jf desdgts h
COL OB ElkOdzdzsd s BsHEdY (tedhmbkdss )5 (ffedtOwdsc s
YOMsslsO o f SH dzs € 155 ASOM A0 dz0d0 ( yOmlssls® L1 GPS) ,
fd ¢ s okq dzdzd &5 dzO M1 B dzso L £0Q  Hednd dz§ tzded U JnfdIs al2® dz@O o
COROGE&EBS

vy Msdteso Odzdj ©OL OB BISOdzdzse ts5 ZscHAzQZts off to|dijud3O
f85COL Ok MdzjHEs hks ksydshls: sftf@digidd? 0 caE il
o MdMmlsj i3j S BHdd0Is5 % CE, F-3 .l 8 iy 2 X3 3s . Z

tdmMedifSHZd (dj kO d SBEOBBISd ©OHJBM]CE

m

o

i i i i i i i
il 100 200 300 400 a00 /00 700 a00
GPS Time calibrated, s

i i i i i i i
100 200 300 400 &00 00 700 a0n
GPS Time calibrated, s

Z calibrated, meters Y calibrated, meters % calibrated, meters

: i ; : : i i i
1] 100 200 300 400 a00 GO0 700 a00
GPS Time calibrated, s

tdmMzdit Qg L@ oL dydsddtess Oddw ) fftsdsh i & d&sH
tcOHdtsMd e dzOdztseo | | v ¢

92



DOLssd mOBOthr iyr - 1ISENLIBOBD81L7(PENE 2 5 The Bulletin of KazATC
l ifmlsdzd ¢ sOLdbuvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

1 OC dzs yj dzd §
t OfMfistslstej dz o s tetsf) tOL tOBSISd BsHEZEY fted]

BOL J i tod d3j daj dzd W Isj rdzsdzcedd SDR ¢ ydWttse ' d
dmtf sdz' L =@ Qidf)lse | Cfteslssisdf © EmMies2mMisa © 5L dy
Z§ tcOo dzj ded W Hody J ded j a3 dzO tslsd yd Mise Jj dzdz’ =~
UtGJdd3|ZhJﬁ]|SSBd3 BsHEzZZY wodzwjlsmw ¢ dBSCOW Oten dlIs
tcOL dzd ydz' J MisOdzH OtelsT fJtehwOud  HoOOIs", Ho[ Otk
sBjMfjydoe O0j Ismw dmy sdz! LsoOdzdj d3 Isj mndzsdzscdd
tOLOBSISCO yYdiittsosets Stte] vIsstt®, HAdW f Ots(
o' yd mdzj dgd W LOHjtSd d MmMddemtetsddL Oydd dzOe da
mMih j Misezs h d d&3d cOMYy esMmistc Odzj dzdz" o3 Of f Otc Ols dz' «
fsLosdzvjls o iMdls! 1 dzjtecgtst ¥ W jSClsdadesmiss  Mm¢
JrRurt QuvULT O

[1] Akos D. M., Stockmaster M., Tsui J. B., Caschera, J. Direct bandpass sampling of
mult i pl e distinct RF signal s, | EEE Transact|
983-988.

[2] Kaplan E. D., Hegartys. J. Understanding GPS, Principles and Applicatidns.
Boston: Artech House, 2006.P. 148154.

[3] & © d ted HJj.@zCSEiritTelecom.1 tc 56 tc © d3dzdz" | zOo e Oydtsdz
1 jtoor 2 9" nfSH &ZO0 fthtejddlapepd NEd&Ods' ¢fsq to C
OQoalstsdBOIsdSde, ~ 4 (20 1wWwwwmkaruts fhlOOdz® B fiot® M Q rdad J¥ i) L2

[4] S. Abbasian Nik, M.G.Pe Tovello, Implementation of dualfieacy GLONASS and
GPS L1 C/A software receiver, The Journal of Navigation, 2010, Vol. 63, pp. 28B.

[5] Borre K., The GPS easy suiie MATLAB code for the GPS newcomer, GPS
Solutions, 2003, Vol. 7, pp. 491.

[6] GPS Interface Control Document IRRO0Ci 004 (2022).r sfMilskzf dzO {5 (
http://www.navcenuscggov/pubggpsicd200A/CD200Cw1234 pdf (HOIsO sBtcOh
20.07.2024)

[7] BaracchiFrei M. RealTime GNSS Software Receiver Optimized for General
Purpose Microprocessors (2010).  smiskzf dzO fts (
http:/docreroch/record20498files/00002162pdf ( H OlIs© Bt O jdzdw 20. 07 .

[8] Winkel J. O. Modeling and Simulating GNSS Signal Structures and Receivers: PhD
Dissertation. 07.00.03. Neubiberg: Universitat der BundeswehrMunchen, 20001 P. 159
165.

REFERENCES*
[1] Akos D. M., Stockmaster M., Tsui J. B., Caschera, J. Direct bandpass sampling of
mul tiple distinct RF signal s, | EEE Transac
983-988.

[2] Kaplan E. D., Hegarty S. J. Understanding GPS, Principles and Apphisat
Boston: Artech House, 2006 P. 148154.

[3] Sviridenko V.A. SpiritTelecom. Programmnye navigacionnye priemniki: Pervyj
vyhod na potrebitel'skij rynok. Gni ne zhur nal ¢ Mir komp' jute
Dostupna po adresu: www.mka.ru @atbrashhenija 20.07.2024).

[4] S. Abbasian Nik, M.G.Pe Tovello, Implementation of dualfrequency GLONASS and
GPS L1 C/A software receiver, The Journal of Navigation, 2010, Vol. 63, pp. 28P.

93



DOLssd mOBOthr iyr - 1ISENLIBOBD8L7(PENE 2 5 The Bulletin of KazATC
l iMmlsdzd ¢ sOLduvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

[5] Borre K., The GPS easy suiie MATLAB code for the GPSnewcomer, GPS
Solutions, 2003, Vol. 7, pp. 41.

[6] GPS Interface Control Document IRRDOQ 004 (2022). Dostupna po adresu:
http://www.navcen.uscg.gov/pubs/gps/icd200/ICD200Cw1234.pdf (data obrashhenija
20.07.2024)

[7] BaracchiFrei M. RealTime GNSS Sdfvare Receiver Optimized for General
Purpose Microprocessors (2010). Dostupna po adresu:
http://doc.rero.ch/record/20498/files/00002162.pdf (data obrashhenija 20.07.2024)

[8] Winkel J. O. Modeling and Simulating GNSS Signal Structures and Receivers: PhD
Dissertation. 07.00.03. Neubiberg: Universitat der BundeswehrMunchen, 20001 P. 159
165.

1 EtedzOdz e 2 it B § & t5 tABFdRIabi Kazakh National Universityd dzd3Q s *
D OL OY fyka®dy@mail.ru
[ Oz dbjrlsdzj HBt®M O dz@ d3d AYAILnRtlsyE jlienst i t ut e of Tect

¢ zdzOIls™, HDOLOYMIsOdz, | acp@mail . ru

zOdisMdceckzdzr s,isBBJdR 59 O HamejzhazlSynysibaykvhALT University,
O zdizOIs™, DOLOYMIsOdz, shkobdi kova@gmail . com

[9Gjdzed?2 wOpplEA jRN AAl maty I nstitute of Te
DOLOYMISOdz, senl309@mail . ru

SDR uvwrmy ] J1R Z\IZ\"I[lUJ]Ullr[{UJ GNSS t¢rRrRJ{HR]

D501 3T ¢ t »2ffdyvfwr cywgfrvu

PWHOLHOY OkzZOHO L1 HJOfOL®Bd dzhO® "R iy * fylsj 2
0o deOydwdzr vy yYOBM d&zZHOOD" h IsOdzy "™ dzOdzOH ™, sdz d¢j d3H
tcOHdts! dzj SIstetsdgHr ¥ Y "tor dzOT dzOteH™ W H D MisI tcdz' C E dzj d3H
BSdzHsm @3¢ * dzH ' & B J tGH ' YOB'"™ dzH Ok Y OBH' YIsOter . 50OB " dzH

L dzgj cedw Isd® fsH ' d&z' ¢ B dz "B M YT ZHOBHT O dz Otsls|
“LHJ2Is" dz2 X Ddz Isnm" tej s’ dz b dzj f O2 HO&ZzOdzz ¥ dz" W
CotsteH d dzOIsOdzOte’r dz O dff Wist©ORdsw Ishss o) Qjdelzd 'YL * dzH * . ¢ dz' dzD
YOB'" dzH OQOT" hIsr W -vHjpddzH 'Cd ‘B3 4 d3jdh, B"dz tfyr fmpr dz" fIsr
YOBT dzZH OO h IsOter dzr ¥ Md§f Osls OO dzOter dzg@ Mp2¢ jMm € Jj dzj H

s 2" dH'. MO &OyYydwdzr Yy yOB'" dzh QDT h | tcOHdtsMd ¢ ¢
EVYHjE oicHIBER, sGNIB s dw &zOter , S totcj dzv Isstc.

Nurlan Boguspayey doctoral student, AFarabi Kazakh National UniversjtAlmaty,
Kazakhstan, nurlanbsv@mail.ru

Daulet Akhnmedov,c hi e f researcher, LLP AARAmMaEy y | nst.i
Kazakhstan, lacp@mail.ru

Shamsigul Kobdikova, doctor of technical sciences, docent, Mukhametzhan
Tynyshbayev ALT UniversityAlmaty, Kazakhstan, shkobdikova@gmail.com

Yevgeniy Savelyeyr esear cher , LLP AAl matyAlmaty,st i tut e
Kazakhstan, sen1309@mail.ru

94



DOLssd mOBOthr iyr - 1ISENLIBOBD81L7(PENE 2 5 The Bulletin of KazATC
l ifmlsdzd ¢ sOLdbuvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

DEVELO PMENT OF A GNSS RADIO SIGNAL RECEPTION AND PROCESSING
MODULE BASED ON SDR TECHNOLOGY

Abstract. The article discusses a domestic sifgdgjuency navigation receiver operating
in the L1 band, developed based on a commercial budget3®R. frontend. This gpoach
enabled a flexible architecture and avoided the use of traditional bulky hardware in radio
electronic receiving equipment. To improve the energy efficiency and speed of the navigation
module, a digital correlator was implemented, which performselaech and acquisition of the
navigation signal and determines the <coord
resulting navigation receiver achieves an accuracy of no worse than 4 meters, which is
comparable to the performance of commercial kesiof this class.

Keywords. Navigation receiver, radio signal reception and processing module, GNSS,
SDR technologies, correlator
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A.S. Salmanova, G.A.Amirkhanova
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THE USE OF LOG ANALYSIS TO IDENTIFY DDOS ATTACKS AND DETERMINE
USER BEHAVIOR IN THE PRO CESS OF DEVELOPING A DIGITAL TWIN OF A
FOOD INDUSTRY ENTERPRISE

Abstract. The integration of advanced technologies like artificial intelligence (Al) and
Industrial Internet of Things (lloT) has paved the way for innovative solutions in the food
industry, including the development of digital twins for enterprises. This study explores the
application of log analysis techniques to enhance the cybersecurity and operational efficiency of
a digital twin platform for food industry enterprises. Specifically, itestigates methods for
identifying Distributed Denial of Service (DDoS) attacks and monitoring user behavior to ensure
the reliability and security of the digital twin ecosystem. Log analysis is employed to detect
anomalies and patterns indicative of cybeeats, ensuring uninterrupted operations of critical
systems. By integrating Adriven algorithms with lloT frameworks, the proposed approach not
only mitigates risks associated with cyberattacks but also provides insights into user interactions,
enablng predictive analytics and optimized decismoaking. This research contributes to the
advancement of secure, intelligent, and resilient digital twin architectures, offering significant
benefits for improving productivity, reducing downtime, and safegogrgensitive data in the
food industry

Keywords. Anomalies, machine learning, SIEM, AfRDoS, behavioral analysis.

Introduction.

Nowadays log analysis is becoming an important tool for understanding user behavior
and identifying information securityireatsLogs are records of events or activities that occur on
a system, application, device, or network. Logs are used for monitoring, diagnostics,
performance analysis, security, and debugging of systems. They can contain data about event
timestamps, tyes of operations, error messages, and other data useful for analyzing system
performance [1] This data plays a key role in ensuring the stability, security, and efficiency of
information systems.

The field of log analysis is rapidly advancing, driven thg integration of machine
learning, big data technologies, and automation methods. A primary goal of log analysis is
identifying unusual user activities that could signal potential security threats, fraudulent
behavior, or other risks to system integripr instance, a sudden surge in requests from a single
IP address within a brief time frame could indicate a distributed defigdrvice (DoS or
DDoS) attack.

DoS attacks are among the most common and damaging cyber threats. These attacks
focus on exhasting system or network resources to render them inaccessible to legitimate users.
A critical task is the early detection of such attacks to reduce their impact. Yet, traditional log
analysis methods often fall short, particularly given the complexityhagtdintensity nature of
modern cyberattacks.

Logs play a crucial role in understanding user behavior, offering insights into how
individuals interact with a system, which features or pages capture their interest, and identifying
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patterns that could signahalicious activities. This information is valuable not only for
enhancing security but also for optimizing user experience, developing new functionalities, and
boosting product competitiveness.

This study explores techniques for log analysis designedeotify anomalous user
behavior and threats such as DoS attacks. The emphasis is on creating methods that go beyac
merely detecting anomalies to interpreting them for informed deemgking. The analysis
incorporates both traditional statistical techugg and advanced machine learning algorithms,
enabling a comprehensive approach suited to the complexities of modern networks anc
applications.

The objective of this research is to organize and refine approaches for analyzing logs tc
detect threats and uséehavior patterns while providing recommendations for improving
anomaly detection systems. These advancements are critical for enhancing cybersecurity ar
developing robust systems capable of countering the challenges posed by contemporary cyb:
threats.

Methods and Materials.

This paper will discuss the method of threat detection in-BBWS and anomaly
detection in QRadar SIEM using User Behavior Analytics extension.

Anti-DDoS is a service to mitigate volumetric and resource exhaustion DDoS affhcks [

The first thing to do in AntDDos to work with logs is to collect data. For our research
we used log files from different sources (Apache Web Server, Nginx) and not only. Network
devices routers and firewall were also connected.-BBwS is integrateé with QRadar SIEM,
which is an important system for analyzing and correlating data. The principle of its operation
we will describe below.

After log collection, anomaly analysis (deviation from the basic behavior), attack
identification and data responsgstems are performed.

Anti-DDoS (Distributed Denial of Service) programs are crucial tools for protecting
against DDoS attacks. They identify and block malicious traffic in-tmeed, minimizing the
impact of attacks on target systems. These programwargmus filtering methods, such as
blacklists, attack signature analysis, and anomaly filtering, to block suspicious IP addresses an
block unusual network traffic.

Anti-DDoS programs also maintain system availability by preventing server overload,
which is essential for companies relying on continuous online services. They can be local, cloud
based, or hybrid, depending on the specific usage scenario.

These solutions reduce financial losses associated with attacks, such as revenue los
recovery costs, anceputational damage. They use artificial intelligence and machine learning
technologies to detect attacks in their early stages, preventing damage before they cause damag

In-depth analysis and reporting tools are available for analyzing attack sources,
identifying methods used, and generating detailed reports for defense strategy improvement
Anti-DDoS programs integrate with other information security systems, such as firewalls,
intrusion prevention systems, and botnet protection solutions. By filteraligious traffic and
stabilizing systems, these programs provide a quality user experience, especially for online
stores, financial institutions, and streaming services. They also incorporate predictive analytics tc
predict and adapt to future threatséad on evolving cyber threats trends.

What about QRadar SIEM (Figure 1).
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Figure 1i Qradar SIEM architecture

Data collection is the first layer, where data such as events or flows is collected from your
network. After data collection, the second lagedata processing layer is where event data and
flow data are run through the Custom Rules Engine (CRE), which generates offenses and alerts,
and then the data is written to storage. In the third or top layer, data that is collected and
processed b@PRadaris available to users for searches, analysis, reporting, and alerts or offense
investigation [3].

User Behavior Analytics helps you to determine the risk profiles of users inside your
network and to take action when the app alerts you to threateniryitlehUser Behavior
Analytics is a tool for detecting insider threats in your organization [4].

User Behavior Analytics is based on the analysis of user behavior in order to determine
which actions comply with the norms and which may be suspicious [.approach makes it
possible to identify potential insider threats in a timely manner. According to the Cybersecurity
Insiders report "Insider Threats 2020", 68% of companies noted an increase in the frequency of
such incidents over the past year. Addititly, Verizon's 2020 data breach report indicates that
more than a quarter of leaks went unnoticed for 12 months or longer. This highlights the
importance of using behavior analytics to enhance security and respond quickly to threats [6].

Advantages andishdvantages of User Behavior Analytics. The use of User Behavior
Analysis for corporate assets significantly increases the level of security, providing protection
from internal and external threats that may threaten information resources. This tecimoblogy
only facilitates continuous monitoring, but also helps organizations meet industry regulatory
requirements.

The key benefits of User Behavior Analysis include, but are not limited to:

1) Reduced response time: User Behavior Analysis helps to significgyeed up the
process of responding to insider threats. Due to the high accuracy of risk assessment, this
technology provides the security team with the ability to respond quickly and effectively to
potential attacks, reducing the average time to elteimcidents.

2) Reducing security risks: Early detection of data leaks helps to minimize losses and
damage associated with threats, as well as reduce the likelihood of serious consequences for the
organization.

3) Automated threat detection: Using theahilities of machine learning and behavioral
analytics, User Behavior Analysis compensates for the lack of experience of cybersecurity
specialists. This improves the efficiency of existing resources and allows you to more accurately
detect threats that all go unnoticed.
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4) Reduction of false alarms: The technology reduces the number of unnecessary alerts
allowing administrators to focus on critical incidents. This helps to better prioritize and pay
attention to cases that pose a real threat to the iaggimm.

Machine learning techniques have long been used to identify anomalies in Windows
based infrastructure. These technologies allow you to create imperative rules for detecting pag
movement in the network based on the analysis of several Windows [Eldn recent years, a
lot of research has appeared on User Behavior Analysis and its importance for cybersecurity. Fc
example, in [8], we applied the factorization analysis model to reduce false positives. They usec
data normalization and business lagalysis techniques to improve the accuracy of forecasts.
Another study in [9] shows how machine learning technologies can effectively eliminate existing
security vulnerabilities by adding another important layer of protection. But the human factor is
still very important. Specialists should analyze the event, confirm the damage and provide more
detailed forensic information. In addition, as shown in [9], machine learning technology has
great potential and opens up opportunities to automate the procestecting, analyzing and
responding to internal threats.

In the study [10], the authors proposed new variables to limit the forms of policy, and
also developed a scheme combining the roles of policies and security behaviors in the integratio
environment.The main focus was on detecting anomalies and identifying deviations in user
actions relative to their group. In [11], methods for tracking user behavior and location through
IP address analysis were considered. The intelligent platforms described irstidiss are
aimed at detecting and eliminating threats, investigating incidents, and developing approaches t
identifying internal threats and network forensics. These tools play an important role in
improving the protection of computer systems by praagrdata leaks and damage to hardware
or software.

User Behavior Analytics development is based on four steps:

1) Data Collection: Collection of logs, packets and data that are captured from all sources
in the corporation such as: firewalls, web applicativewalls, antivirus, main system syslog,
event logs, IPS, Network Management.

2) Data Normalization, Storage and Analysis: In this phase, the system needs to store al
the collected logs and data in a centralized and common place.

3) Data Analysis: inhis phase, UBA analyzes the data to identify behaviors that do not
conform to the underlying behaviors.

4) Reporting: In this phase, UBA sends reports and alerts to the company's security
personnel.

The overall goal of machine learning is to make predistibased on data using
techniques applied to complex algorithms. Machine learning solutions are used to reduce fals
positives and improve accuracy in these areas by providing opportunities for statistical analysis
[12]. User behavior is never static ah@ environment is constantly changing, making it difficult
to implement a monolithic detection system for multiple data sources. Machine learning can be ¢
great help to UBA in context evaluation and target recognition.

DoS attack detection on a wslie hasted on Linux Apache Servedenial of service
(DoS) attack is an attempt to prevent legitimate users from using a service. This is usually dons
by consuming all resources used to provide the service. The targeted resource is usually one
the following:

- Processor

- RAM

- Bandwidth

- Disk space

Sometimes the target is a less obvious resource. Many applications havkeripdd
internal structures, and if an attacker finds a way to quickly fill them all up, the application may
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stop responding to requesfsgood example is the maximum number of Apache processes that
can exist at any given time. Once the maximum number is reached, new clients will be queued
and will not be served [13].

DoS attacks can be roughly categorized into five categories:

- Networkattacks

- Selfinflicted attacks

- Traffic spikes

- Attacks on Apache (or other services in geréeml., FTP)

- Local attacks

This article will discuss a DoS attack on Apache server. The reason behind the attack is
poorly designed web application.

How the DoS attack was carried out and what was the cause of the Attaeksing the
database consumes a large amount of CPU time. A large number of simultaneous page requests
will force the server to give all the CPU time to the database. However, for ibegstlsis is not
necessary because the software and database spend time delivering identical versions of the same
web page. A better approach would be to save the web page to disk after it is created and not
access the database for subsequent queries.

The most flexible approach is to perform page caching at the application level, as this
will allow the cached version to be deleted at the same time as the page is refreshed (to avoid
providing outdated content). Doing this at any other level (such as widhagache in Apache 2)
means having to set a shorter expiration time and requires more frequent cache updates.
However, mod_cache can serve as a good-$bort solution because it can be quickly applied
to any application.

CVE-202230522 is a denial of sepe vulnerability in the mod_sed module of the
Apache HTTP server. The vulnerability only affects Apache httpd 2.4.53 (as the vulnerability is
related to an incomplete patch for C\2B22-23943), in cases where the mod_sed filter is used
to edit requests aesponses. This Apache httpd vulnerability is caused by an attempt to optimize
memory allocation when dealing with thread buffers. When buffers reach a certain size, they are
multiplied to avoid multiple calls to memory allocation functions. When serdngg amounts
of data, Apache's memory limit is exceeded, causing the process to abort, causing a denial of
service [14].

Results.
The attack was accomplished through multiple use of similar requests from a single
computer (Figure 2, 3).

144.13.157.160-----[22/0ct/2024:11:56:25-+0500] - "GET
/strapi/api/products/user-ajax.php?
locale=ru&filters[product_category] [slug][$eq]=wp-user
HTTP/1.1"-404:94-"-"+"Mozilla/5.0 (X11; -Ubuntu;-Linux
x86_64;-rv:131.0) -Gecko /20100101 Firefox/131.0"
144.13.157.160+-+--+-[22/0ct/2024:11:56:42-+0500] - "GET
/strapi/api/products/user-ajax.php?

locale=ru&filters[product_category] [slug] [$eq]=wp-user
HTTP/1.1"-404-94-"-"+"Mozilla/5.0" (X11; “Ubuntu; - Linux
x86_64;°rv:131.0) -Gecko/20100101-Firefox/131.0"

Figure2

100



DOLssd mOBOthr iyr - 1ISENLIBOBD81L7(PENE 2 5 The Bulletin of KazATC
l ifmlsdzd ¢ sOLdbuvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

/strapi/api/products/user-ajax.php?locale
=ru&filters[product_category][slug][$eq]
=admin HTTP/1.1

Host: 144.13.157.160

User-Agent: Mozilla/5.0

Accept: application/json

Figure 3

144.13.157.160 - - [22/0ct/2024:11:56:25 +0500 ]
"GET /strapi/api/products/user-ajax.php
?locale=ru&filters[product category][slug][$e
q]=wp-user HTTP/1.1" 404 94 "-" "Mozilla/5.®©
(X11; Ubuntu; Linux x86_64; rv:131.0) Gecko
/20100101 Firefox/131.0"

Figure 4

Explaining elements of the request (Figure 4):

1) Client IP Address: The Internet Protocol (IP) address of the client making the request
i s shown by the first part of the | og ent
unique network identity and can be used for security analysis, logging, and user behavior
tracking.

2)Ti mest amp: The request’'s date and tim
crucial background information on the time of the interaction. In order to detetimnexact
timing of the request in accordance to gl o
included.

3) HTTP Method: The "GET"™ method indicates that the goal of this request is to retrieve,
not alter, data from the server. distinct methods (GEJST, PUT, and DELETE) correspond to
distinct operations, which is a basic feature of RESTful API design.

4) Request URI: This request is directed to the Strapi content management system (CMS
endpoi nt ¢c/ strapiakamwih/pgr. o dluheet g 4 uplsase eagmueet netr s q
and c¢filters[product _category], W th the | oc
"wp-user," [slug][$eq]=wpu s edrirglicate that the client wants to filter the results according to
particular criteria. This shosvthat the customer is trying to get uspecific product details that
are geared toward a Russisppeaking audience.

S S HTTP Versi on: The reference to ¢HTTP/ 1
1.1 of the HTTP protocol, which brought a number of ioyements over version 1.0, such as
chunked transfer encoding and persistent connections. This version is popular and offers a soli
basis for efficient online communication.

6) Response Code: The server was unable to locate the requested resource, @8 indicat
by the response code ¢404¢. A number of p
removed resources, or wrong URLS, can cause this answer. Because it signals that the anticipat
content is not avail abl e, adusede@péreence.t at us i s
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7) Response Si ze: The number of bytes

retur

symbol, which also indicates the size of the response. This measure can affect load times and

performance and is helpful in understanding the size of tHeguhy

8) Referrer: The request was probably submitted directly by the client and did not come
from another webpage because -‘tde refmrserngnf®

is useful for analytics, giving website owners insight into the aigirtraffic.

9) AgentUser: The client's operating system and browser are specified by the string

¢
servers use this data to customize answers and guarantee compatbogy different user

contexts.
Victimés si de. l denti fication and mit

Mozillal/l5.0 (X11; Ubunt u; Linux x86_64;

gat.i

rv:

The figure shows the number of requests to the attacked site. This data is shown by a

specialized system called aDoS (Explaining elements of the request (Fidb)e

Table View of Connection Events

Time Window: 2024-10-22 08:44:01 - 2024-10-22 13:44:01
Constraints: Egress Security Zone = DMZ-vi400; URL = ismeideassaies Ingress Security Zone = Outside; Responder IP = SSmumgswe

5000
Initiator IP Count
109.163.197.166 3,887
000
92.38.30.154 697
o 82.200.148.2 620
g 72.14.201.84 532
S
2000 193.186.4.84 494
216.144.248.23 300
1000 91.214.42.103 300
I l I I 178.89.108.52 299
AT > (2 N X 66.249.64.130 272
o 134.238.86.140 250
Initiator IP
66.249.64.131 201
Figure5

Additionally, we check requests to Apache server via reverse proxy, we identify the IP of
the attackers, we see multiple of their requests, examples below in the screenshot (Explaining

elements of the request (Fig@e

109.163.197.166 - - [22/0ct/2024:12:21:31 +@58@] "GET /strapi/api/products/admin-ajax.php?locale=ru&amp;filters[
product_category][slug][$eq]=wp-admin HTTP/1.1" 4@3 199 "-" "Mozilla/5.@ (Windows NT 6.1; WOW64) SkypeUriPreview Preview/@.5
skype—url—prev1euwm1crcsoft com’

.163.197.166 - - [22/0ct/2024:12:20:39 +0500] "GET /strapi/api/products/article.BaMbvGoj.css?locale=ru&amp;filters|
product_ category][slug][$eq] cy6hnvv7oy&amp, HTTP/1.1" 483 199 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64) SkypeUriPreview
Preview/0.5 skype-url-preview@microsoft.com’

.163.197.166 - - [22/0ct/2024:12:20:42 +0500] "GET /strapi/api/products/article.BaMbvGoj.css?locale=ru&amp;filters|
product_category][slug][$eq]=cy6hnvv7oy&amp; HTTP/1.1" 403 199 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64) SkypeUriPreview
Preview/0.5 skype-url-preview@microsoft.com”

.163.197.166 - - [22/0ct/2024:12:20:56 +@500] "GET /strapi/api/products/article.BaMbvGoj.css?locale=ru&amp;filters|
product_category][slug][$eq]=_nuxtzuhxyjhxnk%C1%81p56g8kh9f6 HTTP/1.1" 403 199 "-" "Mozilla/5.8 (Windows NT 6.1; WOW64)
SkypeUriPreview Preview/@.5 skype-url-preview@microsoft.com”

109.163.197.166 - - [22/0ct/2024:12:23:50 +056@] "GET /strapi/api/products/article.BaMbvGoj.css?locale=ru&amp;filters[
product_category][slug][$eq]=cy6hnvv7oy&amp; HTTP/1.1" 403 199 "-" "Mozilla/5.0 (Windows NT 6.1; WOW64) SkypeUriPreview
Preview/0.5 skype-url-preview@microsoft.com”

.163.197.166 - - [22/0ct/2024:12:24:85 +@500] "GET /strapi/api/products/article.BaMbvGoj.css?locale=ru&amp;filters|
product_category][slug][$eq]=_nuxtirljomufl7%5C%5C%5C%5Clnlvvba2ol HTTP/1.1" 403 199 "-" "Mozilla/5.@ (Windows NT 6.1; WOW64)
SkypeUriPreview Preview/@.5 skype-url-preview@microsoft.com”

Figure6
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Once deteted, the attacker's IP address was blocked on the Firewall. This article shows
the behavior of the two parties during a DoS attack and their logs. Below we will describe the
user behavior for log analysis.

Anomaly detection in SIEM User Behavior Analyts. Statistics require at least 2 weeks
of data to create some historical standard. For privacy reasons, user names are hidden al
labeled under other names.

As a result of the study, User Behavior Analytics displays overall user statistics. In the
examplebelow, the system analyzes 194 users and we see 10 users with the highest risk inde
that are worth paying some attention to. Recent risk shows the accumulated risk for the
respective user for the last 5 minutes [5]. Overall risk shows a line graphustaaies the user's
overall risk score trend for the last hour [5].

You can also see a small graph of the risk growth theme for the last hour (Explaining
elements of the request (Figufe

Monitored users

Recent

Username risk Overallrisk |
4 vserd 50 -~ 4555 5
= Jeer2 10 SN 3415
User3 20 Z~\__. 3365 5
Userd 40 ~__~ 3346 £
vsers 40 - 3219 55
User 6 15 N 311 5
User? 30 -~ 2945 5
User 25 ~_— 2938 5
User? 15 \_— 2814 5
vserto 20 Z\_/ 280.1 5

View all 194 users £o3
Figure7

Suppose, let's open the details of User 2 andetails. In the picture below we can see
information about name-mail, etc. But of particular interest is the list of anomalies in the last
hour: User Geography Change, Deviation from normal Risk posture, Detect Insecure-Or Non
Standard Protocol. By analies you can do some analysis and-stamdard user behavior. In
case of suspicion, you can deny or close user access to certain sites, applications (Explainir
elements of the request (Fig@e
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om normal Risk posture

ect Insecure Or Non-Standard

Figure8

User Behavior Analytics with Machine Learginalytics allows to calculate complex
algorithms including alerts and offenses. Also SIEM can generate false positives, in UBA the
percentage of false positives is much lower.

Discussion.

Machine learning is a powerful tool for anomaly and threat tetecenabling the
analysis of vast amounts of data and identifying correlations between events. Its advantages
include automation, adaptability, big data processing, and the ability to detect complex threats,
such as insider and advanced muéctor attaks. Machine learning algorithms can adapt to
changing behaviors over time, making them particularly useful for organizations with dynamic
infrastructures and large employee numbers. QRadar, a tool using machine learning, can
efficiently analyze large amaots of data from various sources, making it particularly useful for
distributed organizations. Furthermore, predictive analytics with machine learning can detect
threats before they cause damage, providing enhanced protection and reducing business process
disruption risks.

ML models have several disadvantages, including the risk of false positives, the need for
quality data, the high cost of building and maintaining models, difficulty in interpretation, and
the risk of model obsolescence. False positives inarease security analysts' workload and
distract them from real threats. Quality data is crucial for ML's effectiveness, and logs should be
structured and complete. Additionally, ML models require computational resources and
specialized knowledge, whiclcan be costly for small and meditsized organizations.
Furthermore, the risk of model obsolescence is high if models are not regularly updated and
refined.

Machine learning (ML) is effective in detecting hidden patterns but can lead to higher
false posives due to algorithms looking for outliers, overtraining, or too high sensitivity.
Traditional methods, such as strict signatures and thresholds, generate fewer false positives but
have lower throughput for complex threats and do not account for userdretianges. To
reduce false positives, ML approaches use model calibration, additional contextual data, and a
combination of ML with classical rulbased methods. Scaling Miased solutions, such as
QRadar, can preserve system performance by addingseneusters.
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The integration of machine learning models with cloud platforms like IBM Cloud allows
for efficient data processing without requiring local infrastructure expansion. Regular model
revision and optimization maintain performance without lolsdetection quality. Connectivity
to EDR or Threat Intelligence platforms enhances model accuracy by supplementing QRada
analysis with external data. Automated model updates adapt to infrastructure changes and redu:
obsolescence.

Conclusion.

The computr automatically generates logs to find out what is happening in the
application, on the server, etc. In essence, logs are just text files with a regular record. Readinc
processing and working with them is already a more latiensive task.

Engineers a always thinking of new ways to work with logs in order to simplify and
automate the work process. The advantage of making the work easier is more accessible secur
methods and preserving privacy. At the same time, attackers are finding difficult s1éthod
break into systems thanks to new tools and programs. Obviously, the general development ¢
information systems makes the work of both white and black hackers more difficult, forcing
them to come up with new ways to preserve cybersecurity or to reak i

Among the huge number of log records, modern solutions help to read and process ¢
huge amount of useful data and filter out unnecessary records. If you read logs consistently, yo
can spot anomalies or even threats when they are present. Erlogs with proper security
support are rarely detected and a person is not able to monitor a large data stream on his own.
such cases, smart solutions have been thought of, one of which is the use of machine learning.

The use of machine learning sigodntly enhances the platform's ability to detect
complex anomalies, improving protection against insider threats and sophisticated attacks
However, high false positive rates and dependence on data quality remain significant challenge:
The balance betwednaditional methods and machine learning, as well as the introduction of
scaling techniques, allows this approach to be used effectively in any size organization. Rule:
when violated also create violations and alerts, which also helps in threat detection.

All solutions to improve security and process efficiency are always for the benefit of the
user. But everything cannot be perfect and has its downsides. A person cannot leave the entil
process to itself and has to keep abreast. For this reason, the fagtoamcontinues to influence
and human error can occur, which is a testament to the fact that nothing is perfect anc
vulnerability exists.

The article was published with the support of the Ministry of Science and Higher
Education of the Republic of Kagdastan, the project of progratargeted financing
BR24992975 "Development of a digital twin of a food industry enterprise using artificial
intelligence and 10T technologies”, 202026.
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BJLBYf OMdesMmisd { Ctsmdfmlilsj oz digital t wi n. dz0O
Ol BOdzd2 d LOStdsdj tdshsj 2, ECOLT 9 @8 h Qo

«

BifMfjtojBs2dky OBk Stdlsdyj NS Oy dd & ekl
bftcOodw j " 7 dMSEMMmlse | dedzr &5 ddalsj dzdzj Clssds, T
ssd' 5 My Ojls tdmSd, MmewLOddr j M Cdej O
oLOddBEHj2fMsadw u’tsdzJLtsaOlstsz3q’, Lo 5dww
s ls difgfme Ols:  fesyj MM feddvisdy tjhjdd2. (it
BjLGY Offdy o, qdels j dedzj S sk Ozt dzr = q -H o tsl9 UAY S tiskz
EBiMfjudoeOshdn L dzOydlsj dz' dg" § ftod Jdszh j Mise O
SO jddw  otej B ded 1 tizth i s 5 M2y O dz’L d@h 2 Is 'H O dedg’ ~
fetsdsr h dzj dzdats fyls d .

sdzs yjor j . Wdasak®dzd d, BOh d dzdzSIEM, Bngi-BRpS dzd | |

fsojHjdujmMSid?2 OdOddL .
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tdHOSCyYydqw oo Iiufpls® / 16iipbMAPRP2828 o tjHOSyde [/ Re
r Otedw zOzo© Yy OB dzH Odzv ™ / 1 o @4ld2. RO ¢ Y k2B dzd COydd / Accey
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[ .1. RMBOGEEZE Odzr?j Isdgso . 3 ¢.tofOdd Od3j%. ) Odetso O
1L.N. Gumilyov EurasiarNational University, ¢ f)ls GsdBQ. O~ fi)ls O dz
2Saken Seifullin Universityp fyls GsddBA O R fls O dz
3Energo Universityp &zd5Qs OL OR Mls O dz
E-mail: a.mukhamejanova@aues.kz

Clrfrirv3d RUAJESIOARI VLB 1M W [fHuR] 21 3Mm
et fllriam sprovem

¢ dzdztsls OYdWf.j ey § Clsded §  fiaseg &% yj dzdze" | d Oolstsd30l
Istc Odzmt Stels dzr J MopnmMmBes ®e dCAYNndl automated vehicl
OolssdBOIsdL qteso Odzdz” | 19 tc Oflad jf ssts@lsiz Ig Mwinteg H B B © dats dzdzr J
Mtcj HiMlse O AV ( Aut onom® usdzOWVie jhd c lee 57)0.0 figdiggis B df @H dz'

BjLGY Ofdesflsd, 1OCHR COC dzgj dzOH 3y &OW fawL ', Bls¢
fMamisj &g o deOdkzdudj doelsj dedzjSlszOd! dzr 7 ROCjtetse OfF t
Bsckls Brls! MEskfesdjlsdese O0dr . mMOCjwr &sckls

stcOdzi Y stelsfdds g O Mg tej L Mo tsd Wi-Fiff sstsedz] j Miksdd d( Is
HOdzgdzts?2 MisOIsy | tOmMmdisiste]j dz SIsHj dz2 dz § dmMmdzj His9 C
tcOmMh dtcj dzd § otsL Btsy detsMils § 2 f sHC dzt yJ dgd W Istc © dzfp tf t
fsHo jtoy J dedztsfls f slsj dzyd O=iis Cds rdp OzjWsL oodtelzsdgfdsyvddts Mis d  H
[lsdBj yujdzs odzdwdedj CdBjtOSOSC d&O CAV. 15¢0L Odts,

CAV MmowLOdes M BJLGYOMd d3 d dzOHJ Y de" a3 f ted d3j ded dad J
BNT (Beacon NoATr ans mi ssi on, dzj § J i OY®OIs thg[ts21z0 olz@ | HIFOARE |
dimlssyded ¢ fsHOodzvjls MoeMise jdzde’ § fJjtedsHdudmScdy

YydJ dzj o sets f tod dimelligedzdtranspadrtatiSn sygtem . v OC )y J B' dzs tsls d3,
dmMfsdz' L so Odzedj B AEZOYde » Isjrdesdzse d?2 daf dPBEHHEsB sdM
ddzls j dzdzj S sz Odz dz" n CdBJtcOOC . ltedo j H dzr nOttO¢
cOMmMf esMistcOdzj dzdz" = bkEcectetsL dzO OolstsdisB ddz' dz § B J MY to!
Hitctsdp tz® dzy tstels dz' n ftesdmh j Mise d 2 d3ts ) dats mMkh j Mise |
Isj ndztsdzts 6 d dr d¥f2ds 6 O ;G L dzOydlsj dz' des Bk dzzyh OjIs Mo w
B Mistczy , dzOH jy dzze d BBdzj j o' MsC ke ftesflzmMmCdkzs Mm

sdzs yjor j . fijdetisas@sts dsdz J ke Odhm] stels dz' j fMtej Hflso
stcOdzimf Btels dz j V2Xi) tSVAX NBEE, 802.1p, VANET,  d dzls jOdizlz g0k Iz
steOdz] stcls &zOw fdMlsj &O.

lojHjddj .

[JHddd dL dOfttOedzj dzd?2 yYydhWttses?2 IktcOdhW steddOyd
weodw jlsfqw BlRtodesj wOLoadlsdj tf dz2CO B Mf Jdztslsdz = (
ftesdLojHjdets 330 Isrf). jHdddy, O @ RS hd.kzS 5y
BjMmMiddslsdr 7 Osltdseddj?2, d it fescdsL 0@ i HS
ko jdduydkmw ) 2 % (2017 ¢&.) HS 50 % € 2035 &.
fsHCdzs Yy dede" = S EEBg OHBdwEzE IStOdhf stelsdz" = Mtcj HMise
o s LjdgiEs Mls d Hdw dzj @k®Q | j fsCtsdzj dzd ddzls § dzdzj € Is z O dz!
stcOdemf stclsde" 7 MtcjHMise IstejBlzjls EZdzzyh jdeder 7 Oolstsdits|
s Mo j tern dzOH J 3 dz" di3d Mfiplise Qusdtsdzdf.d fm tBM jHEMIsEZY dats
Istcj dzH O Qo lss@sBiff@dAsRIsE d8 j UpgtLt seam Security dzO

ozl stedBOydY & BBdjj yYyjdk 900 MmMse'lkdv: Ooslsdissd
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EHOdzj dgdz" = oL dzsd3se ( 85% OLOS), Cwlstster j o ¢ dz¥
md ddnls Odz' dz" § dZ2Of OHJj ded ¥ r@EQCE | v Jdd usBs g2 Is
stcOdemtf stclsdz” d3 Miej HMisoa O3 (v ) . vwiLeodhsmisd o
(1 1) &V E(Common Vulnerabilities and Exposure$) sB ' ydzats tsB dzOtclzy d ¢
L dzj Clstctsdzdz” - mMd misj 3O~A ftoesdL otsH dIsj dzj 2 origisat d ¢ d
equipment manufacturer  d dzd ) yd f sys g f shisfCottsfL o Ficthls
ltosedesL dqtelz j Ismw Yybsts omMistej] Oolstsdiseddz dzOwW ¢
Cdejtco 52 dz B A HOH ciBic@®dzOdEd o jHjdd] dL MW
Cdzs yjor m ddaeigHim Is Eh jteB uvue MistcOdz .

t OBtslIsO CAV Mmjt! jLdes fsMistcOHOjIs, JMmdzd mMtj
ftedojMisd ¢ HBfdzddlsj dzt desBEz f§ sotc] ¥ H Jrade | Wludzs
Yylsts M foish! & tHds?2 EvwLesdd@tshmisd dtsPpds MBI @G
OQolss@BOIsdL Oydd ko jddydeOjls L OsdMmddBsmis! ©ls My
Ssls osHdIsj dzw; tOMh dtej dzdz" § oL sy desMmisd ¢ SH S d
v d kZeojdzdydeOrsls tedmt wMmikzh jMmMise d@].ddw L dzslzdgr b

CAV MmMtyg P Isjrdsdtsecdd Oolstsdsdd » uwd

(connected vehicles) Hdw BjMfjydddw Btdzj |
Ho dX 4 dzd W (rr) . CAV dMmftsdz L kzsls tOL dzd ydzr j

HsfMisdy j dzdw Oobtdsddsyls, dif v ftse0k BRMEES + $%j G
sjrndesdzce dd Ooltdetsdidde" = wvu dzO BOLJ HOlyYydS e
ltesdLotsHdlsjdzd Oobktdseddi?2 d i yifsySd s
Edzzyh jdedw CdBjteL OF dlsr , GHMEOKE hdIpCemog|dl «dss  fr
oL sy desisd, d fswedwjlsmw Bd hj oL &dsy dg' A

[OljtedOdzr d o3 IstsHT .

t OLo 6l jrndsdzsced? ftsLotdwjls EMisOdzOo dzd o Ols
Cslster | fod@ccOsls yjdzseojClk EftcOo dzvis! dzddw Bis'diis
tc O H OGPS(Global PositioningSystem) , HOIsYyd<S¢d dL d3j tcj dBEMS (tireO o dzj
pressuremeasuresensors , dgdzj eyd Odzr dz" j d IMiB(iteedild jhresuceament B o
units) , HOIydS¢d EfttOodzjdzedw HodcOIsj dzj &3 hdz d3®. dH
99tHWISMW o LOBAEZEYHjM]) ot]jHBAdsMd &i3d OISO O
dzj MyOMmlsder &5 Mz yow dzs [ 4] . CV BjfmMfjuyde Osls t
mMdMmls] BOR o dzlsted wvwu, MdzjHBS9OIj dz des, CdBj tcOIs
9 Cdz¢t WO BW dzj MEtsdz? €5 MY i ydqwdqudi mSdm Isdftse B
ddW stedzOydd, dzj sBntSH A2 H dzv(Vehigle@aE]ve e@ ydt dh i fntgd,
BiYHE ve d tOL dzd ydz' d3d V2® gvehiclets-Cetide), V2| (8ebi€lefer € O
Infrastrudure, fno w4 BixHE ve d tsBBtckWaAlo(\Qetlicfejtods d d
Network o w ! d&3J M H 2 VAP uVehifletdrPedestriap) , o w L ¢ d3j M HE
4" 4 ntH udts M dd. 4 lsigddl dets dztine ' dsgiy is s O dzfn §f ts g6 gzh W5 0 OC
(V2V) d d3j 3 is ks O dzf) fdscfig 15 glzh ) I ff Qe O ) ls to (/2N) IsdgtdastiZAs O fiy s sots © Ok
fne w LOPD (Deviceto-Device), dmf tsdz! L s h j 2 Bdzd L dzj 1 Oh d J
EMstesHiiB O " Bded s Ofpdstits@o qzf digdysteH d dz2Oyd d .

U mndesdzscidlyy SN6HX o (Ctlttets@BBIMEisid sty s
EmMlstes2Mlsoa © ( mMdMmisj d3r H dzW 2 dzlz yh § ded w Mo w L 0
Mo j stsW stc O3] d Hitclzg 52 Histesy dats 2 ddW tcOMmistelz € |
CotiecsHME 2 diblsty] dzs @S zdzzyh O0j s + Csdetsdzsde s
Qo d orBEmtse kedzj CdmMzsets e OLO [ 5] . HJtco
mMdMmMisi &3 2O BOLJ 4G d 5G B dzQ3edisGeletation RpRremkipO G |
Projec). 1 &zOGtsH OteWw MmowirLd V2X vy WdBseckls BN Mistets B
dzj S sislcdg dz' § EmMdzsedw d Mtsseh Ols! 8 dzgd~ H
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Hstesed d fHtodHBStesydzm d3 kL dzOd3 H dzw Odz! dzj 2h jets 0
oMmMdets, HMv oo’ hjddw BJLBY OMdesMls
AV 9 C dzt yoels o MmiBw hdqesSCd?2 My
L geC stetsdzd $ 52, Hddz2Od3d S 52 v, Mo wL Qtsdzlststsdz;dz,
Yyd dzse j yj mMe¢dms o jHjdyjmMeédr d fnlsq’ zO HBteSG
Is ©¢ d ~loTHI@d&rnet of Thing} , fJtedWj ted 2 dgl (Edge] ldd madzﬂzﬁ@cfs
BdzsC 9gj Ode~ d B € Bgpctztst Is § sIsj dzydOdz + W W jSClsdoadets?2 d &
mMdMmis plda 2 dgS ydd yofmlsdydets Ooltsdzsdzdets?2 MdMmilsj d&3r , 1OC C
Mils s dzG detso § ded v , ftojHkftejyHjddw B o' atHy dL § tsdt
sBLE] MBokOEsdifsts] Oe®Oécdd d MmMddL dls! Csdzdyd Mlsets Ists
33% [7].

r dzv B J MYy Jdipbishdg fflso e Is Hoe | BiMfteseatHd §J Isj - dzats
Histf sdzdgV Is! Htokze HtozZe O HdzZW EZHtsodzjlsotstcj dzd € o O dzj 2
V2X (Cellular Vehicleto-Everything) d IEEE 802.11p (DSRC (dedicated shomange
communicationglTS-G5 ) , Cslsster J cOB sSIsO Is 9 dzd yd dzL Jtetso O
HdOf OLISEED RN d dzliso 5 Mo tej d3j dedz" = OolssdiitcB d dzj 2 M dzO
ssyYys Od3dd HEMiskzy @ W sHC dzéryj tzfits tct®Adijldeodzd s dBJ tOISOC
zOof tew gz f sH G dz¥ yOIs! mMw € vy ddzd oL dzsdiBOIs! EMmistets:
Wi-F i . s0¢ ftOo ddzts, cOHdbkM HJj2AMsadw IsOCdma CdBJ K&
B Istetseo. Bl uetooth dBsydts dhftseasispt@®ses Ovh YHBPMHae I2D1
vd WmBYyJls BT Is! MC sl tetsd3d Is d e is P ezt dzjndedtfvts d3lz® + s O B |
dzj MECsdz €drn BYWEDP Bistsadz] Jotstew jIs Istcj Btso Oded W d3 dzj
V2X BX&ZOetsHOtY ftoj ddi3kzh jMlso O3 dzdL S 52 [ mtz@YRs gy d
1Isd MtejHMmMlsoa® MawrLd dqd3jsls Meatsd MmMtsefmilse jdade | kWL
BJLBY OmdatsMmisd .

H
d rr.
J St tOL dzgstsB t6 O
l B

Clsts

tdLiEd sOIsr d BBMEYHjddJ .

bolssditse d dz dzOW few L+ , tshdzdoi Q dzdzOfyls Qidex o lo EOF Hs & O -
fetsB dzj-(80 ddzj Sslstster & ks Owglodtafnj  WikzddsErys] 2 ,f SHES s H W
OolstsdisB d dz dets?2 MmowvL d. djoetHdY v BGMdON j dzr W H s
COBjter ), vyt or dgkyHOjlk MmMdmsj iz V2X B MijyudscC
9Cdzt yow Btsdz' "k HOdMz detsfls! HJj2Milse dvC sd HEOm jepdz] fjls
v d LHOdw ftjfwismsoaksls MdMmlsi BOR tsBL KO O lstsd
802.11p tcetcOddydoeOjls {§tsdzjL desfls: d tBhd2 dzO B ts
sBMmdzzy d & Ols+ yls ts, BJLEZMmdzss dzts, MmMsOeadls  tsH nts d:
B J L teizfsdnfip ! .

dislstseor j mdlsd Mudls 08 Isw flsy dydod d'd dn
COtOdsdeso Ol dsBddz dsfls! d BJ M4 ®] Bisazt i -6 s
fsCter sdv d or MsCt?2 MCsteshmisd §sddSdss jddy Ml
M sdz' L 5o Odgdls dijtsHsdeve ™ f tetye j H j dzd W [z H O dzjotzdzOR s &G B j tcC
fsCOLOdzd, vyt "OSjtr EMfjhdts oL dzsdB3Odzd dzj dL a3 dzj
O LOLj®B HOMsOdydtdds CfttOsodvdd o0ydj?2hddid WL
slsCdzt yjdedj IststoedtsL ey ded W tolf/2X|{Gebbutay/QXY) tc @ dzv j Isfqw Yy Ofr
sBh jets ftesyj MmO 3GPP 5 fjtejrtsHlk Mmslsser o  fmdMmlis,
Vipdzz oM XC tsdetso OdzdzOWY dzgO@ dBdetsedr fMmizh jmsokzs h dr dc
sro0Ol" 90jls Bd "dJ Isj tas shplsjdf jddz & B dfCeisgzdst dats ofij tolz
Mssdd@isMmis! 8, yYybts lsjdydoOod ds ffsLotdvjls EHtsodzjls
My smtse dzts M ls fuality of Gser@icgylz o Miseo dlIs j dz dz" n Istcj B s Odzd 2
ftod dzsy § dad 2 .
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10 tdmMkzdzSj 1 fsC0OL Ods thigliggnict@is@A systerdy@ C A
Isj ndetsdztse dw, ) Cslstos? Bdzts ¢ sy d fdzj dzdzr j U
dmMf sdz! L so Odzedj BB CsBBzdd S Oyddadets?2 ddgW tcOfMmistelz €
H O dzdz" d3q . l BclssotbdDapdsUnNnOBY (ean slso j yOjdgd » HOkz
ve o fkkd. 1M bktes, ¢0O0¢ OBU LOctkzLdls ddz
YyjtejL BiMftesotsHdzkz Mmjls’ , M tco j tdzOW f d&zOIs W st
CdB3OdzH " ddeW stedzd tclz w 9oJHENMN jets otHdIsj dzw U o
ZftcOo dzp dzd df w OMIsdesMmis¥ 2 XlIs Jf Todetsdetisezf v OCIs 56 tcOdzd
ddzls § dzdzj Clstsdz BSHdzse B8 ve, dOfteddijte, of MsClkr Ml
L tsdz. sOdj ter tcOH Ote’ HOIydS¢d d ftcdHBtetsY C
tcOL o jtols™ 9 O Isfpw dz9 H ' sStc@ &z BGHtcBB dzgs?2 d dzg stcd3O Y (
finNJArBHOR d HBEBYyd n EfMdscedwna, Csltster j L Ok

s zOMmMtso OdedwWw dJdaW stedsOydd. 1  SMistej dede" = d dzd
2O it CtimsCy ddd ttdm®@g Mmiswsdys 2z e 4 ded W3tsfgls dyf
SR ¥lsjtey fYwsWwodlkmW fHojHftejyHjdd], §(odBs5c0O
OolssdetsdBdetsd3 o Y H j dzd d . ] sts Y j otej kY MmtsetcOd
fMjtco jtodgzs yOMmils! yYjtejL Mils! 5G, B wOR O ZOBIE
Ylstssr stftcjHjdzdls! st lsd 3Odz dzlz M stesMmis’ |, to (
BOC M 3Odz! dets?2 1 WW jCIlsdoe detsfylsd .

/Cloud ITS service VANET

Cellular Wi-Fi

Network I Bluctooth
4

Ei Inl(:‘%cl S %
i‘

L -

&_ A Cyber-Attacks

AP

Cooperative CA\ Individual CAV

tdmMzdzs B j tOSOCd d&O § HCME yjdeder § d Ol

1 VA N#&ehicular ad hoc netwoy)k B j L 5 Ofndzr 2 tsB 3] dz H Pldzdz’
teg h O h jj L dzOu 4 dzd J Hdzv B MY judddy LEWjClh
BJLBY OMdesMmisd o tsH dIs)dzv Z df d2GCo@gliby iréa Nétwodkfiin  Is
Codzlstetsdmifptattdd jIs ¢ OC d3OG dflstc O©dz Btstolstso ts2 fj L
Zf tcOo dzwtst8efhnj dgd 2 d Htsfls Oe dzv WECH Eledroniy @artlobUpity. fnls o
dplsOCd dzO hddzgz CAN oCdzs yosls o MmjBw Htosdzizh d:
(deniatof-servicg O O¢Y] otjHBdsMmdizs &sHdWJSOyd:®
v kojddydE®isk@nC wBsttlssears?2 Mjlsd Ooltdtss (¢
Bdzr " jdse SCStsdzdyj mMsek Isdftse OLOS. | O0fted B to,
hdgdzgj CAN d BlsfttOoadls! MmMtstseh jdedw s hddzgj bkHOd

ECUIT {1 sts Motsjcets tH O o figtls tctjfififds@» Lfigd M3ON 3G dz
MsmMsswddwY Mtstslse jlsMlsokzs M jets Coi3f sdzj dzgls©O o toj
h ddedzzs  MmdMmlsj Bz vjd3 otcjdzjdgjds ECU BtcOBOIsT
MdMmisj i3 Hdezjtejls dz0 MmiBw"w EkftcOo dzj dadlg’ i P
Qo lstsditsB d dzw . 10 ftOClsdSC Bdzts 6 d J ECU Mmtsj HJC
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dzj Stslstster 7 fdzsy dz' 7 WkEdSyd?2 bftwOedzjdzgdw [10], fn
flsj dzydOdz: des sy jls fsoddwis: dO hdesCdi WEzdsSyd

Qo lstsdzsB d dzj 3.

VANET i yOfmlsdz 2 fmMdzz yo2 mMdMmilsj d3" | TISY, Is 56 Hya , 3@ d d
MisOyd sdzOtcdz” ||  dgisto@inylefteflz C Isztc©® B MY totso SH dats 2 milsd,
fsmdzj Hdz2d ] G BHT 9 VANET B'" dzO ftedd3j dzj d&z0O ctelzff §f s C
U d f sd3d d3ts Okzlsj #RKW MO EJd. sB@OH Ot Is tcOL dz' d&3qd Wz
Motslse jIsMise j dades MisOdzC d o O Ismw ) V2L Xdz" fdis[ls jif dmisdB Qizlp d3izk
ftsHHjtYdoOjls ftewdgkze fmeowy! V2V, O Hdzv fwerh jdzdWw
dzj sB R~ tSH d di3O f oW &3OW L O dh j dzdzOW MgWtets2 CadjLm] §dj
Cdzt i@f tetslsdo, VANET dL &zOyOdz' dets f sHHjteydoOjls V2)\
Okzlsj dzZsdWdScOydd M MtsatcOdzj ded j &3 StsdzeW dH J dzyd Odzr des s
fsHY dmd H dzw sBJd MY Jjuyj ddw BJLBY OfMdats?2 d L WWjcCls
sul S sdz C Iz VANET LOHj2MlsalzjIs RSU d dzd Htckzg kz¥
cOL 9 jtolsr 9 Odzd W =, Ists dzj sBRSHJ B Ish Olsj dzt dets EZydlsr
Bsh dzsmils: 8 RSU ddzdl gsdg) jceOfgsersftsmMStsdz S22 Ooalstsditss
L dz20ydIlsj dz' dets [z 9o JEdEd] WdtotOjLisofyH, d ISVAINS s tsw dzdets tcOMmiskzh d
MBLHOjI Mjt! jLdz § f tetsB dzj d3r H dzw 1L WWjCIlsdo daets?2 |
sBtcOBBISSCd HOdE = © VANET |

[ Mdztso dz" | 9 jCItster Ol O¢, Cslstste’ § nOCjter dfm
1 Cif dzs2Istseo, orcdzwHwls IsOC [ 3] :

i OOSd dz2O0 B dZOYdz | fMdtco J tor (zetesL T BjLBY O
Mdtee j 6O) ;

TdRBJIssH 9nBBHO BJL Cdzt yo, dMmfitsd LkzjdB@ 2 "0CjtOcC

iOlsOCd dz2O {1 dzj Slstetsdgde" | BdzsCd EZftcOodzj dzdw ECU;

i s YydmMdzO HOIyYydStse o e jtedrsdsj flzda (&1 Hyddinds
Oo IstsdztsdgdzOrn L ss?2 COIjetstedi2 Mistsdls fdzj Hd s .

5G MHjd&Ojls V22X ftesh j, [fBdEdsdyj oL d@rdy dzjc
f dzOW stedsOdsd 5G d V2X MWl o MdzjHEzsMjd [ 11]:

i5G, C€0¢ d dz#BOW twWOHdtBsB ddz' dzOY Mmdzzy B O, dMmY
addzHh OWIs t©OLHJjdzjd dzO SlsHjdz dz §j wyj?26¢d, hdtes € s
Msslse jIsMiselzs h ddsd Odalsj dzdz” dsd Mg Mmisj 3Od3d ( B OL tso " d3q

iv2aX, ¢0¢ d drBts?2 BjMftesoatsHdes?2 Mmjtodm, dd3j jl
dzj Btsdz " dj MmdMmisj 3" OdadgPlizde) = ¢ 2w T ot Ishipz@dd e
sBiMfjuyudeOsls MmMisjHddzj dzd J h &BOSCMd zOdz! dats 2 LWwjc
mMddzt des?2 MlstcOljcecdd fMlstelzH dzd yj Milse O.

[Isd3j Isd o3, Yybsts f-¥2 i jilsdgas Tkt dz tshdatse Odz
dL dz0yOdz! dzts f toj H dzOL dEOEg wlAgEsd:’ ~H dess Bafrddn B &) f e d dzts Y J
BN zO Efmtse jtoh jdmMseatseo OdzO M j ydodz dets Hdzw dMYf sdz' L
odzd &30 dzed § dzj HEsMIsOISEC Od3, dzOBdzE HOO N 3wy o 802. 11p
DSRC BlkHEZUd BEMlsOtjeoh j2 Is] d3detdrfdfcicpjAs,’ gty j dgj dby o |
stcj Btso Odzedw o3 ¢ §JoHCdz¢ yjded® d Isjrdasdzsedyd MS dd3d
ITS (intelligent transportationsystem [12].1ITS 8 € dz¥ yOJjIls © mMjBw ddlsjctcdtets
ftod dzsy § dzd 2 , tcOB tslsO8 h dn ftse jton Md o2 vipls tolz € Is
sBh Os hddisdmw dz20 HBstetsej. ltoddzsyjddy | TS shdatse Odz
sBtcOBBISCd ddaW sted3Oydd dz0 H Odzdz =, MsBtOdzdzr = M B
HOo dzj dzdv o "N duzOFR,  GR&BEgdrAs. EfmMistcts2 Mlsea dBsded ststed o
fdteduHiféd f§jttjrnosIismw &ixHk MsMjHndddd v, O I
BiMftcsosHdsiz COdOdkz, dmMftd LkshjdBz tOL ddyd J
fewrL! yjteir OBU, ftjHfMmlsOQoadwvehjj MmMtsets?2 L Ohdh | dzck
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(Ler) kfbts2MddfBsdtclEQuy S i ¢ d* yd Hdv tBj
B YHE Uvu. lsdzr Ls9OIsjdzd wve §oHYdMr 9 O Ismw d
shdzso degtsd3 f SHtCOL Hj dzw 8 Isfw &Zz0 Ikttd Isdf O: BJj Lt
Hstesy desets Hoady J fB8lY d SCtdi3R) teydw

CV2X (@®g@jks sBtdjj cdBStsj J &OMhlsOsdielk,]
ftoj SHiSdzj Is f tetsB dzj o' dzj o OSd M j<swOYj off dY
Bts di3d dzls O d3d -V 2nXdzv B 'CdzO dzj sBABBHJ @3 Mis f SHHJtYC
ftedaoztsy jded?2 M ddzlsg dzmd o dz' d3 ddLfkyisRadz! LL OHo jCEd St HHOUE
BJLBYf OMdesMisd  Oolstsdsdidzscects oty Hjdzdw, dzOtW HE
sBdzOMIsd BiMfttsosHdts?2 MmMeowed [14]. 1 tSVPsiz b o
fsorhjddj BJjLSBYOMdtsMisd, ftsor h jdedojtsL HY R nCls df
LJRrE. [bd&jlkdd, ybt ft tyjdtod, Ool
fMtso Eedzj SdMmMzsets G OL O. [ dzw Hisflsd
sSte Odemf stelsde” d3 Mtej H Miso tsd3, vd HBdydes ftoj o smats
wjh jded?2 d dddisspidedsj B, s Ylsissmisdcdzzlss ) f sdssh + v

dmSkmMmise j degdesets ddalsj dzdzj SsO (RR) d BOh d dzdats G t
fpow i 1 s BiHE uve d Ve2fXj &3S QSV 2 X)s§ SdddEd]ls.j dz' daC
sBj MY j udo @td @k M3 Mo j H tedgogPdzize Bls MicHE B j 5@ dz
fSHHjtey doOls! fw fowedj dzdj B S tdBREdzdC Oyd tsdedz
RZOY teOo dzj dz dz0 B M jujdedj Mojten dzOHjy dzs2
BjMjtejBs2ds? Oo lsMIss iflizOdats® d ISifipww L g dzd o8 L
Mdzd y J dzd™” L OlsteOls, MowL Odzgdz" » f BGetetsdEde” &3d o' yd
fjtejHtsor B or ydimddlsj d d' o BdBEj OS2, 0S¢ fBCC
Cloud Server
Ethernet or
Optical Fibre :
x'/ * =
8 Edge Server
y P m' Roadside Unit (RSU)
scisciec [/ /’,,/" T
/ i "

t dMz2Azg © Ssdes d3dzOv f jtoj HiISO OV o' ydmdzdls j dz

1 tsdzr h s o dzd di3O dzd 4 ZHjdw,jlsmw dmmdzi Hs9 Odzq
My smMtseMmMlsealzt Is Bd3d dzgz ddzW? stedzZOYyd 4§ 2 B IHE IstecC
9" ydmdzj ded?2 dzO ¢ toed H tstcts yodd sideurtitd b tc W2 fiyls © 1 OR J U | (
OolstsdssB dadzv dzaf JtsHGCdz® yjdz@ s BiMftetsotsHdzs2 M
mMetseh jdzedd dBIYHE dzedddd. 3GPP d Qualcomm f BSHG
ZzO BOLJ 5G. RMMdzj Hs9 Odzdy 5 FASA O F5G Msist o esdnlsiOv
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ud teg L fntslstSSfJ fdlsd 5 MttOo dzjf dad ¥o dfiy B S U J UsdfO G d5ls jak
R dzls j tc dzj Istc O dzm {f s tcls dz' Ikternet f) ofj HENKIES | LodwO y d(Is j dz' dz" dic
UtGJddSIZthnlssOde Yt sBiMyfjudeOjls fser hj dzdalz
L WWj Cesfgflo'dz IstcOdzgmf stclstetso € d, dzdL C ¢ LOHjty Sk d
Hsflskf detsj HdzY T oV. 1oV oCdz yoOjls o Mmiesw dJda¥ tcOM
ftoj HdZzOCOs s fOMMOY JteOd3 HsMiskzy ¢ d&kzd sd d3j HJ?2 dats Bl
{ssC o o5 shgitepdO®B. Hdv (o' h jddv SOyjmseO oty
Motsjotcj o3 dedz" 2 d d3Gdetso j dzde’ 2 B BBJj dz JdaW sStedBOYdj 2
CtcOlsits ROLOSIsjtedMmisdSd dzj Stslstster = dzOdBtsdzj j tcOMmY t
BdMfsotsHdz §J MJjlisd:

i Routing Blackhok ( y j tc dzO “Greyhol&f Gr) j,tc O W Wermhelé€) )y,J tco silstsyd dzO)
Tunnelling ( sz dzdzj dzd CtEO@Cdz] j ¥ 5 BOtwih s d € O fdfdzW d H | dzy d O dz!
dde¥ stedkOydd, dzOtclz " j dzd BOth tckzls©® fdzj HisoiOdzd W HO
9 tcj Hsdets dzts fJitc] 2O P oy dzr frOC i bsiswn .0 [BijlstsH O
HOdzdzr disd OlOSC OB Mdzzy Ok d yaioiswma@se ;i tsi€tfed{ffls tsc tc O
MjtelsdWds Ols, Mdddsj sted yddew i atchtt sBssBOLdnt r MAC £ tsdz
Mo )Hjd BHdsMisstesdzdzd?2 "1 h o sl sd GOwhtlzlsdL O

1.Sybi ( & d B id@lB@C © 20 Oz B jc@s ¥ @dd: tcj f ZIsOydd Mm
Czsdzd tctso OdzedwWw dztsy dzg" = dHJj dzZlsdW¥W S Oststeso .

2. Node impersonation( s dzd y 4 Is o ts teij idas[Hj 3JjdeQ@zO)H j dzls W d S Oyd d |

3. Man, in themiddle ( yJ dzse j ¢ fitdffig jtetg jrrododsj )d W dzthHsdsWe d §j @agf P
JdHE OoabtddsBddzv d3d d btsycoOddd HtsMiskz{ O.

4. GPSspoofing/ Hidden vehicle (positionfakingg ( MCter Istsj IstcOdzMt stcls dzts
daidisoydw j misstfHsdggslsQ WG BH d dzOls  d3j Mis s GRSz Y | dad W
d gz dzv Is st L dztsz d3r " dzj daded 9 tc & g ®d) B He'lzhj dp2 MdfE da@pEAn Is + ¢
dedzOdz Mfklsddt O, O wvua MmMydlsr a0t ls BBdZjJ Mmddz dzr 2
olstsdzsB ddzt dgj o jtedesy B Mstsf sdzsy j dedj, § tod dzd BOJ dyts,
5. Traffic analysis( O dzO dzd L Tilssdf@QaVjdHSj@Yj dzd | It sdzs@ydd Mmj sd,
JtojroaOls d OdzgOdzdL t6OL dzd ydetsets twsHO Mmdzlzy j B dg' =
Glkls MtsHjtey Ol o MiBj &I Mlssfsdtsyjddj, dHJdsdW.
6. Key andor certificate replication ( toj f dzd € Oydw Cdze yo© 9/ ddzd
J O Istsdpdf@QMs o @ H Jj dzgsdW S Oydw ) md Mmilsj a3 (dMmf sdz! L ¢
JtesdWdeOlsse ddzd dr Stdi3BddzOydd Hd&zv dzj OoalststedL ts¢
dfmlsj d3j ) .

7.D0ST Ols ©O¢C d dzO tHitsfigls B dzts MisB M dzlz y JVANERH ¢ Gis € ©J4 ©) dz
dzd ko j ddufdedjo LiHsidey ylsts MHj dzOjls dzj ofsL d3tsy dz" o3
deW¥ sted3Oyd d dzj ¢ dIsd dzdzr d3d ftsdz L s9 Olsj dzw d3d ) . 1 HJ M
olstsdzsB  dz' dz' n BjMftctseo tsH dz' R M lsw o tsyJ dz BN fistcH
jBBd hdj LOHjtyCd hisc el g P dzls @0 K s sz das Is H jlsd@ ¢ d
sdizzyj dzdv ddaW stcd3O0ydd HBtesy dzOW MdlskzOydw EkExj BEH,
8. Tracking (slsmdzj ydbodgd J ¥ dHJ dzlsd¥W d S Oydsdedzts? d dzW st
(lsfmdzi 1 do Odedj B Missf sdztsy jdd” vue o bjujddj (it
HylB@ag?2 dJdW stedzOydd B kL dZj) .

9. Message tampering / suppression / fabrication ( §f sH H J dz€ O /| f SHO9 &
[ WOod2 MdWdsoydivolsipEts dgOodzdfA)tc H O O d3F § Mtstseh J dzedw |

Messagetampering ( f SHH j dzC O  fij Bt 5jLdE 2 2O tc OO0 dzj dzO@ dzO
YyJ zsmisdesmisdg’ & | g B8O Pged 2 : L dzslz 3" h dzj dzdzdOBU-d3tsH d W d y
OBU d OBU-RSU, fted {1l WOd MdWdeoOydd dsckls BT Is!
ftoddztsy jdzdwv, 1SOC d ko jls dzO L Of tetsf.
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¢ Is © MessageSuppression( f sH Qo dzj degdj MstsBh j dzd 2 ) dzOt
dz¥ d H § dzy qfOjdm jdetsArplsAfj 3" = Mtstseh § dad 2 L dzslz d3r b dzj
jsse d bttOdmddtekzjls dr o Mmjlk:, HMiskzyf ¢
hdy o o90dzdHdesdz tsBdzj dzy L Isdr f OCjIstse
tedzOyds , lsdztOffddstiEsigy 24 dEdj L s
Is © M€&ssageFabrication( L e tslsso dzj dzgdJ MM j dzad2) dz0
fls dzs mis d d Ctsdz dH j dzyd Odz! dztsfyls d fjtedHO?
' o Mmjls! dzts ) dz' J mMsse M j dzd v ; f SHT
bzsfsdfetj LHO, dzj OolststedL ts9 Odzds
Odzt dz" d@3 HOdzdz" d@3 ( f Otetsdzd, dzseddz” H
¢
85

o K= 0
@ &
YROR
gue g3 =
w
(&)
N

5 g

QO @ ==

oMy ftdejHjdedzr | EGteL'™ R OtcOFS
z ¢ VYWWNETOds detsoi3rBdpsofing dPositionfaking [19].
YARFE R {afjdisl, 5 CydsdgiBlz dzd ¢ Oy d sdedzOv M d fls § 3O,
Bsmisd J4 MhisOsd = yoOMmlsj?2 ( dzOf
s detser .
J OlsO¢ d z0 MH Glsizy d S O dack jdzs Y B Iis ¢
O3j e d MtLHOd] fsdkin f §sdshie
d 6l ftcOs dd @OEE | o tigfstzdwylsd™ d
| MuOMmisde" d3 fdzlz y Gydad HPE) B3 jstdsls JOoz!  d
Od3j Y4 dzdzr d3, dzj L B j ) dats ftesdL 57
Oo Otgdoff.tcd o3 to, H OGlabdl NafigaGoN Sgellite System Istsydes MtstsB
GdzsB Odz! dzlzt Byj Sz f tsdztsy § ded v, ddzd ¢t Is Mmikgh C s¢
Mtstslse jIsMisoso Ols! IstejBtsoa Odedv a3 t1 d MC dzsder ¢
i 2% d dicstH djj(dzj | f smdzj Hdzj J otcj W, Bd&zOGBH OteW
oL sy desmisd osMmMftedwisdw HOydSése dBsekls BT Is
5B dzOtelz) j dzd™w quOMmzgb X wYfefa@z 3 fteddj tesds Woo
Istsydzts fls ¢ sB dzOtclzy jdzdw CORjte By dets fsor mMdls:
[2].uOCdd3 SBWOL s, twOLodlsd] Isjrdesdzsed?2 RR 9
Bsdzj j EMmlsts2yde' &3 OW. atej Hisdatsdz d5 Ols OF

1 dzslz 3" M dzj dzdzd € Bsy J Is HOY J fjtejnoOlsr 9 Ols!
stcOdzmlf stelsdz” i3 MtejHMso OB Mmewer d (V2V d V2I
CodeW dH j dzyd Odz! detsflsd © dzOH jdzr yjeo d Htkzecdr AV.
WEdeC ydsdzOdz! dets > Blj Ldsf Onlszsfigses s ftcdoe j Misd € €
d/ ddzd dzd ydz' = HOdzdz'-Ints S>HPLIded , Y J ddtpdd Y i@l 3" " dzj
B dev jIs dzOftcQoadzjdzed d sdzEyOjl f tsdzdyr 2 SCtsdstt

I ftojHtlsotOn jddj Stsda¥ dzd S Istsad ddzOsinjjyiisiimlsiod
odzsmdls ©C dzOH d d dz¥ tc O MAsdeiiztf GfizletOr ¢ INSWO s=BHIGAS O]
tc 5 dz! o oMY tej HJ dzj dzd d C OO dzts o | C1Lh dte
OGtejcOydd/ toOmf esmlstc Odaj dzd d H Odzdz" =, Qo lstsBO
BOth tckzlsd L Oyutsf Offdzts fglg d Oo IstsditsB d dz! dats 223]. [ fipazqL d
ddeW e OMistezC Iskztc O BlzH j Is MR tetsdBj Isd tctso OdzO ¢d
BOMh sOBdzr ¥ jghlpteds.j i3, dJdWtcOMskSlbkzte® &y jls
f s di3gs o C dzt yJ dedwv Mk Mlse & h djntc Olisffle tdz2k 2 M Is@tg -~ d

te

.
~eTEN

Qo no
NAS O

. O =
Q-0 =

SI@E SgIIT osape
S

FEF3S BT

=
ﬁa

J
iz

h
pdeskOd dzz¥ OwidljSlktel d . wH., ybkt kO
CdBj tlOtOEESHBE L O dlsO Jd¥ eOMstezCskter ks SdBjts
I fdkkzy®j CAV d&0O Mmfsitssdshls' B dOeky j dd™

f sfptdjlso sd3 M W d dzc © ( 20 tod d34 to, f SHHJ dz dz" J
d3sh § dzded yd Mlseo O d dzd deledz@y J dsdg'cAs, H @ dalglz@lzr h dzj dzdzd
Metste d HJjtejHOykz HOMES @S, M Yistdpe @ s1s COdpESy d Is ¢
LOHJtey Cj ftoddzsy Pdethdz, d f slHOOd RglssBtfsH EZcototsL 2

115



DOLssd mOBOthr iyr - 1ISENLIBOBD8L7(PENE 2 5 The Bulletin of KazATC
l iMmlsdzd ¢ sOLduvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

COYHB] bteOdhf stelsdes] MicjHMlses d RSU/ BS (base s
or ydmdzdilsj dz' dgr sd B zsC OB d ~rtcOdzddzdh j &5 HdzvW tsBtcOB
Hdz" EHodzjsoatstej dzgdW IstcFists® ®&dedzl dad z o fipls atafsly jj dizd &' - 1 J
Besedj Mtsseh jdzdw MtsBdteOs sy uve L tHdsets d Istc
HEzB dzd tetso Odzd j d dL BT Istiyddsdst Otcy T sz dathy O dzd
Msseh jdzdvw d&Bseckls Br Is! 5B j HJdPdeO dzdL OnE jed@) g @alzls di
HOdzdzr =, ftejyH] Yjd&3 Sded BEHEI ftcolststedzsts ff jtcj HOdz
val zjd3 fjtejHOYd SCStif OCIsdz =, dets ftsdzj Ldzg" = MBtsBN
COROwse S PlsOO0d IsdfO DoS/ MW dde, &syds ftejHi

1B i3 Isdf sdd THs Offdfzyed s OBOCO BJjL §jtej-HOyd O
ransmission), ftcd CoBlststes? L dzolkzd3" hdzj deded & W o dzw §
MrtsHd A3 btcOdeMlf stelsdz” @3 Mtej H Mis o tsd3. lted OLOSj BN
JtediHOykz Mmoo tsdhrn iy tace]fipls af judeda S d fOCjlstse BOV € 59,
olstsdBOIsdyj M¢ dn ftetslstsC tsdzts o tsB dzOtclzy j dzd W dzi f e O©o d
tcOBlsOEh da o | TS, ddzd tcOdzdL t5o Ols! OsO¢CE Isdf O
EftcOodzj dgdv IstcOWdEBsd3 | TS [ 24].

[ dzv tsB dzgOtgapmifdedow datsmisd ddzd ftedmklsmlsedw - OC ] tefs
te OL dzd ydzts J 1 [ fn Yyofglsr &g tsB dzts 9 dzj dzd v d3d 1 [ d

BJLGBY Offde®Omlgd.y dz Mlsoa © vz ¢, sdlsow, (otesmtseE L O
LOCtSdetsHOIs j dz' Mlsets HdzW EMlstcOdz] dedfw CfgfcteBg L € s @) dzis
IsOC y J ftoeddewdzd MlstcOIsj ¢ s Otk § ¢ o Ofdsiksas | B deB

Qo lstsdetsdgdets s o sy H j ded d l]’tec{ajdzc{ C Mmdzdwded®¥ BOh d dzdztsG
Yybsts ftedoej dzts ¢ f sw o dzj dzd ® CtocOdzd ydese ts  d dzls j dzdzj € I
sftej Hydzvisy Moty Sty jdzd), ©OLGLEYOW HOddz § dz
COMY Sdtsy j ddz’ 2 &O) B td&sQ bz MAVdap df sMistsw dzdzts L OFf Iz |
ddels j dzfnd o dz" 3d o " ydfmdzj ded W d3d, d3sy dets MY tsdz L tse Ols!
RO dzts 2 LOmM Sy C1sRW j Clsdo dese s bk tcOo dzj dzd ¥ dztdsatefOjdzi tf tsto
Ofmf j Slsr BjLBYOMdshIsd Bsyds tBjMmfjudls! M f§sdsh!
BdsC yj2ds, odzgiHtede Ctdalsted3j ter Hdzw EMlstcOdzj dedv  sSH
O OS] MW UPdB disa'sL § sdekEtsdzy . 1 dzsC yj2dz MisO
sBJd M J yd dedw LOh dIsT AV BdzOG sH OteW f totsL tc Oydats
Hy Yyd dzstcOdzd L so Odzdets gz f SH AR SH Iz

1 OC dz6 yJd ded J .
Il sstejBdlsj dzd dOrtsHWISMWw o yjdastej  CsMmdMmilsj d3r v
foOffdzsBB s ddz d @ Milkwh otLddSOs fssd
dHJjdoyd Ode Qztsdndsl¥ Stedgf@Qyd d, 1 te]datisiAly Ooddgvdgddgfisic?d  udgts
j dzd Is ¢ fjtcjHOOOjBs] wvu Mtssen jdad | . RM sdzt L Izj ¢
Bdzts ¢ sy d Mdzj dadz" j fsfgls j WMiso kEWls sz tcOL @& -
Qodzj dz@ dzO@ tsm90Ols tOLdzdyder = WOCIktteso , o dzd w s h
jtoh jdgder d3d d {eotdz® ydodzdqtekzsls o fmtstesdzgz ddzls g
ks Istejetso OdedY € V2X flsOdatso "CBWX dffisp o isEzlj js
flowL ™ 9Ok MW Hteke f Hekzesd, M §jhjrsnOodd d
sh s Msls8YBX Micls g zOL dzOyj dz  H dzw ftsor h jdedw
j dz' M j dad W L Osstetso dzO HistetsG On d ftsor h jdadw
Is J BdzOC stofizdgi | Oolstsd@sBddzl dz" J Mmjlsior j-V2K)j n des dzs ¢
Bselzls EZHsodzj seotstedlIs! stcj B OdzgdW € ©Oolstsdztsdidz ¢
BlzjIlsmw Mo jten dzOH j 3 dzOW Mo w L 4 Hdzw Ctedilsdyd MSd
s OfrpdgtefidsHddzy v o ff tohedsLloasH s Jdzy @2t a  sdzOG O Isfyw
tojtor odetsets StejHjdzjdedvw Moatsjets Sty jddw, o
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CzOMMmdW d<Ooydd dde¥ stedsOydd (oasmftedwisdw) f

fsMejHimsosds OolbtdsdBdzsc s k4§ Oo dfjsdder Isufer  4ind ds dlz
LOHjtYSd d o' M€ ts2 [MAde'tedzinishdO inesyj i digizgids(@),» U t
wodwE h oY daj Slsi j dsdzj B2 YOMIs! ¥  dzOL | Bdzs G-t Is t

LO YtejLor yo2des Mmbstesecdnrn IstcjBtso Oded 2 F dztsHnisL]ts t
b dztsy dzts s ¢ ddW tcOMistezC Iskzter AV HJj&Ojls jj zw
Ctsdz dH § dzyd Odzt daetsfyls Colsster j Bsckzls ftsfjlsOs d
fjtemMf jSlsdoj hdesit tOmMftesMmistcOdzw Isiw AV, st |
BJ L s OMmdas@dadf’, &3 g “u &, Oo lstsdsts Bf dsdr'o dizj ddzf] j iRz l4sW) Bflz
AV BjL S Omdasmls [r MlsOdzj Is B tsdzj § BJLISI]’Ofr]dzJSQ
shdesS, dts 860 ddasjcewOydqy 5G d AV af] . |
o jdzdyd ddj 3 ¢ tdda]j-mnldot ¢ ez ] tdaey R s Ho o , sO¢dn Q
Mslstsor j fmilsd, ftslsd dzyd Odz' dz" § EwiLodditsfmisd v
CdBjOlOSd ekl tmkzh jMmsodvis: w M yjd s dfy
ftetsdL otsH (s ] dz desfglg L tsdf Oh)OHESHRHEPEYTRY . B ' 5! Ish Ols j d
d ftsmistetsj dz0 Hts Isets, COC CAV BEHjIs f tspdasfhls
My sz’ L so Oded ™ 2@ §©OCdS,j 4§ sddshk! & Oolstsds
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ELEMENTS OF INFORMATION SECURITY IN VEHICLE WIRELESS NETWORKS
Abstract. In the future, the current connected and automated CAV vehicles (connected
andautomated vehicles) will turn into autonomous AV vehicles (Autonomous Vehicles). Due to

loopholes in automotive security systems such as unreliable communications, open channels
unsafe bus systems and the presence of intelligent hackers, AV hardwaaftarde systems
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can be compromised. Hackers can hijack AV and connected vehicles through their wireless
networks (WAFi, cellular networks, etc.). This article examines selected studies on CAV security,
as the expansion of vehicle connectivity increagge®ure to potential vulnerabilities and opens

up opportunities for cybeattacks. The impact of cybattacks on the CAVs was noted. It is
shown that ensuring the functioning of CAVs is associated with the safe and reliable application
of CAVs in practice A BNT (Beacon Nofifransmission) attack has been noted, in which a
malicious source suppresses its own periodic data transfers intended fointd@lsgént
transportation systenarget application. The use of cloud technologies and artificial intetlegen
methods to protect against intelligent cylb#iacks was also noted. The characteristics of some
of the most common threats to car wireless networks are given. It is shown that the level of
traffic accidents can be significantly reduced using V2X teldgy and 5G technology
significantly improves V2X communication, providing faster, more reliable, and higher
communication bandwidth.

Keywords. Autonomous vehicles, connected vehicles, V2Xy2X, IEEE 802.11p,
VANET, intelligent transportation system
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stsf " cOYMr L EM' d3H‘QLSJ ) EM' tolz.
s d&zd &3OIsIs T -slsdzlststsdzdz;ts d34 dz fl]Jdef]lStGdZOtB Is j d
Yn24Mm' HjWe]2 'vdagy DydRitc'B OMYy © f OtceOd3j Istcdzj
nh* da.
-bolstsdBBOISISOdzH T oIz : My dzmtste CEtemJ I

¥ ODHO22 dzOte" dz Qo IstsBOIsIsT sl toH j
YORBISOBOMr L jlslz ypdaei BOMY Otclz X1l
d
H

Dtsted € ®©Is G (
BOMY Otelz ¥ J

/\Jtslsq’Gthg’@'ls Y sL OlslsOQteHr W B t6€ J
sjls" d2 MOk N2 d@gGjd Isr wOIsY
bolstsdBOISIsT Hd MY § dzemj tedzj te: Isr wO2
Ddz BOY'" dzOk Y pbpdzgj YdIsS' ' Lz nh' da
4J dzelstedzOte d3gj dz Y "t dzD'" dz@ize" e iy’
HitejCIsjte' dz dzOY IsT Zoyr s tcj ) dd3
St dzOIs ™ dzD O dz.

- 0Oz Isd € Odzr Y BODHOted&zOdRZOdz" y
IsOdzH O2 H T, EfMmMk h OQtelslsOte” dz BWISC
" odzf MlsOte B Jjtoj H' .

1 Oy " &zOE

nousa 3 knanaxa pacxopomMep

&> (% ®
(% D

C

‘)zhy *UentpanbHeiii Bnok Ynpasnenus
1 MEgosOodzOlzd X dzf 02 Cjhjdzg dz' w M

10BOdZO d ' dzr yO2 NH2jdzjte' & W Otls' yhr dr yls

pdz' d3H ' 'BOO®GY dZzOkZz' JYUls0O2 dz EM' clz Y ODHO
DCJdzj H'
2){ d MtemMIsOtH ' I dzy d3H 4 Iz : d4zOtlz a3y 2 OL " Y IsC

Isr wO2Isyrhilsr Is"ilsr dzzHr OL O2IS0OH" .
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3)s &z BOIslsT W E

Ef' ttkdj

a3 3¢ T dzH €
4)polstsBOIIsOdzH ™ oz

LGJ tolz' dzj OUB@A " didddz dis - Iz | o2fy "teLlswy™ €
BJte] H'
A D dzf

)I r
BOMY Otelz:

(

1 0RO dzOkLd Isj R d

Nd W dzZHjIsjH' YpDdzal Y'LABIBSCjtedzjtcH' W Is"tcOylIlsr Btdzkz'
1 OBOdZOEZd ¥ "idar Oy azkEGidc H ' EfM' ke EswISshO2diz tsrO0 H
H' Misj te d3d dz2 Y N2jdzj toH' Y BdZH OdzOIs" dz Y sDOte’ Is J
h Qtez O r dzf O EdzH o' M dz2' w Isd’' d3H "' dz' ¢ ° By dz-s"tcOY IsT
Oy Edz gz’ w MO OMr d&3j dz MOdzr dz ) Oy MOtlszDO &Il GBS " dz
Nh* degtej pjfn' Edz’ BH' dz' ¢ BBy OR dz HDAZ YpDdzj fj dz oBH'
N1 odzr 3y 02 Cghjdg dznj 6’ Okzr dzh Otz Oh r dzr y HOY'™ dzH Ot 0z
DL "tedzjz2 nh " dz €jdzijfmp' HjtejSCIsjteH' Y JdzOk >y bpdzj IsOdzH
2 Cjmisgzr yO2 HOY'" dzHOW" dz" W E dz'del3p’'Ldz'tedizjdz sHig dey Qlds
r dtej €Isj te
bt ZddiB( - 02O yDdzj SGY' ©OY IS B j OGO
HjtejSIsjte| -0 dBBjdz Issf" tcOY " d&zZDOdzH '™ dzf DT

-} Ote" YIsOdzH ™ telz ( 4y Oter ¥y Y Otey "™ dgH'™ dzr D'

-C0O2 SCtsdpyj desteOydw fyr
I BdkEcdY ] -0k’ dz " OwzON ™ dz D WS H Biz) teh Ot d& MG cls |
HjtejClkjte|-pfM' BH' CljteH' W EME CjLjwHjt

WdLdsdsecdwd' ¥ 0Ok btedzj o ( &5 O dz
petetslsjndza( -u" WORAISY'r N IsOtoH " W HJ\’JGJQdZJtG a3 dz Is1
HjttjSlsjte| -ukOtek (Sedzj s Bjde ' & ¢ )

-Bls" D" Lz DH' Misjte' d3djdz tejyddH ] ts
vOtedrnd ' -bIsC j dz BBOLM' dBH OtcH OO’ E dz' dBH ' dz' C
HitejSlsjte|-Ede dsn' dz' $Cj pwlslitedr WOSCkstedzOteH W
CCtdsBIS ( -6 MztemMsODO hr O dgH Ots ( Mz, k' wO2ls
HjtcjClkjte|-ctelsiitedz €' to' M’ d2' € Hjwej2' dzgj dz ¢ Gt

rrdzr 302 HOY'" dzH Oter dz" YOIZE dg udgHj fiflz' dg ' dzL ‘Bdsddgyz 1 h
HjtejSIlsjte Oty dzf Btsdzy Oz DH' Misjte’" dz YBdzH OdzOd3" L . )
DH'f) Otyr dz@ Btsdzy Oz YOMO2 B L .: 1tsdy Ok yu2jiMm" dz bt

3 Cimbsg Ok Yyn2ijMm" d'vw pL tedzikz DH'® MIsj te’

CH' Milsjte’
tdeteymMmdW-uarLryYlry twjetejmmdw: B t6 daj d&3j My
BSHjt H] OttOm" dzgH ODr Y OLOY O &5 Y OIls' dzOf 11" ' dz

-sEfdgunh jdz' € tejetejmfipdw: MmrLrylsrty jd
ZjJh" &3 OD SJLHJj2MfMBY ts to d3 O da: B ' todz M J h jely v d
BBy dz Oz OdBsdzy Odgdz" W HDdzH' ¢ ' dz 4 OY MOlskz.

-Gradient Boosting: OdzH" wOT I dzg *

Oty dz Ndzg' dz2 Oy MmOtelsk.
142tstsdz,HfY Mul til ayer Perceptrons ( MLP) :

N d dz' dzj te Y Olst dzOfglw@tgHzr 11 h " da

D2 0O dOH gy dgj 2 tztsdzj 6 ( RNN) : EOY

Ybpdzl fOtcOdj Istedzj tcH' W ELGJjtlz HJdAdOBI
o dz" Y [- 1T je M L' C ]jdz0dzPp0O j D" dEescd
dzj 2ttsdzH " YBjdz6' ' LH Slsjte Bjde HDdM' L H' Clsj tedsy
N dz dzjte |- CWf jtslsls' ¢ B' d2 kH' B' ' Cls' tokH"

dzj G' LHjdzG jdz Y2 jdzjte MOLOf OO Y
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rrdzrn Y02 ¢Cjhjdz d22 W HOY'™ dzH Oter dzgr W E dzg' dzgH ' dz' G
JBj M daj 2tctsdgH™ ¥ Y jdz' dzjtc DH' ' df 2vcsddeHO dgH " W . dz'
B'tcy OlsOtc Otelsr yhr dzn YIsOter B Otc, B"dz tdzOtcHT D
Btsdzy Oz IsOf Mr cdgOdzOter nh'*dz ytsdzO22 d JIsjH" . [
Dtclsll tcdz' f OtcOd3j stedzj 6 (Isj 3 J cOskztcO, r dz0O OdzH ' ¢
ClHteHjdz Ypdzgj Mroerylr jdi3ifMmM YOl dzOMIsOtcH™ dBSH

rrdzr 302 Cghjdzg v HOY '™ dzH Ote Edz” d&3H ' dz' ¢ ' dz
ftosyjmMisjte" dz W Odzéstcdlsds® 3 ¢t ¥ybpdzgj 1 hror

s"te'fm Mde dzOdzH Ot :
) 20O Ij B jtcOlskztcOMmr .
) 3 d&z0 @.dzH " dz'
) r Otery yOtODr dzgH'™ dzf Or .
rorfm MdedzOdzr : Edg’" diZH ' dz' G

4| Fuzzy Logic Designer: Untitled = O x

File Edit View

[
PO
Temp s
> > o
(mamdani)
Hurmidity -
- -
X T
Light
FIS Mame: Untitled FIS Type: marmdani
And method — o Current Wariable
Or method max _ | || mame “Yield
T tput
Implication — o ¥ outpt
Range [o1]
Aggregation = "
Leizziemin centroid s Help Close
Ready

2 MGy j&jif &scdCOd ysdHOdOk' d

1DIsdy Jdzjte o3 dz ISOdzy " dzOkz dzOte.

ddzr' vy JdBIfM dtsedtcOdzy ¢ t' Mmis' Bisdzy Ok 12y
yodzgf tsdzr w ryYylsddiz3Odz ¢ @& Mmish dzdzC O O b 5] Y getc Olddz g
PzOdz" W " &ZOOdzH" dz" O Y pDdgJ Y Otry YOty' dzH'™ dzf OF
Is J d31]’4ts®lslzte@fr]f H{DQp' Istg j €Il dBeD ddg' G OEZ OO CE BB S Isd
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4| Membership Function Editor: Untitled - O x|
File Edit View

lot Doints:
FIS Variables Membership function plots = =" 181

m Low Medium High

Temp Yield

Hurmi dity
Light
=
input variable "Temp”
Current Variable Current Membership Function (click on MF to select)
Name Temp Wame Low
Type input Tvpe trimf ~
Params
Trrre [0.40] [0 0 20] |
Display Range [0 40] ‘ Help Close ‘ ‘
Ready ‘ |

3 MW lsjkfjwcOskcd §OwOddisis ' Oy’ k' €09 r to

bzOdzr W " ZODOdzZH"™ dz" O " dz" ¥ O2 Cihjdz dgHj G° J e’ d
BOWT LH"T fOtcOdRjIstc Btsdzr f IsOBr dzOH'™ . 1 "dzf wO' t6 dztsG
StclsOdzr ¥ OD" d3HOD" Y ODHO2" dz Y bDdzgj dzOE NIV Isdgd@EZOC
r dzZDOOdzH T dzr 0" dz2 § O2 HOWZOdZOH T . O Isj B jtcOlkztcOMmr |
BOMYO §OtcOd3j stedzj ted3j dz B ' t6cJ OEPOY IddrD Oldakze ‘dafiz0 " »y @M
CE®RISIsigMmMjn’ (4 Miktil) .

4| Membership Function Editor: Untitled - a x

File Edit View

lot points:
FIS Variables Membership function plots oot poin 181

N Hedum High

Tﬁmz Yield

Humidity
Light
=
input variable "Humidity™

Current Variable Current Membership Function (click on MF to select)
Name Humidity Name Low
Type input Type trimf ~ [

Params 00 40 |
Range [0 100] [ ] |

|

Display Range [0 100] ‘ Help Close ‘
Ready ‘ |

4 MbEgEkg® " ZOOdzH' dz' ¥ § OteOd3j Istc’ d Ofply ™ dZr ¢ B WO dz82Pdz W &z

r Otcr YIsOdzH " tclz Y Otey " dgH ™ dzf O N1 odzr yO2 C4qhjdz dzH
AN2jM  dzHje" dgje' ' L' fOttORjIstc Bsdzr f IsOBr d&zOH'™ . [
HOBL "™ dzO, -0V SEZEGOH ' W W dL dsdsedw dr v S 12 ydejkjdmitc J |
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EsecdSOd Y NN2jH] §02HOROMRE sd'w ¢ t' M’ &
Btsdzy OsH Ote 3 OMOEZDO BIBE dzh" & BJtedJH' (5 Mkl
4. Membership Function Editor: Untitled - o x |
Low Medium High I
|
Current Variable Current Membership Function (click on MF to select)
Range 0 1005] Params [0 02e+04] |
Display Range 10 1e+05] ‘ Help Close | ‘2
Ready ‘
5 MLitc@ts' v lsOdzH'™ ez y Otey ' dzgH' &' O § OO Iste’
Wl dzC yqw dzOter
bdzr Y JjBif dscdSomrfy MAQg@dgH 0L (OO
r d&zZ0OdzH " dz' O YbDdzj Y Otery yYOtyr dzgH'™ dzrf O mMdwylr
ted Is' dzH | Dtej SJdlIs JlIsjgH" . I "dz OOD" dgH OO EmMkz ¥
BSdzy ODO &I B dzh' € BjjH' (6 Mkwil).
------- = a ) x

4| Membership Function Editor: Untitled

File Edit View

FIS Variables

Temp Yield

Humidity

Light

Membership function plots TIIETE

181

Medium

High

output variable "Yield”

Current Variable
Name

Type

Range

Display Range

Yield
output
[0 100]

[0 100]

Current Membership Function (click on MF to select)
Name Low
Type trimf

Params

[0 050

~

‘ Help

Close ‘

Ready

6 Mkejlds ggis'dzy Ok Isd ' Mmls' dz' ¢

Ote

Wz dzC ydw dzO

rrdzr 302 Cjghjdzg dznj g Okz" dzh Otz O r dzr vy HOY
YN2im d'w jtojyddzjte' :

1) ¢2z0 Isj BB jtcOkzteOMr Ised3jdz, OO ' &ZzDOdzH ' «
sEd3j &z Btsdzh©®, tdzHO hr Or BH'"™ d&z" ¥ IE R dz B sSdZOH T .

2) [Gitc OZzBOMS | i3t ig L@Is@, OO r &zDOdzH " dzr
YOtY" dzH" dz" DO BtlsOh O BtsdhO, dHO Ed' &3 BtelsOh C
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3) o0 Isj B j tOlskztcOMmr Y s00ter Ok o r dzO OdzH '
Y Oty " dzgHy D Ot BtdiZzMO, dHO Ed d3 Y tS00OK" BBEZOHT .

4) o620 i@ jtcOkztcOMr" Istetedg @F O OzOdzfy d2p@tdZHY dy @tc )
StelsOh O BtsdzhO, dHO hr Oor GZH" dz' ¥ lsOh O BtSd&ZOHT .

5) ¢20 Isji®kfjtcOlskztcOMmM GtlsOh O, OO " ZOOd&H' dz' D
Y BOOter BtsdzZMO, SdHO hr Oor G3H" dz' ¥ BelsOh O BtSd&ZOH' .

6) o zO sj BB j tOskztcOMmr Y50 0ter Oz®t" ¥ dzD O dzH !
YOty dH"™ dz@ O Ised3j dz Btsdzl©O, BdzgH O hr 0" dgH" dzr v lsO
7) o0 sj BB j tOskztcOMmT stelsOh O, Ok 0o r dz0O OdzH !

YOty dghnlsElzzpdz B sdzlm©®, SdzHO " r Or d3H' dzf ¢y StelsOh O B ts5dz

8) ¢oEO Isj BB jtcOktcOMr Isedjdz, OO " &ZDOdzH' dzf O
Y BOOter BtsdzMO, dHO Ed &3 BtlsOh O BtSdEOHT .

9) ¢oEO Isj B jtcOEtcOMr Y SO0Ot', OO " &ZDOdH' dz@f O
StelsOh 0O BtsdzlhO, dHO Ed' &3 ISE 3] dz B S dZOH T

10) o6E2O Isj B3 jtcOlskztcOMmM"r I©E®Rjdz, OO " ZOOd&H' dz' D
SttlsOh O BtsdzhO, Btsdz@@®" hr Oor d3 OL

11) [Gjtc OEZO Isj BB jtcOlskztcOMm’ stelsOh O, Okz0O0 rd
YOty " dghnlsElzzpdz B sdzlm©®, SdzgHO " r Or dBH' dzf ¢y StelsOh O B ts5dz

12) dz0 Isj B j tOlskztcOMmr stelsOh O, Okz0O r dzo OdzH
YOtY " dghy O Ot BtSdkZMO, dHO Ed' 3 Y500t BBBAZOHT .

13) O¢ldsj B J cOIskzteOMmT IsE d&3j dz, (0} 40 r dzDOdzH r dzr T
YOty dzH' dz" Or Y ts0Ote’ BtsdzhO, tdHO h " Or iBH'" dzr ¥ Btels

14) o0 Isj B j tOlskztcOMmr Y50 0ter Ok 0o r dz0 O dzH
YOty " dzghy O Ot BSdEZMO, SdHO Ed' 3 Y500t BBAZOHT .

15) o0 Isj &Y jitad@ s z O rIlsEod® dzH ¥ dzr O Y50 0Oter
ddzls j delfdols® dz' ¢ bEdj dz Btsdzl©O, tdzgHO Edz' &8 OL B 5dzOH

I"dz jtjyddzjte Dtelsll tcdz WOCIsstcdzOtcH™ W EL Otc® D6
pMjtgMmdf ¢j OdkzzoO CedjSlsjMmjH", Odzr v Jd&3ddMm dzsed G (
BsHj &ZO2 o OM

4| Rule Editor: Untitled = ] X

File Edit View Options

R e b B Sl bl et e L L Ll L LI L L
. If (Temp i3 High) and (Humidity is Medium} and (Light is Low) then (Yield is Medium) (1)
7. If (Temp is Medium) and (Humidity is High} and (Light is Low) then (rield is Medium) (1)
8. If (Temp is Low) and (Humidity is High} and (Light is High) then (%ield is Medium}) (1}

9. If (Temp iz High) and (Humidity is Low) and (Light iz Medium) then (vield is Low) (1)
10. If (Temp is Low) and (Humidity is Low) and (Light is Medium) then (Yleld is Luw,a (1;
11, If (Temp |5Hed|um and (Humidity |5I|ed|urr| and (Light i

13.If (Temp iz Low) and (Humidity is I|ed|umf and (nght is High) then (Yield is Medium) (1}
14, If (Temp iz High) and (Humidity is Medium) and (Light iz High) then (Yield is High) (1}
15. If (Temp is Low) and (Humidity is High) and (Light is Low) then (Yield is Low) (1}

If and and Then
Temp is Humidity is Light is Yield is

Low Low Low Low
Medium Medium Wedium WMedium
High High High High
none none none none
[ not [ not [ not [ not
~ Connection Weight:

Cor

o and 1 Delete rule Add rule | Change rule | <= ==

| Ready Help | Close | ‘

6Miztjplely i ' dz' Sls' BBdy Ok yHN2ifMm d'w jwjy.

rrdzr y02 Cjhjdg dzHj G’ HOY' dzH OteH™ W E dg’ ogH ' dz' ¢ '
EZsec S OD0O dzj6' ' LH]JdGjdz BODHOtedzOBO ctOWdEIsjteH ™ W E
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Bihjd ¢ WkdSydw kot d  BieZ L'z’ of Ois©@dg) Isde dzj e
jjjidite & odLEOddL OydY ZOEZDO CeEdjSlkjmin' (7

4 4| Surface Viewer: Untitled — O X

File Edit View Options File Edit View Options

Temp =0 Humidity = 50 Light = 5a+04 Yield = 50

;

D om w motm s W N =

=

12 [
13—
14 [
15 [

| |
] ]
] |
| |
| |
| |
— ]
—] 1
] |
| |
| |
] |
| |
] |
1 |

X (input): Temp | ¥ (input): Humidity .. Z(output): Yield w

[

[

[

[

[

[
=
| o
[

[

[

[

[

[

0

HT;T";E

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
40

X Mesh Points: | 45 ¥ Mesh Points: | ¢

[ ] ‘H]

‘Innut: [25 65 40000] HleD ints: | H left | right | down ‘ ‘R . Input: [Nal Nal Se+04] HP'DWD‘"W 101 H Help Close |‘

[ [ |

100

7 Mtz Y02 Cjihjd dzghj 6" HOY'™ dzHOtH'™ W E dg' BH'
Zsc S OD0O dzgj G ' LHjdzcjdz BOODHOtedzOBO @

Dister IsT .dzH '
rrdzr 02 Cjhjdsd dZHYWGE dzZH®BY "™ dzZzH Otz B Sdzy OkzHT™ W

dzj 6" LHjdzejdz yn2,jfMm dzOVY IsT Bisdzy OsH Ote 4 OMOLk 1
ELOKGO pDtjCibkkimMkz' dz jMEjtejls'" dz YEOLISr YyY"ttOd
Isj B j cOEOMmMr, OO " ZOOdzn" dzr Or Podzy sy OL"
f O2 HO&zOdzr dzH " . I1"dz fOtOd3jIstedzj tc ' dzr 3 O2 N O
sOB" &ZOHT' Yy Ddzgj EfM'  BH' ClsjteH' W EMk' djd HOBE' d

J"dzr WOt dzsedCOdz' Y NN22J KB &ZOdZODO Bl B¢ od

1) 1 jdze'" M LHACL CKjdzj e g3 fizlh jdz' © WEkdeS y
JtojJdzj toH f O2 HOdzOdzlz sz ‘fr]‘LH‘le‘w Dtols Il tcdz
B"dz yn23jdz ELGjtd3sj dzZ Y ODHO2&ZOwDO & jd3H' XD

2) [ BHjd ' C QIItGHJdZ splzj dzH "jdB D5 jdig e A
f OtcOd3] Istcdzj tc &3 &z € mls® dz' ¢ (Dt;;(Dfr]fdzH(DDr cn
Btsdzy Oz % OMOEZODO d3||d3§'dzH‘Q BJtejH'

3) [ dted CIsjteH " W odLEOdEJL Oyqw fn dz Y Od3ls OBC
MrLBOkzOter d&jdz BJlsls' € Mmr L B OdZOfMgl * dz'telsdl jic dzy O df@3c
YOYMmr @Oy ki dzej CedjSkijmiH", B"d BOMYOKE

4) t dMteMIsOteH T SWUISO2 &zOdzH " Iz : C' o' MIs' dz' €
fmMdwylsr el MzteMlsOtcH T f O2 HO&ZOdzZH T SWIsO2 dzOdzH T e
AlsOHT YybDdzgj Nr Orf dzH Otc OL OWHT .

pdzr' vy Jd&3ddm dzsed S Oder §f O2HOZO®ROIS" dz bpL ' tedzj d

CJhjdgHjte" dzH j G Okz" dzh Otclz Oh r dzr y ftesyd Misj to' dz
sOB " dZOH T . Jdz € ' Mis" &z €€ DbDMjte Jjlsjls' dgr dzgj ¢
SWUISO2 zZOdzH ™ ez DO X D dzgj EdzH tc'' ) Isd" dgH ' dz' ¢ ' dz O

¥ OMOEZDO a3 &3¢ © dzgH © € BJtodH' . M Jed SIsd H ' odL
f O2HOZOdZEZ N r ZOteD O Is"tcOYIsT Y bpdaj Edg BH' j &' dgh
hygh' &BHj B8 OO®' &E d3j SIsj MjH" .

129



DOLssd mOBOthr iyr - 1ISENLIBOBD8L7(PENE 2 5 The Bulletin of KazATC
l iMmlsdzd ¢ sOLduvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

Crr4Rruvu[t

[ 1] 1l jstesMmtse 1. o . Viists?2 yd o tsilsm O te KHSDM dzO B
AOCIstste 3 @00M.

[ 2] C€eddz MSd2 R. 8. coolstsdizZOdL Jtctseo Odadz j MmdMmls
ggtéSSS_gilﬁéﬁi%dsd fsHOud d 7k s shdjcdsf ] L o ©ustze [, J dzd dzG t

N .

[3] I1s6fStseduy |.d. c¢cooltsd3ObdL Oydy Mmdmisjd o
IsfSCtsody 1. 4.0 .| BtgHdgdj®0 [ . v BBo@Pdeds, 2012.

[ 4] 1 24 9, S . R . polssBOIsdL Oydw mMdmlsziwy Bo sH 5
fsmMsedy / s. R. tdzjdds.; ¢l.dzQH.d dgf "E.dz@®H.J dzadcts dzRls e ™ |
l dzguv, 2016. 224 f.

[ 5] 14d2Ckdztse  u . t . SHEsMdzOB Y JdzdY d o BHEBEIS
]l ZOHd 3. s tffig. Bdz J . chUdzO dRzglssdzpEs9. -. 224 M.

[ 6] ¢wmjdzse, 1. . dnd 3" MMy d3 fesdL o sH
bptemjdetse // wdBdtemC 5] RdszdZJtGdzisJ 18 6t

[ 7] RoOdtse | .1 . ) tesctcOBBRBJictso Ruggip . dztfigdhugp 6§ d
#Odzsdz 1 6356 2.2 0.

[B] f O¢C M B yJ e sc fcOrRBBdIso Odzedd dzsecduyud MSdr SCtdsts
fesmsedy / [.RrR. [OSMdi" wie, T¢. L. [[od R]WBES I . ¢ .

O] 1 JoL Btese O, o . 1. ¢9lstsd3®lso[L oydw Is,;ndztsdzts
otsHBMdzOB Y j dzad W d  Sdfids@sad L Qyteiigts B gizjupjrestc s ® O dzfiff .
Cs@dilzdzd C OYd?2 4 myf. 1 FlszOdctiz@paRdsjidg’ dzts ta lzjfifizl Hebts fif).2 02d2 .

[ 10] rOdzindfm | . u. bolstsdBOIL Oyidv. :d solEHtOsIsthtg +
vtej BB Odzd2102 61 2.

[11] A tets G, I ]l sHdef SsHiEdRb s R Ose /zny.j B I Afetsc,
[csMC o9 O: RLHOIjd et ¢MiMsydOydidb Offfistdisd Is j dz@ dz" = o

[12] ]l sHBfSHGESIsS9C O HdVW ¢Cu. ltes] Ssdqetso Odzdd
EmMisOdztse € d : EyjBdetsjy §sfsedj/ 1. ¢. @ tg Jtedndf(ds;j Is v 5 ds
stsdi3MC-o SREBBME e fodzdlsj ndduyjiB8sis kdde jtthdlsjlsoO

[13] | sHsf SHGEtSIsts9 € O: 4 tOo sydzd ¢ . /1 BH ted H. +
dbCOHJBdd ftesd3 M dzj dedets?2 +[C.s:dzEPed@B e 1200 1f).dzd S 59 O.

[ 14] mOdzlsktcd @zrts 9o &zx@.BOWOH BPSHGE ISt € O. t Ofmfud Is
fsHL jd3der 7 o tsH  H-fzff s GjtoLrwh? Mgl j dzdzts 2y j B dats § f sitse d,
MmO dzls z tc d dzO, U . ¢ . s zted dzd dzO, [-Is - 8 tc Ofiydztic'8tON Us:0 Ot A W
2012.-2 74

[15] t F B Odets o , d. 0. ql_,[lelsizrgfuc;l@Qdmwz dde stedzOydd:

[ Cdzjy Slstetsdzdz” 2 6 Miztem] : EyjBdetsy §smsedi/ ¢. ¢. tr
l sdzg Jid s, dzy MCd2, 2019.

[ 16] ZORdH| [ 4 = G Odz, [ stelsjL O utdzlsOdzd, mts iy,
GdHtetsls ROz Op j dz' Miso tipts, 2R&B OB nEHHi a Scr

[17] 16920¢, 1. [OLjdBOduimSd) ftoddydyfr day
18900¢, R. 1 jtWddd js@Co®: ABYUSBBRPHLR, M2006.

[ 18] sOttd3Odesea, R. J. RMftsdz Lo Odedj dzgj yj st s2
2 uJ efslets siHfigfSus ) § sMtse d j /OrRs OU O dz's: O&aiortzs® B201 ..

REFERENCES*

[1] Petrosov, V. A. Ustojchivost' vodosnabzhenija/V. A. Petrogowar'kov: Faktor,
2007.7 360 s.

130



DOLssd mOBOthr iyr - 1ISENLIBOBD81L7(PENE 2 5 The Bulletin of KazATC
l ifmlsdzd ¢ sOLdbuvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

[ 2] Jegil " ski]j Il . S. G¢Avtomat i zi rpooveasammy e
podachi [ r a s ipberendradl Strojizdat,denngr. digies 19881 216 s.
[ 3] Popkovich G. S. CAvtomati zacij a S s

Popkovich G.S., Gordeev M.A.M.: Kniga po Trebovaniju, 2012.390 s.

[4] Zuev, K. |. Avtomatizacija sistem vodosnabzhenija i vodootvedenija: ucheb. posobie /
K. I. Zuev ; Vladim. gos. utim. A. G. i N. G. Stoleteyh.1 Vladimir: Izd-v 0o VI GU, 20
224 s.

[5] Zejkulov B. R. vodosnabzhenija i vodootvedenija: ucheb. posobie/K. I.Zuev; Vladim.
gos. untim. A. G. i N. G. Stoletovyh. VI adi mi r : VI GU, 20109. 224

[ 6] Arsenov, V. G. ¢ Sh eardyo ssn askt zehne npirjoa €z/v ¢
/I Sibirskoe Inzhenernoe Bjuro.

[7] Ivanov V.N.Programmirovanie logicheskih kontrollerov: ucheb. posdbié.: Salon
Pres, 2020i 356 s.

[8] Maksimychev, O.l. Programmirovanie logicheskih kontrollerov (PLC): ucheb.
posobie/ O.1. Maksimychev, A.V. Libenko, V.A. Vinogradov.M.: MADI, 2016.7 188 s

[9] Nevzorova, A. B. Avtomatizacija tehnologicheskih processov sistem vodosnhabzhenija
i kanalizacii: uchebmetod. posobie/A.B. Nevzorova; -Mb transp. i kommunikacij Resp.
Belaws', Belorus. gos. untranspi Gomel": BelGUT, 2022 151 s.

[10] Zhandis G.S. Avtomatizacija i vodootvedenija/Gordej D.M.: Kniga po
Trebovaniju, 2012 210 s.

[11] Frog, B. N. Vodopodgotovka: uchebnik dlja vuzov/B. N. Frog, A. G. Pervov.
Moskva:lzdatel'stvo Associacii stroitel'nyh vuzov (ASV), 201407 s.

[12] Vodopodgotovka dlja AJeS. Proektirovanie ischet vodopodgotovitel'noj
ustanovki: uchebnoe posobiel/ V. A. Kar el i-n;
vo Tomskogo politehnicheskogo universiteta, 20128 s

[13] Vodopodgotovka: Spravochnik. /Pod red. d.t.n., dejstvitel'nogo chlenaekiiad
promyshlennoj jekologii S.E. BelikovaM.: Akva-Term, 20077 240 s.

[14] Halturina, Tamara Ivanovna. Vodopodgotovka. Raschet stancij vodoochistki
podzemnyh vod dlja hozjajstvempit'evyh nuzhd: uchebnoe posobie dlja vuzov/T. I. Halturina,
T. A. Kurilina, O. V. Churbakova; Sib. federal.tin Krasnojarsk: SFU, 2012274 s

[15] Rybanov, A.A. Metody analiza nechetkoj informacii: kurs lekcij [Jelektronny;j
resurs]: uchebnoe posobie/A.A. Rybanov, M.V. Fadeeva; VPI (filial) VolgGTWVplzhskij,

2019.

[16] Shahide Dehgan, Morteza Soltani, Hossejn Golami. Nechetkaja logika v
gidrotehnike- Izdatel'stvo: Sciencia Scripts, 20280 s.

[17] Novak, V. Matematicheskie principy nechetkoj logiki: uchebnoe posobie/V. Novak,
I. Perfil'eva, I. Mochkorzhd Moskva: FIZMATLIT, 2006.0 352 s.

[18] Karmanov, I. V. Ispol'zovanie nechetkoj logiki v inzhenernoj dejatel'nosti: uchebno
metodicheskoe posobie/l. V. Karmanédv.Kazan': KNITUKAI, 2021.6 80 s.

Gulzhan Uskenbayeva,PhD, associate professdr,N. Gumilyov Eirasian National
University Astana, Kazakhstagulzhum_0l@mail.ru

Yerbol Ospanoyv, PhD, associate professor, Semey, KazakhZ@oga@mail.ru

Aliya Shukirova, PhD, associate pfessorL.N. Gumilyov Eurasian National University
Astana, Kazakhstam)iya.shukirova@mail.ru

Nursultan Laiykov, master student, L.N. Gumilyov Eurasian National University
Astana, Kazakhsta2001lInk@mail.ru

Dilnur Khakimzhanov, master student, L.N. Gumilyov Eurasian National University
Astana, Kazakhstahdilnur@gmail.com

131


mailto:gulzhum_01@mail.ru
mailto:78oea@mail.ru
mailto:aliya.shukirova@mail.ru
mailto:2001lnk@mail.ru

DOLssd mOBOthr iyr - 1ISENLIBOBD8L7(PENE 2 5 The Bulletin of KazATC
l iMmlsdzd ¢ sOLduvs -~ 1 ( ISSN6279658Q200n1me) DOI 10.52167/16091817
vestnik.alt.edu.kz

METHODS AND ALGORITHMS FOR DEVELOPING A SYSTEM FOR
FORECASTING CROPS YIELD IN A GREENHOUSE COMPLEX

Abstract. The article discusses methods and algorithms for creating a system for
forecasting crop yields in a greenhouse complex. Attention is paid to modern methods, such as
machine learning and big data analysis, which allow taking into account naaxsfaffecting
plant growth and development. The developed system combines various data sources, including
climatic conditions, soil parameters, light levels, and irrigation regimes, to create accurate
forecasting models. The proposed algorithms and rdsthoe aimed at optimizing greenhouse
management, improving resource efficiency, and increasing productivity. The results of the
study show that the use of these technologies significantly improves the accuracy of forecasts
and contributes to the sustaitedevelopment of agriculture.

The basic principle of fuzzy neural networks is to use fuzzy rules to represent knowledge
about the system. These rules are based on expert knowledge or data and have the form of "if
then" where variables can take ambigueasues. During the training process, the network
adapts the weights and parameters of fuzzy membership functions to reduce the forecast error.
Training can be carried out using algorithms similar to those used in traditional neural networks,
such as backppagation. Fuzzy neural networks are a powerful and flexible tool for solving a
wide range of problems in the presence of uncertainty and fuzzy data. Their use allows for
increased accuracy and reliability of forecasts, improved control of complex systeths,
deeper understanding of the processes being studied.

The advantages of fuzzy neural networks include their ability to handle complex and
nonlinear relationships, their resilience to noise in data, and their ability to interpret results in
terms of tizzy logic rules. This makes them particularly valuable for applications that require
high accuracy and clarity of results.

Keywords. Forecasting system, intelligent control system, greenhouse complex, control
algorithms, data processing.
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sUOdzikz "OttOdzOter dz@ C jHJjte' Cjdzls' tejuH' . [Mmr 3
(1 dzj SbtcsRBIBCtOW W) Otoy r dzr BOY'"™ dzOdzOIs™ dz 1 €L ¢
MdedzOdz" dz OtedzO2 ' My dzMtste Oty r dzr Y OB " dzH O ,
BOMY OtczH"™ tgAH'j.C jutOdgrd3j dz Y Ols Ots, swodzZsz fttsy,
NHh' dz OtedzO2 " s27 dzgHT Y L dzj &Bj dzls " Mmr odzr dzH T . ¢ dzO (
1L CLBMCj dzf Sis” ¢l hd ¢ dzO dz’ Otey " dzf BOMY Otclz Y
dzpIsdy jdzj o' dz2 4 OY MOtclsy @zdzD B @R ¥y Odz@ iz BWER ,¢v Y
BOMIsOE nh*"dz dzgjBpDtc' 72 MjSkdzH YOy Jjls,y OOda jR[' J
LCLmMCjdzils y"d3r M dzr W -y OdztH'j 2 § tzH ‘Ot 'O} 'Isr dz0 @ dz.d3
YOOHO2" d&zH O IsjtOf jolsm' L f O2 iz @zxz@ dzz@AR20 O'daw DARQ lziz
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tcj OBddzdlsOydwmr dz" w BOMIsOF YT CdLjw  dzH] YOty dzH ' C

Bl dBC " dzgH ' CIsjtc Bjtej H' . riitelz IsjtOfdwfyr dzO OtcdzOdzD C
YOdzr s NIl tolBH m @dzifj Qdetsy HJ dzOdzd € Ofyr iR3jldr e @dizy Otc kz
BOWT L HT . 1 "tgr dzD T’ LijtelslsjlzdzjtcH] OHOMRdE W itk VYd

Cidzijls" dz2 3 ~nOded S Odzr v yYSLHT tezdzOteDO N2dzj mjls' dzg O«
OHOMBHOWGHT W HOBBOMYO OtedzOzDOdz  SLtsMEjdzils Cd° ¢
Y INte@ 'rLud3B.OMY © B J dzé ' dzf B'tc EZOY"ls OtOdz O dzH O |
Y SdzH Odz" dzH " , N¥Ddzfj BdzOte OHOMAZ W IsOBJdOd Y OHOM dzr
CEtemy IsC jdzH j 2, OHOMBHOtH™ W yYBLODOM M Mr Cnhilsjtec
rtc000" di3j dz Md dAYctsezt @0 BPdeder tstzH O j €' Islitcdz’ Y OH Ok
BO2Y OdzH Odz B"tel dzD T SBEB" YYO YOMOdzOOdz L jtelsls] &
dzpDIsdy j dzjtc OHOMRAE W Itk Y ddidis @diddd&Odaoy r @ Hz2oe30 ¢
BOWT L HT JjChjdz ClsjeBasSIOdE y BHA HMBJ dgpgai ez Isj 6 Of
dzj 6" L B dzZOH " . [ 11] Qo lsstedzOte " fM" dzDOdz [ Wisl Mmis®
(vyJjdveddm¢) v ff Stols -L0J tellsS ISPHEO to & tc DO dZr TqdzH © - G " L ' C
O OteOdz" OF dzH OD" 15 BO&ZO E'L QveY S islg tcdzez) dz deOds r Wt
Okzyr &3" dz Odgr YIsOk 11" dz Bi oDex ttBilslsOdzH' t6" dzD Odz ¥
ybDdzj IstsBT Y BER'" dzH Oter dgr W B"ter dzz B " ter N IsOtc" E dzh j dzH
Hh' dz Soli dWorks BODHOdOROA8Y XOGn OQHdsBRHs Odifry @elzy ts dz
OHOMBRBHOWGH" W Odzlstetsf s stedwdzr' Yy HjtjSIsjte" Odzr dzg" f,

Bpdz' By IslsjteH' W dzgj e L' dzHj Y OMOd&ZOOdz Yy "te" dzDT 1 dzj
Cju Ml Cls* ¢ OO Istcdzj te* iMmdflsj dzn * . Sol i dWor k
disH j dz Y "t dzH ", B"dz dzOylIst fOydd dalsls’ w Odzls te ts {f
f OtcOd3j Istcdzj tcH ° ELGjlszey dgnd3¢ " dzn' & B Jt6H " . 3D B
slsr tor 1L M jdzjls'w ftoslsslsdy Y OMOdzH T . DOY J

BsH j dz' s js'jaztePdzH sdzZmMOk Ok’ BOt dzOkzYy OMmIsOtGHT
Yy MY OtedzOdzz H O. [ 12] BOY OdzZO OolststcdzOte’ dzj 2 tos @B Is &
Y SLOOdzE" dzO@ OtcdzOdzDOdz + SLtsMC jdzjls Y tBOM" Yy OteOMisr tc
Hitl OlOdzOIlsr dz Isj Otffdaky @zdzy & tzlz OdzH zO N @z dzj toH DL "
B OMIs ©dzD O dz. I1vdz IjteOf dw WiEZdeC ydsdzOdzH T NlltolzH"' Y
tcsBBISISOdzZHT 67 ZDOdz X 1N12] Oty dzf NYNLjej Ofmrtr dHr .
B dz BtedzOdzOMIsr sz d3j = Odzd L d3' dZjiddz NHODBISY dySlsljdad O dgj dd to
LCLtsMEjdzisf jdz, Ylteke] OttdzOdzZOOdz Y Il E"' ok ) sSdz' d3j dz
CCLtsMEjdzjlsls" W IsE d3j dzG Owy BER" dzHOt"r dzHO OdzlsT s tc
OWYIsOtcHT W yYtLDOdz fMfr Yy pdzj BielsjL B " t6rtdizs Oitdy daz' dgn Ce L
NNNtecjdz S JLHJ YOLr odz f, Istsdz" Y itz yd¢ dz Y Odzr
Y BLODOdz' MisOte dzj 2 tctsdBsIsstcdzr Y B"L' dz@ MisOter B Otc ]
BODHOtedzOBOd&zOte " nHh' dz tster dzH OdZOH " . CCLBMCjdzjls H(
Blz" dzH Oter dzHOGn " eIl wizipd®djdz j €' N OL r yYIsr yIsOODr f Otc©Odzdzj dz
rsBOdz" W ddgyJdgj tedz" &€ tSter dzgn Oczlzr dz e OMIsOkz nh ' dz fOdzH

r odzf r, DHjBdJjIlsjtoH" htsdzk tesBBISSOdZHT t6r dzD O dz
swOdzlsz 1uh' dz pL' tedzjlz XY Ddzi "Mrrdedd r gzt Wiish OO ds® § H
Y OlsyOder dz Cetefmjlsj H" . I"dz hsdzEHO HdLO2dz Is" ' tor d3+

ypdzfj BYOdzIEZHT WY dolsdy jdzjte' dz 3 Oy MOtwlskz nh' dz ptelsli t
zOL Otc Ok H Oter dzD O dz.

I1"dz B3Oy OdzOHO IstsB" Yy BR' dzf Gdzsw@dadr O @ O%uda®dD P
HdLO2dzr, DL " tedzj dzz® Y pDdaj WEARyYydqosdzOdzH™ Yy Mm" dzOY IsOte
swOdzlszHrw Isd" d&3H " dz' ¢ RBjdz dzplsdyddz dz' ¢ dz Otelsilsr
B34 ~ Oded € Odzr Y Y "t dzf d3gH T 3 D dzd sL Yy BOMQtzlz N2
Y sdzH Odz" Mis OO Isj ndesdzse d W dzOteH T W hjClsjkzdzj te' dz h
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kjtOf jolkljten' W dOyIlsT yYOxjll' d Cljt' dgj B j2
Y OBls Ol ROy MOl jlsjH' . [fr &zO2h O, B"d x"c
HOdG' sSEDO D dEdr IS Bdz VY OvdEfLr 2@ € j dels* sk B2 dzh O
5 OY MOElsZDO ry§fOd jlsjH" .

f OsjtedOdzH Ote d3j dz Ispm' dzH § tc.

1 "dz BEMd dBHJ SUOdkziszDO OtdzOdzDOdz Y " ter dzD' d
DH' b Pu3fzH OdzD O dz. ¢ zoOh yr CJLJWH] Al maty dAnk
JwBe dzH' CC i3 j Az CAPOMOdz 3D BOMr hr DOtk
Y"teOMmIs" tof dzh " . wBde o3j dz Y OlsOte, BOMY Otz Yn22jfm

Dister IsT @zHLY J WH § Al maty Ankl e Exoskel et on
Y"'ter dzOT dzr W W EkdzC yd sz risyj € figh oS tzdzh ¢ Qo dzj - Odz" «
¥OYIs" IsOdzy " dzOdzH " .

CCLEMEC J defjtdsH jJC&YDdz pL " tedzj 2.

Soli dWorks BODHOdZzORBOMr dzZHO® DL ' tedzj dzc j dz I
L LM jdziIs' d2 w CAD d3tsHJ dz' Y50 0ter HDOzH " Cf J
Y t5dzH O tkzidZ0 @0 O dz. CCLtsMEjdzjls BOdzlsr 6 ff dzOIsW stcdzZOM!
sOB Odz  ZOSW StedsOM" Y pDday " Otdedtedz" ¢ Yt dz@ Mls Otk
1 Odzls™ .6 f &zOIsW stedzOMmr Is' L Jd Ofmis™ dzH O tsStc dzO dzOf
ISlsj dzj Is* dz Y ' My " hoOsGlls d3j' iz F GelaiSyclzc@dgd VY D els il e«
h j d&3H j to' dzj BJ2' dBH Jj dzkz G § a3l di3¢ © dgH " € BJtjH' .
NdIils' My dz" dgH " dz' CIs”’ YORBSOBOM" L JiIsiH" . U OE
C'Is"

te g
E dz
Y O
B Jj dzkz * dzgj OtedzOdzODOdz 3112 Y OteOMmlisr o' dz0 O dz.

Linear
Actuator |

1 ¢ @lghaty Ankle Exoskeleton V.2

Ditgl dzOdgfec WL ¢ yYtLOOdMzIslz { dzj 3 dalslsjto® tojls”
YytsdzH Odz" dzOH'T . [ dzOte IstsB' Y BE'" dz@ dzr W Hstefpd W dzj !
19 jteipdw Mmdwylr Y SLOOdZ MisOr dz BsSte" dzis OO P w30 d
Dd3B j BOY hOtdzgdtedzj tc Otoyr dzr BOdzlsr ¢ ybpdzgj IsOB O
YSLODOdZ ) SO SlsstedwW " dzf W HDA&H' 6" dz2 Y OBISOdO0M’
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zOwdzdtedz § Y&sMmr & MlsOt IssB' Y BR'df dd W lsOBdO(

Ndlsd S YN22ifm' dzgj dz s OB Ody fLdDODsd" tfiidsis Qi T IsigOc “Hi IR * cdzcdz Y O
rn2jd' v dsHkzdz H' HdL O2dzr yY"ter dzo" dz@ 4 W' dz r wo(
BJtdH' .

J"dzithsfr)Q;dles swOdzlsz nNHjte'M'd Isd' &3H' Y lltee"’
W kzdz Quq’tsde)dZHfdzft)r f Oydj dzlizls * wOdzf sz OdA Jndzls Y @& H tzj Is
Nd W' dzH JIsd H " .

3D BOMrgy hrdqowlk.

2 MmMEtillsy IssB" Y BE'™ dz LCLtsmMEjdzjls" d' w j ¢ dz
f zOW stedzOMmr (Msdz ¥ OYISO) ybpdzy BOdZIS' t6 f &ZOIsSW tste 3O
- vOBOdz f zZOH Bto@f dzj sls' v IsOBOdZ BEEAZE ' 1OWEHEY
OdzOlssdzgdwdzr v " h'" dgHj Y OMOdZOOdz. 1 "dz BEDZ € § 0O2HOC
) D dzd tej OBddzdlsOydw S jL " dgH J s" Oy Isr dzr viIsr Y Odgls Od
Y SdzH Odz" zDOdz, Bz 3 jVW'  dz pte' BJjt' & BSSAEZOOAH' YIsOdz,
- 1@k o f ZOlsWIAaEO g T W IsE d3j dzG BEM G6' dzj Is* toj ¢
C i3 tsdaj dzls . I"dz BEM SI8'W HL O2dz BOMIS" teH ' Is "t (
Owylsrw edzh jd&3 dzgj B O2 dzOder MiIsr tejIslsj dzj H ' .

2k tgjyle tof Zz0' & W 3D BOMr Y hr 0Ok Mmbpl' dzj

] &ZOW stedsO " 43 D h reAe z Isj rndzsdzse dw i &3j dz FIl ash
ftoeddalsjte’ dgHj HO2r dzH OdzD O dz, B"dz ) tDOter HDdzH " C s
BOIs j tod Odz Y"'"ter dzO" dgf w "L Oy dBjteL " digH ' Y sdzH Odz" dzlz *
Mjdg d3H ' dz' ¢ dz YORBISOBOMr L jlskz 1h* dz sOWH OdzD O dz.

rsBOzOEz CjL " dgH § f O2HOZzOMzZN r dz" W 3 O2 dzf dz" OF (o
a3l 3¢ dzH ' G ° dzj BOM" d3H T Y BJte' dz' sL Y BOIs j tod O
Y SdzH Odg" dzH ' .

3 cktejlly 1C¢LtsMCjdzjlsls" w Mmrorylry 1 dzjSCltedz® €
4 ¢S nhr odzhn O0¢ s dgftediplzidglelOs j 6 CEteMils’ dzejdz. 1 "dz S BB ts
f zOW StedzOdzOte” dz ¥ OZODO2 H T .
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3MkEjis L YIsTy {dzjClted € yjljc'dg w jC' mh

ZOtcdzd tcdzj toH " W BOM" dzO BJSC ' " &z jdz Y" L' A
BZOIs j tod Odz -fia@dizdzls 3 ©H j h rBOGHHE F fdzD O dz. Imdz BEdZ" j Gk
f ZOW stedsOzOtcd3j dz B j &' Iskzej Ypdagj NJjljCls' w Widgs
HDdZH'Ql]’sz BOMrdzrqd hroOter &zZDOdz B" dz € tsBY s dzj dzl
Msjk' d2 YORBSOBOMr L jlsjH" .

1 0M20tlz 312 iMm d"6 Ottndlsj CIskzteOMm’

4 Mzt Isls j 1dz;§lstedz ¢ fmrorylry NdlsjSls' w
Oterndlsj ClsztcOMmT Cetefmj Is' dze j dz. I "dz y"ter dzor Al
BOMY Ote™ dzOH T sdz L298N yYyBLODOdMzlYT'" h HtcO2 9 j tc' d
HtcO2 9 j tc'-H Ade d U jddecgQdzHnfQtcDOO® Mp2C¢jMm L dzj Slstedz” € i
N¥Ddzf "' ZHOMBH'™ O" dz tej ISlsjy 2 H" , B"dz ftetsyy mm 121
Arduino UncD® BOD'Is fjdz X" dzZHOBHT Y IsT Odz' YIsO22Is' dz
Arduino Uno d&jdz L298N YHQRejj%s " v ' YeELj0 Oz Ly

GBI BS ' dzH' § BjtejH' .

rn2j yYOowOfO2r &3 f O2HOZzOdZEh T ddsjteW j 2 M O
y"dirfm "Misj2H" . y2Mlsde f O2HOZOdEhM " DO Y tsL DC
B3Il BBE * dzH * € BJtQJ'H‘. [ -8 O fpld @iL) ldsj’ dtz AryddsudzOdoH O @ n o3
Oty " dzr EWHj d' f, L298N H©O29jtc" dzgfj ' BJ t6' dzj
NdldiSl'w yr"d®r ird illsj2u" . 1 vdz yn2j dOylsr
qeJd3H " dz' Cfjdz "3 i " Mlsj2H", oisls i tyddd3lsYosziHmd dzs

DUt dzOr dgr W Yy " i fmnad 3OMT 5 mMetcjslsj CE
L dzj o3 dzalsils j t6° Bd € tets € 5dzls te s dzdzj te, HicO2 9 ] to, 1 dzj

CEtefjls' dz¢ j da

4 MEB§ECIsted € Mroerylry xjlsjCls' o0zl @z d
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5 Mmktjlklsj {djSkttd ¢ OCkKkOBSEGH' W "L dH' O dz

YU &0 drF CEwMmjlsjH', ©Gd ttjO0BdddsOydwd y x Okl
O tc dzO dzD O dz

(-7 L " ylIsry -ArduieQgUhg; 32298 N YBLOOMISYrh HicO29 jto
4-121tc@yisr -flsys€2 MIEJdS) .

5 MiEpjBls-O0dzO y"tr dzD' My

1 CjfMmlsjuy Mrorrybry NibkjShk'w 1Cfimfjteddsj dalsls® €
Mp2¢CifM dic' L' MdfOllsOBOEZOtE" dzO " tsdzk » OMO2HT . |
fproerybry Xjbjs d3jlsOdyds OelzorOt4 Is tSHoRBRQER(E @ @ X 11 ¢ Is ]
Hd2"'dz CEljtey OdZOH'™ XY Ddaj d30SYIE dFOJd2H'T dz 3 Jddsi JOHBH." O ¢
YyYoefmyrh yjibkj€ ysLOOdM fmMrdrw hjls¢C fsLdydw dzOte" dzH (
YORBSOBOMr L jlilsjH" . 1 mdz oL rGdz Y Y Off @sdpT™ Gsd toy odzpjc ' B
Ctef ) CjtedsjlsdSOdzOdzoOdz, B" &z | P54 MlsOdzH Otels’ B
YOBRBsOBOM" L JIsjiH" . zjCls" Ytsfyr hlsOQtec yYLOOddlsy Tt
WL dgHT O 2@ N jIsCjdaHj tdr YU'dr §lO2HT, BU'd Njljc
lIsdzr ¥ BOY' dzOEZH' YORBSOBOMrL JjljH' . [ t1BO2e0jtc YLkOI

MOYlSO2 Od&OH' .

1 Cj-fpsjrr ylsry NdbjSh'w 1 CMmfjteddsj dalsls® ¢ 3 D dzj
Mp2¢CjM dzgjcec' ' Le' MJdTOlsOBRBOAzZOWGT

] Ot O3 Iste Ul mndzd S Odzr 2 mMmdf Olsl
DEZQIlE L " 12
Or Mm@t d3d Is O dzdz
rnClsiddim L st 1¢ (12)] CjL' dzH
J "L &z IstsgT' 7 ¢ (12 1 Citedal
gL yIlsry X' dzH Od3H 1,5 Mg/ iy (12 ] ¢
DStcQe j 2 IP54
g LT Ylkry ¢uh 50 €¢ (12 1 ¢Cjte
g4 OdzdzO O’ 800 cGts.
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Indz Edd o5 Dtelslited? "L dzH' YlsOOD'  § j dsjOCBls jdto H
DM’ ttjfj, B"d BSHjd H' W § s#h Hde'C IS'Sle™HdzH HT e j 25 C
sder W M gH O 20 12 1 (BOSHddizd) yEOl SEL "

ELGJtejdz SJLHJ, Y BLODOdMzIsyY  h Y Otefyr BOD'" IslsO
Y 5 1040@ T .

1DIsdyj dzjte d3dj dz IsOdzy r dzOkz d&zOts

USB'Y BR'Mdr dz swOdzlslz tsdzf W YySLDOA&zO' hlsr D' dg,
Cjdzls' czej BOD' IslsOzODOdz, B"dz YOdzr fIsr WEd yds
YOy Jls. vtsBr Y BRMdZr tster dzH 02 0OdzOIs' dzO W rtcusHITtsfigZ'
HtemdWdzj SMdw d3j dz  zOdzlsOtW dzj ¢ md W . I"dz ysLDO
d By M, Mdy Bj d YOO sy HEE, s O yustozy ondf v lisJ
nh*dz Hy yYOxJls.

- stemd W ddj €E'MdfwY IsSOB Odedz" W OWYIsTw ' dd ad®dzie" d
[ j&zMOkd D' Y OyMm' kB’ Yy Bk' df dzHO HEEhdW dj ¢ M
DHJIsllOdd ® 0 cteOHEMY O HJ2 d2 Y"tGO2HT .

1 dzOdzls OteW dzj & dgv s OB Odzdz" W ' odz' dzgh j CIsjdz ISE
ZOdzls OteW dzj S Mdwdz" w Y Odz' fiIsr -sPea 6 Oy@ fis DO izt B G3dzOB

vutsB Y Bz dzf dz SWOdzlskz €L " dzH J H tsi teEmb] "W cdz" € vty «
Y Odz" Wiz dz& ydwmr dz yOdzf r dzO € j dzls' telzG § CEMRJ CIsg fi
Y SLODOdZ MIsODO ) D dz sdzOteH"™ W Isd' Mmis’ HJ O OL t
B
¢

+—

ODHOtedzORBGgz@asls | DN Y L 0DOdz' M, cnh ) D dzj Is " tc
ERjSIsjMin', B"d YO20ORZDOdZ OOy OllsOH W
YO2s0 tsteOdzz 1uh " dz Y GG Isc tc @ Hslmfin)d Wopa & jn dF ez Q cid © o i
B2 dzh O Isd "' dsH " ) lije@is s 'd B @E2d ¢ O dz -ly OW H)'O%c Is zO
WikdeC yd sdzOdzu v DtejCjllsjteH' W Cjw Okzyr &3 dz tster
[ BHjd HjteH' Mr dzgOk deplsdy jdzjte® 7 Mmktejlslsj CEtef

6 ME®jmwmaty Ankl e Exoskeleton V.2 Y
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sktcjlslsy 1 CLcMBidegik Powbsadddf" Cetefmd Is' dzc j dz, 1
HistemdW dzj € mdw 3 D dzj f zOdzls OteW dzj € Mdw Y SLODOdzr MisOte
fMr 2Oy sOtc € jL " "dzHj IssBT' Y YBLODOM MIsOter dzZ HDdz BOY '™ dz

CCLMEjdzj sl v dzi ' LG ¢ st tsdzj diWIs $edsordzj Y 2O
(ddgj eydwdzr' vy edzh jkz y©"ter d&zor pr) 3 Ol OHT . DOl CEL
JIs" 1, sdzr W y"lir M dz yYytsdzHO2H', Odz | MU Mmj dzister
HstemdW dzj SMdw >y pday § ZOdzlsOte?W dzj SMdw YBSLOOdZ MisOter
Il H j lzdzhdg 2eH * .

4" dz2OYIsOtc {1 CL M jdzjlsls' W HtstemdW dzj € M QJL‘dZH
f zOdzls OteWw dzj Smdvw CjL " dzHj OwWYIsr w I[IsEd3j dz Isufr]Iz dz B OY
Otey r dzr Y BLODOdzZ ) -28 " tc€ & B®licH ﬂiﬁtsfr]o[WﬁzQan@[ OHIxi]dZJ
f zOdzls OteW dzfn§ g W h I€ jEtes dzj Mp2¢CJiMmMk" ¢ an; dzj H " .
sOBdOd IlitcH] YO2lO0OzOEZDO Il &BE ' dzv " € Jte" f, wYOdls

' dzOY deplsdy jdzjte' Y"ier d&zO' dFF W bBBry Bk d dzF W

Mp2Cjify Cjdzjls' dz' dz > p tzjzH BROOB LY OwPdgh ' 2R j &z’ dz C E |
CewMmjls' dzdjdz foslsslsdyfls' jls' dzh' 6k OLY' d& Yy L 0Od
¥ OlslsT DEdzOH™ W MOf Ofr dz 4 Oy MOElsZDO B t5dzZOH T .

7 MEwyker d&zor dzf w WkdeC yqdosdzOdzHr fyr dzOY Y O HO2!

8 Mktejllsj Mmr dz@y cdAN iG] dzjSee tati j Is' dzg j dz, dz nh
B2 dz" O ELGjte' M' dz CEtGMIIs H' . Rol | YBLODOdzZ I €L
Imdz IsjSMmjte’ dzjls® dz y"ter dzO" dz' w dzgj G ' LG YsLDOdz fy
HJWGEJ2H] JCJdg dz € E tcfipjOdgjde 'Y. s ORI tScihw BORZGIs"Y 'z dZ@F H '

NI2jdg v H dz2Od3d € Odzr vy Y BLODOdz fmr dzO Y Olst fylsr n dzS
B"ter hrdzr w eELGcjte’'mM' DAEZHJYO2HO Is"tcOYIsr, B' Oy Gd
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DEVELOPMENT AND FUNCTIONAL TESTING OF A ROBOTIC EXOSKELETON
FOR ANKLE REHABILITATION

Abstract. The article discusseresearch and development issues related to the robotic
exoskeleton for ankle joint rehabilitation. Ankle rehabilitation plays a crucial role in the recovery
of patients after stroke, spinal cord injury, cerebral palsy, and other neurological or physical
injuries. Traditional rehabilitation methods require significant physical effort and involve
complex, timeconsuming processes for therapists. Robotic exoskeletons are proposed as
effective solutions to these problems, as they provide stable and repetiivements,
personalize therapy, and reduce physical strain. However, current devices are primarily focuse
on large joints, and solutions for the ankle joint are still insufficiently explored. The unique
biomechanics of the ankle joint require specializaiutions for rehabilitation. The article
discusses the development and functional testing of an exoskeleton for ankle rehabilitation an
presents new approaches and solutions in the field of robotics.

Keywords. Ankle joint, rehabilitation, robotic exosleton, neurorehabilitation, stroke,
cerebral palsy, biomechanics, functional testing.
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DEVELOPMENT AND RESEARCH OF AN INTELLIGENT CARGO FLOW CONTROL
SYSTEM

Abstract. This paper presents the development of an ige&eit cargo flow control
system for selecting the optimal route for a vehicle transporting cargo. The main factors affecting
the decisiormaking process include cargo weight and volume, delivery speed, and additional
factors such as road surface conditipatential obstacles and constraints, allowable road load
and quality of road infrastructure. The study uses a neural network to analyse the input data an
an evaluation of the road quality is made using fuzzy logic. The work also focuses on dynamic
condiions such as redime traffic congestion in order to optimise the route and minimise
delivery time and costs.

Keywords. Intelligent system, optimal route, fuzzy logic, road surface, obstacles, road
quality.

Introduction.

Modern transport systems requithe implementation of high technology to improve the
efficiency and safety of transport. In order to manage freight flows successfully, it is important to
select routes that take into account a number of different factors. In the context of growimg traff
volumes and increasingly complex road infrastructure, the task of route optimisation is becoming
more and more relevant.

The development of technologies in the field of artificial intelligence, machine learning,
data analysis and automation opens up herizons for the creation of intelligent systems that
can optimize and improve cargo flow control processes at all levels. The purpose of this paper i
to study and develop an intelligent cargo flow control system, which pays special attention to
choosingthe optimal route depending on various input parameters, such as cargo weight anc
volume, delivery speed and others.

Such intelligent systems seek to regulate the complex processes of coordination anc
monitoring of cargo transportation, providing dynansiclutions to reduce costs, improve
efficiency and reduce delivery time. Given the constant growth of cargo transportation volumes
and the increasing complexity of logistics networks, the creation of intelligent systems is
becoming a strategically importagiement of modern transport and logistics infrastructure. This
study analyzes the use of artificial intelligence, machine learning and optimization to develop an
intelligent cargo flow control system in order to improve the efficiency of logistics opesati
and reduce delivery time.

Materials and methods.

Methods of research on the intelligent freight flow management system. The research or
the intelligent freight flow control system (IFCS) includes the application of various methods
and techniques coveag technological, mathematical, research and practical aspects. The main
methods used in research in this area are presented below [1]:

- mathematical modeling (optimization models, statistical models);

- machine learning methods (classification and regos, clustering);
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- artificial intelligence systems (expert systems, fuzzy logic);

- Internet of Things (I0T) technologies and others.

Optimization Models:Developing mathematical models to optimize routes, allocate
resources, and control freight trangption processes.

Statistical ModelsApplying statistical methods to analyze and forecast freight data and
demand for transportation services.

Classification and RegressionJsing machine learning algorithms to classify and
forecast various parameterach as freight volumes or delivery times.

Clustering:Applying cluster analysis methods to identify groups of similar patterns in the
data.

Expert Systemdevelopment of expert systems capable of making decisions based on
the knowledge and experience pesialists in the field of freight transportation and logistics.

Fuzzy Logic: Application of fuzzy logic methods to process fuzzy and uncertain
information in the conditions of variability of freight transportation.

Internet of Things (IoT) technologiesnplementation of sensors and devices that collect
data on the condition of freight vehicles, freight transportation conditions, as well as the
condition of infrastructure (roads, warehouses, etc.).

Geographic Information Systems (Gl8pplication of GIS b analyze spatial data, create
route maps and optimize logistics processes.

Computer Modeling and Simulatiobtse of computer models and simulations to analyze
and test various freight flow management strategies, as well as evaluate their effectiveness.

Object of research. This study focuses on developing an intelligent cargo flow control
system that selects the optimal route for a vehicle transporting cargo. The dewakiog is
based on key parameters: cargo weight and volume, delivery speed, aswadlas additional
factors such as road surface condition, obstacles (e.g. repair works or congestion), size and
weight restrictions on the route, permissible load on the road and quality of road infrastructure.
The system must also take into account dyicaconditions such as current and riale
weather conditions, traffic congestion levels, and possible changes to the route (e.g. sudden
closures or accidents). Route optimisation is carried out to minimise delivery time, reduce
transport costs, and maxise transport safety.

The system should efficiently process and analyse data, providing optimal decisions
under conditions of uncertainty. The main objective of this work is to study the possibilities of
applying neural networks and fuzzy logic to sothie problems of route selection taking into
account relevant parameters and the evolving conditions on the road. The development and
research of intelligent cargo flow control systems is increasingly attracting the attention of the
public and the businesesmmunity.

Fuzzy logic research for road quality selection control. Identification of the technical
condition of the equipment and selection of the optimal route for a vehicle with cargo are
complex tasks that require analysing a large amount of dataaéindy tinto account many
factors. To this end, the paper proposes the utilisation of neural networks with varying
architectures. The primary objective of this research is to explore the potential of adopting neural
networks for route optimisation [2].

In order to determine the quality of the road, it would be beneficial to start with the
identification of input parameters such as the condition of the road surface, the presence of
obstacles and any restrictions on the permissible load. These parameterdayoalétey role in
road quality assessment, as they may directly affect the safety and comfort of movement.

The next step is to determine the output parameter, which is the road quality. This will
require the development of a mathematical model that iakesccount three key parameters:
pavement condition, obstacles and load capacity. This model will allow a systematic assessment
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of the impact of each input parameter on the overall quality of the road, allowing for a more
accurate analysis.

It is then inportant to set the linguistic variables of each input and output parameter. This
could be achieved with the help of a goal tree, which illustrates the relationship between input
and output parameters and allows to define acceptable levels for each of tieegoal tree will
serve as a basis for further formation of evaluation rules.

It would be beneficial to create rules for mapping the input parameters to the output
parameter. These rules will determine how changes in each of the input parameterbeaffect t
quality of the road, which will allow the system td ke informed decisions based on the given
criteria.

Finally, a validation of the system is required. This step involves testing the created rules
and models on real data to ensure that they arectanel reliable. Verification of the system
will provide feedback and the possibility to improve the algorithms, if necessary, which will lead
to increased accuracy and efficiency of road quality assessment [3].

Implementation of the study and modelling obad quality determination. The
mathematical model for assessing road quality Q based on three input parameters (paveme
condition"Y presence of obstaclés and permissible load) can be generally represented as
function (1):

Q=f(S.P.N), 1)

where™Qis a fuzzy inference function defined based on a set of rukésaggregation
methods in a fuzzy logic system (fuzzy logic). For example (2):

Q=wl-S+w2-P+w3-N, (2)

where wl, w2, w3 are weights or coefficients that can be determined in the process of
setting up the model bagen the significance of each factor.

Based on fuzzy logic, an intelligent control system can be built. Fuzzy logic can be the
basis for building an intelligent control system that can effectively process and analyse data
providing optimal decisions undancertainty.

The goal tree for road quality assessment for route selection. The purpose of the system i
to automatically select the road quality to optimise the route of a vehicle with cargo.

The task of the system is to determine the value of the goatty' variable, which
shoul d change depending on the <current vV a
Opresence of obstacles and restrictionsod an
the target variabdad spuaalsi ttydm dve&vwer y olwi gh
selecting the most suitable route for safe and fast cargo transport.

Figure 1 presents a goal tree that structures the road quality selection problem anc
formalises knowledge in the form of rules.eBe rules achieve the system goal: optimal road
guality selection that considers the road surface condition, obstacles on the route and th
permissible load [4].

The following is an explanation of the membership functions for the road surface
condition example (Figure 1):

MATLAB uses three categories to determine the road surface condition using fuzzy logic:
'‘Good', 'Average' and 'Poor'. Each category corresponds to a different membership function.

For a 'Good' condition, the membership function takesiegmlfrom 2 to 4, with a
maximum degree of membership of 1 when the value is 3. At values 2 and 4, the degree o
membership is 0.

149



The Bulletin of KazATC
DOl 10.52167/16091817

DOLssd mOBOthr fyr -~
limlsdds sOLpus -~ 1
vestnik.alt.edu.kz

1 ISENL180®DS17(PENG) 2 5
( ISSN6279058Q2(0RIEe)

The membership function for the 'average' condition covers the range from 0.5 to 2.5. The
maximum degree of membership is 1 whbe value is 1.5, and 0 when the values are 0.5 and
2.5.

For the 'Poor' condition, the membership function has a range-fromnl. The degree of
membership is 1 when the value is 0 and is 0 when the valli@rsl.

Good [234]

Average [0.5 1.5 2.5]

Average [0.51.5 2.5]

Bad [-101]

Average [0.51.5 2.5]

Little [-101]

Bad [-101]
Road quality
Road surface condition The presence of cbstacles and Permissible road load
restrictions
Good [234] Many [234] Maximum [234]

Average [0.5 1.5 2.5]

Minimum [-101]

Figurel - Goal tree of the rahquality management system

After calculating the degrees of membership, the fuzzy system uses the rules to decide the
value of the output parameter. In this way, the fuzzy system can determine the quality of the
road.

The system uses the combinationpafameters to select the optimal route, helping the
vehicle to move along the optimal road considering all the limitations and external conditions
[5].

Designing a system with fuzzy parameters and describing the input and output
variables in MATLAB fuzzy logic. Figure 2 shows the fuzzy logic model where three input
parameters include road surface condition, presence of obstacles and constraints, and the
permissible load on the road. These parameters affect one output indicator, which is the road
quality. Rad quality depends on the input characteristics, which highlights the interrelationship
between them in the evaluation and decisiaking process.

ﬁ“
L
e

Road surface condition -

LSl
Xx ___________ d
L e [maemadans

Presancs of abktaches and restrictions

Road quality

Permissible load_on_road

Figure2 - Definition of input and output variables
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Formation of rules in MATLAB fuzzy logic. Table 1 @hs the rules for the road quality

selection system based on three input par
AAverageo and 6Goodo. Presence of obstacl e
AnFewo val ues. Per mi ssi:blealluecasd fAdw nit me mor, o
AMaxi mumo. Road quality (Q): values fAPoor o,
Table 1- Rules for road quality selection system
) Road surface Presence of obstacles an( Permissible load on Road
rule condition (S) restrictions (P) the road (N) quality (Q)
1 Poor Many Minimum Bad
2 Average Many Minimum Bad
3 Good Many Minimum Bad
4 Poor Average Minimum Bad
5 Poor Little Minimum Bad
6 Poor Many Average Bad
7 Poor Many Maximum Bad
8 Average Average Average Average
9 Average Average Minimum Average
10 Average Average Maximum Average
11 Average Little Average Average
12 Average Many Average Average
13 Poor Average Average Average
14 Good Average Average Average
15 Good Little Maximum Good
16 Average Little Maximum Good
17 Poor Little Maximum Good
18 Good Average Maximum Good
19 Good Many Maximum Good
20 Good Little Average Good
21 Good Little Minimum Good

The table includes all possible combinations of input parameters and their influence on
the output road quality pameter.

Results and Discussion.

Result of work in MATLAB fuzzy logic. Picture 3 depicts the result of fuzzy logic where
when given the input values namely, road surface condition 3 (good), presence of obstacles ar
constraints 1 (few) and allowable roadd 3 (maximum), so the quality of the road will be 2.62
(good).

The result displays the process of selecting the quality of the road while checking each
given rule. During the analysis, the fuzzy logic system (Fuzzy) finds the most appropriate rule
number 18. In this rule, the road surface condition at value 3 has maximum degree of
membership, which indicates that it is good. For obstacles and constraints, with a value of 1, the
degree of membership is 0.5, indicating that the level of obstacles is avEnagiéy, for the
allowable load on the road, the value is 3, which corresponds to a degree of belongingness of
and indicates a maximum load.

Comparison of the obtained data for rule 18:

- Good (road surface condition);
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- Medium (presence of obstacles);

- Maximum (permissible load);

- Good (road quality).

All these indicators confirm that the system correctly interprets the entered values and
adequately selects the road quality based on the given conditions.

Rozd swrface conditlon - 3 e e of nha creatrctions | Parmiss|ble load on the rosd 3

N e —
N = ——

W [ C—1 C—— 1
o [_— — | e ______—1
o — —
w | ] [ ] ] |
= | = [ [ [ -

Figure3 - Result of fuzzy logic

Conclusion.

As a result of this research, an intelligent system of cargo flow control based on neural
networks and fuzzy logic has been developed. The system successfully solves the problems of
selecting the optimal route for the vehicle, taking into accouch $actors as the state of the
road surface, the presence of obstacles, the permissible load and determining the quality of the
road. The results of the system confirm the correctness of the given rules and the adequacy of the
decisions made.

This work denonstrates that the use of neural networks and fuzzy logic can effectively
solve complex problems of freight flow management and contribute to improving the safety and
reliability of transport. In the prospect, the study can be extended by includingoaaditi
parameters and improving data processing algorithms, which will further improve the efficiency
of the system and adapt it to the changing conditions of the transport environment.
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ANALYSIS OF THE PRACTICAL USE OF NEURAL NETWORKS FOR
HANDWRITING TEXT RECOGNITION

Abstract. This article discusses the effectiveness of using neural networks for
handwitten text recognition. Neural networks provide efficient and optimized algorithms for
processing text written and entered by hand, overcoming the shortcomings that characterize
common traditional methodat the same time, it seems important to emphasiaeincreasing
the efficiency of the recognition algorithms used and a significant increase in the volume of data
used will have a positive impact on the prospects for the use of neural networks in this area. In
this regard, optimization of the architeat of neural networks seems to be a priority approach to
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ensure high accuracy rates in the context of handwritten text recognition. This article describe:
current tools for recognizing handwritten text and describes the advantages of neural network:
usedto solve various problems. In addition, the types of neural networks for recognizing the text
of a manuscript are described and the stages of using a manuscript in neural networks ar
described. Examples of several models currently in use are providedhatehges and future
developments in this area are discussed.

Keywords. Handwriting recognition; neural networks; natural language interpretation;
visual technologies; recognition methods; neural network architecture; data preprocessing
training with ateacher.
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TASKS OF AUTOMATED CONTROL OF TECHNOLOGICAL PROCESSES IN A
COPPER SMELTER

Abstract. This article examines the copper smelting complex as a control object, and
provides a technological diagrashthe relationship between the tasks of managing the complex.
Substantial formulations of control problems for individual stages of the metallurgical complex
have been formulated. As an example of a specific control problem, the mathematical
formulation of the problem of optimal charge preparation and the method for solving it are
considered.

In recent years, the development of copper metallurgy is characterized by an increase in
the use of raw materials, the use of oxygen, and automated controllecspsolmescharging and
smelting copper concentrates. The creation of automated process control systems is one of the
important areas of development of A@nmrous metallurgy. Nofflerrous metallurgy is one of the
major sectors of the national economy. Manageinn general and management of metallurgical
production in particular is an informational process in nature that ensures the implementation of
the material process, subject to the achievement of thimpnellated goal of the functioning of
the productio management system.

Keywords. Copper concentrates, electric smelting, converting, matte, slag, technological
complex, process.

Introduction.

The copper smelter processes copper concentrates using technological units such as ore
thermal electric furnacegsonverters, and fire refining furnaces. The initial raw material of the
workshop is a coppeaontaining charge, including granules, recycled materials and -a pre
mixture mixture (limestone and pyrite concentrate). The charge enters parallel operating elec
furnaces and is melted due to the heat generated in the slag bath. The melt, settling, is divided
into matte and waste slag. As it accumulates, the slag is removed from the process to a dump,
and the matte is sent for further processing in the cavedge.

During the conversion process, sulfur is removed from the matte and converted into gases
in the form of SO2jron is slagged. To create the necessary slag regime, silicon ores (fluxes) are
loaded into the convertét].

The technological diagraemd interrelation of tasks is presented in Fig. 1.

The conversion procedure belongs to the category of dismwatenuous, iterative, muki
stage operations, operating autogenously, generating heat. The latter allows for additional
processing of cold matels (matte crusts, turns). The products of converter smelting are blister
copper, converter slag, waste gases and dust. Converter slags are returned to electric furnaces for
depuration; gases, after cleaning them from dust, are supplied to the prod@stitfaric acid.

The copper smelting complex under consideration as a management object is
characterized by a number of features.

1. Continuousdiscrete nature of production. Thus, in the technological chain of copper
smelting production, along with contious processes (smelting furnaces), there are also discrete,
periodic processes (converting and fire refinif&y3].
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2. A sequential- concurrent structure featuring technological intersections (among
parallel streams) and feedback connections withie ftamework, which challenges the
conditions for coordinating the work of adjacent departments and enhances the connection
between them.

3. Significantscale, energyntensive facilities and significant length of technological
At hreadso, w hdet@rrhines udulistantied tdynamjic and transportation delays.
Consequently, according to research data, the delay in thetcteeakte pathway is
approximately 67/ hours while the charggag channel is-8 hours.

4.¢ wide spectrum and a significant rang
determines the stochastic nature of the procedures and veayalg of variability across various
time periods. This arises from substantial variations in the attrilofitesv material flowsand
manufacturing outputs, as well as variations in the characteristics of units of the technological
scheme, etc. [4).

Operational and Calendar Planning (OCP)

BChPB Mixure

1. Monhlyassgnments
7 Shifeasly agks
S L ShiftdalyRss

Electric oven Ne1 | |

| Thetasofcomraling fie eneray
mode of operaion of an elecnc
| maz

- .
Electric oven Ne2 Durp 23

Envelope. shgs (-8%Cu)

Siein (-40%Cu)
Y The &k of drawing up an opimal
or he converter depariment

Y
Converter L Converter L Converter Converter
Ne1 Ne2 Ne3 Ned

! b= !

’—-—

l Anode section ‘

:

‘ Electrolysis shop

Figure 1i Technological diagram and interrelation of control tasks of the copper smelting
complex

When deveabping the structure of the control system for a copper plant shop, the principle
of decomposition of the general mathematical model of the control problem into a number of
models of subtasks was applied, taking into account a variety of units and theadgraperties
of control objects.

Production planning and
management sysem

Optimization methods,
optimzaton parameters. goa's

ACS TP and unts

Local automation

Figure 2i Levels of enterprise management in a copper smelter
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At the top level, the problem of operational management of the copper smelting complex
of the metallurgical shop is solved as part of subtasks: load distribbetween electric
furnaces, drawing up schedules (schedules) for the operation of the envelope and anode
departments.

The level at which MES technologies are used makes it possible to detail the daily plan
down to shiftunit tasks, as well as to detgine the requirements for managing technological
limits (electric heating, metallurgical converting, anode treatnjght)

The foundational tier of the control framework includes tasks focused on stabilizing the
electrical mode during smelting and oversgethe conversion process through the purging
phase

Materials and methods.

Technical and economic essence and formulation of management problems. Subsystem
for operational management of a metallurgical workshop.

The organization of rhythmic and coordiedt work of sections and units of a
metallurgical workshop should be ensured by a system of operational control of technological
processes, which carries out the formation and implementation of a plamorkshop work
schedule.

The daily work schedule ohé metallurgical shop determines the distribution of loads
between electric furnaces, the distribution of matte between the remaining converter melts, the
start and end times of converter melt periods, the distribution of blister copper between
individual anode melts, the start and end times of anode melt periods. The schedule must ensure
the quantitative and qualitative implementation of the daily plan for the production of matte,
rough and anode copper, determined by the production planning and managysteamt(MES
technology). The problem of creating an optimal schedule is reduced to -ditmghsional
discrete programming problem. In this regard, there is a need to decompose this problem. As a
result of decomposition, solving the problem of drawingampoptimal work schedule for a
metallurgical workshop is reduced to solving the following subtasks:

- Drawing up an optimal work schedule for the anode department, ensuring the rhythmic
operation of the processing unit.

- Drawing up an optimal schedule fibre operation of the converter department, ensuring
the rhythm of the processing unit and the implementation of the daily plan for the Generation of
impure copper and the processing of cold materials;

- Efficient allocation of raw material streams betweelectric melting units and
assessment of the elemental composition of the mixing mixture, lintitehgopper lossesithin
the electric furnace department.

Electric smelting process control subsystem.

The problem of controlling the technological regimieelectric smelting, taking into
account the peculiarities of the batch preparation stage (presence of a stack), is divided into two,
which must be solved at different time intervals.

The elemental makeup of the charge is defined by the proportionseaneinghl structure
of the material inputs entering the electric furnace (particulate matter, recycled materials,
calcium carbonate, iron disulfide, and other related materials.). A significant role is played by the
elemental composition of the particles my up 7080% of the total mass of the charge),
which is achieved in a layered charge by blending Dzhezkazgan andcpyritentrates, fluxing
agents, and supplementary materials. During the production of a stdéclddys), random
fluctuations in the coposition of granules take place and at short control intervals (changes) the
chemical composition of granules deviates significanti¥@ from the average optimal value
for the stack.
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In connection with the above, the problem of controlling the techiealbregime of
electric smelting is divided into two, which must be solved at different time intervals:

- determination of the optimal composition of the stack for the interval of its layi6g (4
days);

- operational (per shift) distribution of flows assothe furnaces, determining the current
optimal consumption of granules, revolutions,-prture mixture and chemical compositions
of the latter2].

Conversion process control subsystem.

The presence of technological feedback on converter slag sigtljicaffects the
technical and economic indicators of production as a whole. Thus, the total extraction of coppe
in a metallurgical workshop significantly depends on the amount of copper in the circulating
product (converter slag).

The copper quantity irthe slag mainly depends on the copper content within the
converter mass, silica slag, and slag temperature.

The above formulated statements of problems for managing the metallurgical complex
and individual technologies were included in the terms of meferdor the creation of an
integrated automated control system for copper at the Kazakhmys JSC plant.

As an example of the implementation of a control problem, let us consider the
mathematical formulation of the problem of optimal charge preparation.

The darge preparation process involves mixing several types of concentrates, fluxes, anc
solid recycled materials in proportions that provide the final smelting product in quantity and
composition.

A mathematical model of the technological regime oftberma smelting of copper
concentrates was obtained taking into account the balance ratios for individual substances ar
smelting products.

The solution to the problem of controlling the technological regime of the electric
smelting process is carried out usiag mat hemat i c al miokdleil s toefr tchc
complex, taking into account the influence of envelope slag.

The mathematical formulation of the problem of determining the optimal composition of
the charge is formalized in the form of a nonlineagpamming problem.

Minimization of copper in the waste slag CaO, SiO and Fe was adopted as an
optimization criterion

The formalized formulation of the issue is provided in the form of the following system
of equations.

Optimization criteriori copper contet in waste slag:

f(Xlﬁj =flEu(GD!GEJEID’Xlﬂ’XED-'XED’X-}D)' (1)

Accepteddesignations:

Gj 1 quantity of jth material; ( = 0,3,5,6,8,9,10 respectively denotes charge, converter
slag, matte, dump slag, blister copper, oxidized ore,-gtog circulation (crusts), electricity;

Xij is the content of theth component in theth material;i = 1,2,3,4,5 respectively
denotes Cu, Fe, SiO2, CaO, S.

i1, i2 are constant <coefficients taking
materials;
}312 —extraction of the-th component from theth material into the th material, where
the same notations are adopted for j (extraction of copper the charge into matte);
y}f‘“ —weight yield of jth material into smelting products (taking into account waste and
dust removal);
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1z, 1z —respectively, the minimum and maximum values of the coefficient characterizing

the specift yield of matte per ton of charge;
6 is a coefficient characterizing the speci
Equations for copper, iron and sulfur in matte, respectively. The model includes the
following relationships. Model equations:

G!.X!.}. = }f!{_g; GUX!'}' + H:’]”;—EXU' @

Equations for SiO2, CaO and iron in waste slag

|3:|

GeXi; = ¥p_gGoXy; +6,¥5 ¢ G3X,; . €))
Equations for blister copper
GaXyg = B nGeXyo + Vi gGoXy s (4)

Equations for iron and SiO2, in converter slag
Ga Xy = Oy nGs Xy + Ve GoXey +7, 2Go X, (5)

Balances for electric furnace, converter stages,-sttogp cold circulation

(&)

[ (&)
Gs+G, =¥ Gty

Eg.- G +'G = };5 G + Fj_l} GJ_I}+ 5' (6)

When determining the optimal chemical composition, it is necessary to take into account
the restrictions on the chemical compositiomaiterials determined by technological standards.

System of restrictions on variables. Restrictions on the chemical composition of materials
and the physical meaning of variables:

X, S X, € K SN S KXo+ X+ X S X S Ky S Xog + Xy + Xy < X (7)
Limitations on the specific yield of matte and slag tp@rof charge:
G = Melpi s Gy = G = MGy (8)

The presented problem is an optimization problem for managing an object. change The
variables in the task of determining the composition of the charge are the chemipabitmms
of the charge XiOi(= 1.5), matte Xi5i(= 1.2), and waste slag Xi6%£ 1.3).

Results and Discussions.

To solve the problem, a method was adopted based on the use of the penalty function
method to transform the problem criterion and the RaseRbrotating coordinate method to
solve the unconditional optimization problem, to which in this case the posed control problem is
reduced.

Thati s , instead of the function f(Xi6) a func

¢'{XLE-:I = f{XJ.E-:I + El'.“ |'¢7|":.ﬁ':'§' X_] - ﬂl’]: + Elﬂltpl{.ﬁ{'s_f] - bl’]: - E|' £ {Q{G_ }‘_’] =G (9)
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where ¢, o, 3 are penalty coefficients;

f ( ¥ 7 functions in constraints;

Q (&1, functions in constraints;

a, b1 left and right inequality reégctions;

c1 values of equality type constraints;

a, y, =0, if the restrictions are met U, if the restrictions are not met.

Taking into account (4) and (6) for a sufficiently large value of the numberUthe solution
of the transformed problem is quiteoské to the desired solution of the original problem of
determining the composition of the charge.

Due to the fact that the Rosenbrock rotating coordinate method algorithm is a local
search algorithm, when solving the problem taking into account (4) andin@ng a global
extremum is not guaranteed F(X16).

However, given that the initial values

X (fi(GX)— “f):rziliq’rﬁ(ﬁ(g!f) - bz’j: u X, §&(Q(GX) - G)) (10)

are given By data practices we can assume t
of these expressions will provide thecuracy of solving the problem necessary for practical
purposeg4, 6].

Conclusion.

As a result of the work done, the processes of electric smelting of sulfide copper
concentrates into matte in esenelting electric furnaces and the conversion of coppete in
converters were considered. Calculations of the material and thermal balance of the process we
made. An analytical review was carried out to determine the optimal composition of a stack of
copper concentrates using electric smelting technodbgirocesses, a mathematical model was
built for control systems for the processes of charging and melting of copper concentrates, whicl
during smelting ensure a reduction in metal losses and energy costs.

Financing. The article was written based onthee sul t s of the pro
implementation of an integrated automated control system at the copper plant of the
Dzhezkazgan MMC of the Kazakhmys associatio
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ANALYSIS OF AUTHENTICATION VULNERABILITIES AND TESTING OF DATA
PROTECTION MECHANISMS IN WEB APPLICATIONS

Abstract. Modern web applications play a key role in data management and service
delivery, making data sedty critical. The main problem is vulnerabilities in authentication
mechanisms, password recovery and request processing, which can lead to data leakage and
unauthorized access. To study and solve these problems, a comprehensive approach was taken,
including analysis of application architecture, testing of security mechanisms and evaluation of
applied techniques. The study identified key shortcomings, such as information leakage during
query processing, weak data recovery mechanisms, and the use of indaturgansfer
methods. The findings highlight the need to implement Afiadtior authentication, improve data
processing procedures, and develop security standards. Particular attention is paid to practical
recommendations for minimizing the risks asstalavith cyberattacks and increasing the level
of data confidentiality. The implementation of the proposed measures will not only eliminate
existing vulnerabilities, but also create a more stable architecture fetdomgprotection of web
applications.

Keywords: security, authentication, vulnerability, recovery, data, cyber threats,
protection.

Introduction.

The rapid growth of digitalization and the widespread adoption of web technologies have
positioned web applications as essential platforms favetaéig services ranging from financial
transactions to social interactions and personal data management. However, this expansion has
been accompanied by a surge in security threats targeting data confidentiality and user privacy.
Vulnerabilities in web gplications, such as poorly implemented authentication mechanisms and
data breaches, remain among the most critical challenges faced by modern organizations. The
2021 OWASP report identifies access control vulnerabilities as the most significant riskebfor w
applications, emphasizing the urgent need for robust security measures to mitigate these threats

[1].

This study focuses on identifying and analyzing vulnerabilities related to authentication
and data protection in web applications, utilizing advanesting tools and methodologies.
Specifically, Burp Suite and Sniper Attack are employed as powerful instrumentsdeptim
security analysis and simulation of attack sce
modifying HTTP requests enabke detailed examination of server responses, facilitating the
identification of weaknesses in authentication mechanisms. Sniper Attack is used to
systematically test input fields, uncovering valid user data that may be susceptible to
exploitation.

Through he configuration and application of these tools, the study aims to reveal
authentication and access management vulnerabilities and evaluate their implications for web
application security. The research further seeks to provide actionable recommendations to
strengthen defenses against potential threats. By highlighting the significance of a
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comprehensive approach to security testing, the study contributes to the ongoing effort tc
enhance the resilience of web applications in the face of evolving cybesthreat

Literature Review

The growing reliance on web applications in business, education, and daily life has
increased the need for robust security measures. Recent studies emphasize structure
methodologies, the integration of machine learning, and the fusdvanced tools for effective
vulnerability assessment. This review focuses on key findings from studies using standardizec
approaches, machine learning, and automated tools for web security.

The OWASP Web Security Testing Guide has been widely adoptedf@sndational
framework for evaluating web application vulnerabilities. According to [2], this guide provides a
systematic methodology to uncover critical security gaps. In a practical implementation on a
website, researchers identified 85% of the OWAB®p 10 vulnerabilities, demonstrating
WSTGOs effectiveness in addressing a broad
input validation.

Machine learning is increasingly being incorporated into security evaluations, providing a
significant enhacement in precision and efficiency. Research in [3] developed a static machine
learningbased framework that evaluated the usability and securitycofrenerce websites. The
study demonstrated a 92% accuracy rate in detecting vulnerabilities while magqtaser
satisfaction. This approach highlights the potential of machine learning to address security
challenges in userentered systems, such as those found in online retail.

Tool customization has also advanced security testing methodologies. Irsgérateers
introduced a Burp Suite extension that automates deagd attack simulations. This extension
identified up to 75% of potential vulnerabilities in tested applications, proving its utility in
complex testing scenarios. This adaptability hasarizarp Suite a preferred choice for dynamic
vulnerability assessments.

Further enhancing the effectiveness of Burp Suite, [5] integrated machine learning
algorithms into its functionality. The study used a Long Shiertn Memory (LSTM) model to
detect vulerabilities such as SQL injection and Cr&te Request Forgery, achieving an
accuracy of 94%. This innovation il lustrate
testers to analyze extensive datasets with greater precision.

Case studies havdemonstrated the application of OWASP methodologies in specific
contexts. For example, [6] analyzed dime password verification vulnerabilities using Burp
Suite, revealing weaknesses in 70% of the tested systems. This study underscores the importan
of comprehensive testing for authentication mechanisms, which are critical for secure user
access.

The scalability and security challenges ircammerce platforms were the focus of
research in [7]. By analyzing threats from the OWASP Top 10, researchetifiadea direct
correlation between application complexity and the likelihood of vulnerabilities, finding that
62% of complex systems exhibited higbk issues. Their recommendations for implementing
security measures at the architectural level highliggtheed for preventive strategies rather than
reactive fixes.

These findings collectively underline the importance of combining standardized
methodologies, Abriven innovations, and advanced tool customizations for effective web
application security. Whe substantial progress has been made, future research should focus or
enhancing scalability, addressing emerging threats, and integrating-layjated defense
mechanisms to ensure comprehensive protection.

Materials and Methods.

The methodology of thisstudy centers on a structured approach to uncovering
vulnerabilities within the OWASP Juice Shop web application. By leveraging advanced security
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testing tools and automation techniques, the research focuses on key areas such as authentication
mechanismspassword recovery processes, and API implementation. These components were
examined to identify critical security flaws that could compromise the integrity of the system.
The methodology integrates detailed analyses of intercepted HTTP requests andutest re
supported by visual illustrations to provide a clear understanding of the identified vulnerabilities.

The study addresses three main aspects of web application security. First, the logic behind
user credential handling was analyzed to uncover vaibiléres such as username and password
enumeration. Second, the reliability of password recovery mechanisms was evaluated,
particularly those relying on security questions. Third, the implementation of APIs for sensitive
operations, such as password miadifion, was scrutinized to assess adherence to secure
development practices. These targeted methods created a comprehensive framework for
identifying potential risks and understanding their implications for overall system security.

Various tools were empyed to achieve the study's objectives. Burp Suite, a versatile
platform for testing web application security, was pivotal in intercepting, analyzing, and
modifying HTTP requests. The Sniper Attack feature within Burp Suite automated the
enumeration of inpt values, enabling efficient identification of vulnerabilities. Publicly
accessible sources, including online videos and documentation, were also utilized to evaluate the
effectiveness of recovery mechanisms dependent on security questions. Togethévpthesd
met hods enabled a thorough investigation of
actionable insights into areas requiring improvement.

Burp Project intruder Repeater

Dashboard  Target

Sequencer Decoder  Comparer  logger  Organizer  EBxtensions  Learn  Hackvertor Settings

Intercept  HTTP history ¥

Filte Hiding CSS, image and

Edted  Statuscode  Length MIMEtype Extension Tile Comment

I RIS TR

JSON

HIML
200 348 HIML Usemame enumeration

HIML Username enumeration

u: L Inspector ‘ln

8 Request attributes 2 v
Request body parameters 2 v
Request cookies v
Request headers 2 v

Response headers iV

Figure 1- Intercepted Authentication Request
The intercepted HTTP request shown in Fegdr illustrates the use of incorrect login

credentials (username: viener, password: 1234). The server's response contains an error message
that highlights discrepancies between responses for valid and invalid usernames. This
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observation confirms the vulredsility to username enumeration attacks, where differences in
server responses enable an attacker to determine the existence of valid user accounts [10].

1. Sniper Attack for Username Enumeration

At the second stage, the study employed Sniper Attack @nadily in Burp Suite
Intruder to automate the process of enumerating usernames. This method systematically injecte
various potential usernames into the login request fields, analyzing server responses fo
distinctive patterns. The approach aimed to ifenalid usernames by leveraging differences in
server responses to valid and invalid login attempts.

Identification of Valid Usernames Using Sniper Attack. In the next stage, the Sniper
Attack functionality in Burp Suite was employed to automate thectioje of values into the
login field. The methodology included creating a list of potential usernames (e.g., auth, admin,
test) and configuring Burp Intruder to systematically inject values and record the server's
responses.

B s Project Intruder Repeater View Help

Dashboard  Target  Proxy  Intruder Repeater  Collaborator  Sequencer  Decoder  Comparer  logger  Organizer  Extensions  Learn  Hackvertor

Positions Payloads Resource pool Settings
(7) Choose an attack type

Attack type:  Smaper

(?) Payload positions

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request

Target:  hitps//0a56006803b10¢0380b9940800a000¢e web-security-academy.net

POST /logan HTTP/2
Hoat: O0aS£00e803b10c0IB0bSS40000a000ce . veb-sacur 1ty-academy. net
Cookie: seasionvBsPllVvSc( (UZESvr4Ta0vOeCtdCql
Content~Length: 2§
Control: max-age=0

Rec
Origin: httpa://0a5¢00e803b10c0I80HSE40800a000ce . veb~aecur 1ty-acadeny. net

Content~Type: application/x-vwv-torm-urlencoded

User-Agent: Nozilla/5.0 (Vindovs NT 10.0: Vinéd: xé4) AppleWebFit/537.3f (FKHTNL, like Gecko) Chrome/l1€.0,5845,111 Satarl
Accepr: t

537.3¢
tmi plication/xhuml+xml, application/xml;q=0,9, image/avit, image/vebp, image/apng, */*:q=0.8, application/signed-exchange;v=b3; q=0.7
rigin

Sec~Fetch-Deat: document

Referer: https://0a5£00e803b10c0380bIF40800a000ce . veb~secur ity~academy.net/ login
Accepr-Encoding: gzip, detlate, bt

Accepr-Language: ru-RU, ru:q=0.9,en-05;¢=0.8,en;q=0.7

|sernamesviensr cpassvord=1234

Figure 2- Sniper Attack Cafiguration Interface

Figure 2 presents the Sniper Attack configuration interface within Burp Suite. This
interface allows testers to define specific positions in HTTP requests for automating value
injection during security tests. By enabling systematsting of potential vulnerabilities, such as
username enumeration or credential guessing, this feature significantly reduces the manuz
workload required for testing. Automating these processes not only enhances efficiency but als
ensures that vulneraliies are identified consistently and comprehensively. This setup is
particularly valuable in largecale applications, where manual testing would be-tirt@nsive
and prone to oversight (Figure 2).
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B oama s

Figure 3- Results of the Attack

Figure 3 displays tnresults of the Sniper Attack, highlighting the differences in server
responses for wvalid and invalid usernames.
us er name eexisferd mccoantsn confirming the presence of a username enumeration
vulnerahlity (Figure 3).

2. BruteForcing Passwords for Valid Accounts. After identifying valid usernames, the
next step involved testing the system's resistance to passworddiogettacks. A precompiled
list of common passwords (e.g., 123456, password,)2086 used for this purpose [11].

- o X

comment

el e 0 highlights
Finished

Figure 4- List of Common Passwords Configured in Burp Intruder
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Figure 4 displays a list of commonly used passwords configured in Burp Intruder for
brutef or ce testing. These pass wo redrequently employeda s
by users due to their simplicity and ease of recall. The use of such weak passwords poses
significant security risk, as attackers often rely on precompiled password lists to execute brute
force attacks efficiently [12]. By simulaiy these scenarios, the testing process identifies
accounts that may be at risk due to poor password hygiene. This step is essential fo
demonstrating how inadequate user password policies can compromise overall system securi
and highlight the need fonéorcing stronger password requirements (Figure 4).

B oup Project imtruder Repeater View Halp B - . Coa
Dashboard  Target  Progy Intruder  Repeater  Collaborafor  Sequencer  Decoder  Comparer  logger  Orgamizer  Edtemsions  Leam  Hackvertor 5 Settings

Figure 5- Results of Brutd-orce Testing

Figure 5 demonstrates the results of bifotee testing, where the password 2000 was
identified as valid for one of the accounts (auth). The server respovittea 302 Found status
code, indicating successful login (Figure 5). This stage revealed the absence of protection again
bruteforce attacks, posing a significant threat to account security.

3. Password Recovery Testing

This stage of the methodologgdused on analyzing the password recovery mechanism,
which relied on security questions. Using publicly available data, such as pet names and othe
personal details, the security questions were answered to gain access to the password res
functionality.

Figure 6 illustrates the password recovery interface in the OWASP Juice Shop
application. Users are required to provide an email address, answer a security question, and se
new password. By leveraging publicly accessible information, the test sucgebgpdksed this
mechanism to reset the account password (Figure 6).

This testing highlighted the vulnerability of using weak or easily discoverable security
guestions, which can be exploited through publicly accessible information. Such issues
demonstratehe need for implementing more robust recovery mechanisms, such -fectaro
authentication or dynamic challenge questions.
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. OWASP Juice Shop

Forgot Password

Figure 6- Password Recovery Interface Using Security Questions

) C @ 5 youtubecom/watchiv=Luo kDI

= % YouTube

Juice Shop
Bjorn Kimminich

uice Shop: OWASP's Most Broken Flagship - Bjorn Kimminich

Figure 7- Example from Public Video Demonstrating Secuyestion Exploitation

The figure 7 shows a screenshot from a publicly available video where the pet's name
cZayae was used as an answer to the security
attackers can exploit publicly accessible informmatio bypass security mechanisms and gain
unauthorized access to user accounts (Figure7).

4. Analysis of Vulnerable Password Change API. In the final stage, the study investigated
the implementation of the API for password change. It was discovered thagipheation uses
the GET method to perform this operation, which is considered a poor security practice. This
approach exposes sensitive data, such as passwords, in the URL, making it highly vulnerable to
interception and exploitation.

The analysis undersres the critical need for secure implementation practices, such as
the use of POST methods for sensitive operations, to prevent such vulnerabilities.

Figure 8 captures an intercepted API request, exposing vulnerabilities in the way
authentication tokerare handled. The request demonstrates the use of insecure methods, such as
transmitting sensitive tokens via the URL, which significantly increases the risk of interception
by attackers. Such practices are contrary to secure API design principles, witoimend
transmitting tokens through HTTP headers to minimize exposure. By analyzing this request, the
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study underscores the importance of adhering to secure development standards, particularly fc
operations involving critical user data. Addressing thadeerabilities requires revising API
implementation practices to prioritize confidentiality and integrity in token transmission (Figure
8).

Figure 8- Intercepted Password Change Request

Results and Discussion.

The conducted research revealed seweitital vulnerabilities in the OWASP Juice Shop
web application, highlighting how improper handling of authentication and password recovery
processes can compromise system security. One of the key vulnerabilities identified was
username enumeration. Thenger returns distinguishable responses for valid and invalid
usernames, allowing attackers to compile a list of valid accounts. This issue demonstrates th
importance of implementing consistent error messaging to prevent the disclosure of sensitive
information.

Another significant finding was the lack of protection against biaiee attacks. During
testing, the use of a common password, such as 2000, resulted in successful access to an acco
The system does not include mechanisms like account lockoutslays to mitigate repeated
failed login attempts, leaving it vulnerable to passwgudssing attacks. This lack of safeguards
exposes the application to unauthorized access and potential exploitation.

The study also revealed the unreliability of theesgword recovery mechanism, which
relies on security guestions. Questions S
predictable answers that can be found in publicly accessible sources. Using publicly available
information, the test successfully restte password for the account jim@jusie.op,
demonstrating a severe security risk. This finding emphasizes the need for stronger recover
mechanisms, such as mtfiictor authentication or randomized verification codes.

Lastly, the API implementation fgrassword changes was found to be insecure. The use
of the GET method, instead of POST or PUT, for password change requests transmits sensitiv
authentication tokens in the URL. This poor practice significantly increases the risk of token
exposure througlogging or interception, potentially compromising the entire application.

Table 1- Advantages and Disadvantages of Tested Security Aspects

Aspect Advantages Disadvantages

Requires manual setup and
detailed understanding of
traffic

Allows convenient HTTP traffic

Interception and Analysi: analysis using Burp Seait
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Exploits depend on server

Sniper Attack Automates the testing process| . . .
misconfigurations
. Identifies flaws in API Uses outdated or insecure da
API Testing . : .
implementation transmission methods
Security Questions Enables user password recove Answers are predictable or

publicly available
Simplifies identification of valid| Lacks restrictions on login
user accounts attempts

Username Enumeration

The study underscores the critical importancenglementing robust authentication and
password recovery mechanisms to ensure the security of web applicatioims Table 1
Vulnerabilities such as the absence of account lockouts after multiple failed logins attempts and
the use of predictable securityiegtions significantly increase the risk of unauthorized access
(Table 1).

Risks of Username Enumeratioithe ability to identify valid usernames through
discrepancies in server responses creates a foundation for subsequent attacks, suelo@® brute
attempts. This is particularly concerning applications that lack sfadtor authentication, as it
leaves user accounts exposed to exploitation.

Weaknesses in Password Recovéiye reliance on weak mechanisms, such as security
questions, highlights the neéal transition to more secure alternatives like-tnmee codes sent
via email or SMS. Predictable or publicly accessible answers to security questions present a
significant risk to user data and system integrity.

API Wulnerabilities: The use of insecure getices, such as transmitting authentication
tokens via URLs and employing the GET method for critical operations like password changes,
exposes the system to potential token interception and logging risks. This reflects inadequate
adherence to secure pragiming principles.

Need for Enhanced Protectiolfhe lack of protection against brtfterce attacks, such as
ratelimiting or account lockouts, leaves the system highly susceptible to automated and large
scale attacks. Implementing CAPTCHA or account sasn after several failed login attempts
can effectively mitigate this threat.

Recommendations for Further Improvement

To address the vulnerabilities identified during the analysis, implementing-faitir
authentication (MFA) for all user accountshghly recommended. MFA adds an additional
security layer, ensuring that even if login credentials are compromised, unauthorized access can
be prevented. This approach significantly enhances user account protection by requiring multiple
forms of verificaton.

Improving the password recovery mechanism is another critical step. Traditional security
questions, often predictable and vulnerable to exploitation, should be replaced with more secure
alternatives such as ofiene code sent via email or SMS. This @res that password recovery
processes are both ugdaendly and resistant to malicious attacks. Securing API operations is
essential to mitigate risks associated with insecure data transmission. All critical API functions,
including password changes, shibuise secure HTTP methods like POST or PUT rather than
GET. Additionally, mandatory authorization through secure headers should be enforced to
prevent token leakage and unauthorized data manipulation. To combatobcetattacks, it is
crucial to introdice measures like ratieniting and time delays between login attempts. These
protections discourage automated attacks by limiting the number of logins attempts within a
specific time frame while maintaining usability for legitimate users.

Finally, ensurig consistency in server responses is vital to eliminate the risk of username
enumeration. By standardizing server replies for valid and invalid usernames, attackers are
deprived of valuable clues that could assist in identifying existing accounts. Thasearese
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collectively provide a robust framework for improving web application security, addressing
current vulnerabilities, and establishing a foundation for H@mm resilience against potential
threats.

Conclusion.

This study revealed significant vulradiilities in the authentication, password recovery,
and API implementation mechanisms of the OWASP Juice Shop web application, exposing it ta
risks such as username enumeration, biaee attacks, and exploitation of the recovery
function. Tools like Byp Suite and Sniper Attack demonstrated the server's differential responses
to valid and invalid credentials, a lack of brfitece protection, and predictable security
questions that attackers could bypass. Moreover, the use of the GET method for passwor
changes compounded the risks by exposing sensitive authentication tokens.

To address these vulnerabilities, implementing nfatttor authentication, improving the
password recovery process, and adhering to API security standards are essential. Theile steps
strengthen the systemdés resilience against
necessity of regular security testing and proactive measures to safeguard web applications ar
build user trust.
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PRACTICAL APPROACH TO USING SPECIALIZED TOOLS FOR ANALYZING AND
MANAGING DIGITAL DATA

Abstract. The growth in the volume and complexity of digital data leads to the need to
develop effective methods for their analysis gmibcessing, especially in the context of
information security tasks. This article presents a comprehensive approach to solving key
problems in digital analysis, including automating data collection, restoring the sequence of
events, and minimizing the kisof information loss. The focus is on the stages of data
preparation: selecting target parameters, structuring information and ensuring compatibility of
formats for further analysis. The presented methods and approaches are aimed at identifying
critical atifacts, tracking user activity and analyzing changes in the file system. The importance
of preliminary data preparation is especially emphasized, which includes setting up storage
facilities and choosing tools that meet modern security standards. idhe aldo discusses key
limitations such as incompatible data formats and volumes of information that require optimized
solutions. The results of the study demonstrate that the proposed methods improve the accuracy,
reliability and speed of analysis. Thecommendations presented for eliminating identified
problems emphasize the importance of a systematic approach and its adaptability to the
dynamically changing conditions of the digital environment.

Keywords. Digital analysis, information security, datatrueturing, automation,
modification.

Introduction.

With the increasing volume and complexity of digital data, the tasks of its collection,
structuring, and analysis are becoming more critical for information security specialists. Modern
incidents, such sacyberattacks, data breaches, and unauthorized user activity, reegeégthn
and precise analysis of digital traces not only to reveal the events that have occurred but also to
prevent potential threats in the future. This makes the study of digitaldag¢ssential tool for
conducting higlkguality investigations. In a rapidly evolving information environment and in the
face of increasingly sophisticated attacks, traditional data analysis methods often prove
insufficiently effective, as they require derable time and close attention to detail. To
enhance efficiency, specialized tools are needed to automate and structure the data collection
process, thereby simplifying the work of specialists and allowing them to focus on analysis.

Among such programroll Artifact Parser and Extractor and the NTFS file system log
analyzer hold a prominent position due to their ability to quickly and accurately extract and
analyze critical digital artifact§l]. Kroll Artifact Parser and Extractor is used for theidap
collection of artifacts from Windowbased systems, which minimizes the time needed for
preparation and manual data collection, providing the investigator with information ready for
analysis. The NTFS file system log analyzer, in turn, provides detafl@unation about events
such as the creation, modification, and deletion of files, allowing the reconstruction of user
actions and the identification of potential threats.
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The purpose of this article is to demonstrate how Kroll Artifact Parser and 6xtean
the NTFS file system log analyzer can be effectively used for professional data analysis
necessary for preventing and investigating information security incidents. The article describes
methods for using these programs, the challenges encourgedesihlutions, as well as practical
recommendations for optimizing digital data analysis. This study will be useful for information
security professionals and data analysts seeking to improve the quality, accuracy, and speed
their work in response toehincreasingly largscale challenges in cybersecurity.

Methodology.

This section describes the process of preparing, configuring, and using the Kroll Artifact
Parser and Extractor and NTFS Log Tracker tools for data collection and analysis within the
scope of digital investigations. Here, the steps for preparation, data collection, analysis, and
overcoming technical difficulties are detailed. The inclusion of practical examples and visual
materials enhances the understanding of the significance of egehf@taeconstructing events
on the device.

Preparation and Configuration of Kroll Artifact Parser and Extractor. The first step is to
prepare the working environment and configure Kroll Artifact Parser and Extractor (KAPE) for
data collection. KAPE is aobl optimized for fast and automated artifact collection, making it
extremely useful in situations requiring rapid analysis.

Preparation Process: KAPE is downloaded from the official source, then extracted to the
chosen directory, simplifying deployment.nAimportant aspect of KAPE is its ease of
installation, allowing a swift transition to data collection without the need for complex settings.

Configuration of Target Parameters: KAPE provides flexible options for selecting
artifacts, helping to narrow tiecus on critically important data [24].

# glapev1.3.02

Figure 1. Initial Loading and Basic Configuration of Kroll Artifact Parser and Extractor

Figure 1 shows the initial configuration of Kroll Artifact Parser and Extractor, where it is
possible to begin settingp target parameters and storage directories. This step is essential for
ensuring readiness for subsequent data collection.

Selection of Data Collection Targets. To obtain relevant data, the researcher select:
specific target artifacts for analysis. Thgsa crucial step, as incorrect selection may complicate
further processing and analysis.

Data Selection Process: Kroll Artifact Parser and Extractor offers options to collect
various types of data, such as system logs, Windows registry entries, brastees, biser files,
and other artifacts that may contain critical evidence. This is particularly important if the goal is
to study user actions or system changes. Choosing the appropriate artifacts helps to reduce t
volume of unnecessary information amthances the accuracy of the analys]g8].
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L gdpinesi

Target variables

tdest C target 1BasicCollection, ), 5LogFile, SMFT, $MFTMirr —-mdest C:\Users\Amir\Desktop\LOg ~module NTFSLogTracker_sLogFile_647108a6-84ae-4e38-ae60-a080ecc9a725, NTFSLagTracker

\Users\Amir\Desktop\T argetData —targ
NTFSLogT racker, MFTECd_$],MFTECMd_SMFT —qui

available: 204 | Tagets elected 3 Modubes avadable: 382 Modules seact

Figure 2. Target Selection Screen in Kroll Artifact Parser and Extractor

Figure 2 demonstrates the data collection target selection interface in Kroll Artifact Parser
and Extractor, enabling the researcteefocus on key artifacts necessary for a specific analysis
case. Configuration of the Output Directory. At this stage, it is important to specify where the
collected data will be stored. It is often recommended to use an external storage device, as the
volume of collected data can be substantial.

Directory Setup Process: Kroll Artifact Parser and Extractor allows the user to specify a
directory on an external device, helping to prevent the main disk from becoming overfilled and
facilitating further processg. This step simplifies access to the collected data and prevents data
loss in case of insufficient memory on the primary device.

Running E
Running J
Running

Running Srum i i
Output le up to
Running SumECmd.exe: -d (

Database
Output file updated to C:\Users\Aruu\De
Executed processors in seconds

Total execution time: seconds

Figure 3. Selection of Data Storage Directory

Figure 3 illustrates the selection of a directory on an external demiceata storage,
emphasizing the importance of properly organizing the workspace.
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Initiating the Data Collection Process. Once all necessary parameters have been set, tf
researcher can start the data collection process. Kroll Artifact Parser and Extuaoctoatically
extracts the specified artifacts, significantly accelerating the process.

Process Initiation: Kroll Artifact Parser and Extractor gathers the information into the
chosen directory automatically, reducing the risk of errors and shorteninigntheequired for
evidence collection. Automation is particularly valuable when analyzing large data volumes and
under time constraints.

The analysis results, presented in a CSV table, underscore the importance of using Krol
Artifact Parser and Extract@ong with NTFS Log Tracker for structured data collection. The
CSV table, containing user actions and file system changes, allows easy tracking of user activit
and supports the conclusions drawn during the study. This format not only simplifies dega sto
and processing but also serves as a convenient tool for further anahf4i3][9]

Data Analysis with NTFS Log Tracker. After completing the data collection, the next step
is to analyze the data using the NTFS Log Tracker. This tool is ideally duoited detailed
analysis of events within the NTFS file system, allowing researchers to track operations such a
file creation, deletion, and modification.

Configuring NTFS Log Tracker: Before beginning the analysis, it is crucial to ensure that
the data ign the appropriate format. NTFS Log Tracker requires specific file types (such as
Master File Table entries) to process them correctly.

Significance of the Stage: This tool enables researchers to reconstruct user activity
sequences and identify potentiatidents, which is critically important for digital investigations.

Figure 4. NTFS Log Tracker Interface When Loading Data

Figure 4 shows the NTFS Log Tracker interface during data loading. The researcher car
see files being loaded in the requirednfat for further analysis, highlighting the importance of
prior data preparation.

Challenges and Solutions: Data Format Compatibility

One of the main issues a researcher may encounter is data format incompatibility. For
instance, if data is saved in CSVimat, NTFS Log Tracker will be unable to load it, as it
supports only specific file types.
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