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MATHEMATICAL MODELS OF SECURITY ATTACKS ON MOBILE
CELLULAR SYSTEMS

Abstract. The need to protect smartphones and mobile devices from attacks on their
internal resources is due to their multiple growth in number, as well as their share among gadgets
with Internet access. The paper aims to analyze and create mathematical models of the most
common types of attacks on mobile devices. Based on the constructed models and their analysis,
ways are proposed to prevent and neutralize intrusions into the operating system of smartphones
and other mobile gadgets. Methods: applied analysis using elements of probability theory and
mathematical modeling. Results: the features of the mechanisms for the formation of
vulnerabilities in mobile devices are determined. Important aspects of determining the
effectiveness of modern technologies for protection against cyber attacks on mobile devices are
identified. A brief review of the main approaches to mathematical modeling of typical attacks on
mobile networks is given. Requirements for the effective choice of protection methods
depending on the type of attack class are formulated. Basic recommendations for ensuring the
security of a mobile device are formulated. Methods are proposed to reduce the probability of
hacking the system through the most common and typical attacks.
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Introduction.

One of the main trends in the digital economy is the increase in the share of cellular push-
button phones and smartphones in relation to personal computers. In terms of relative
productivity growth, smartphones outperform computers. According to the consulting agency
Gartner, in the second quarter of 2022, global shipments of smartphones reached 352 million
units, while shipments of personal computers for the same period amount to about 30 million
units. The growing trend in the supply of smartphones is also noted by the International Data
Corporation, predicting growth in 2023 at the level of ten percent.

A smartphone, like a personal computer (PC), runs an operating system (OS). And the
structure of this OS is similar in principle to the common OS for personal computers. At the
same time, smartphones store and process operationally significant data, which in the work refers
to data that is valuable to the owner for a certain time, after which their importance can be
neglected.

Modern research suggests that every year the number of cyber-attacks on mobile devices,
which include smartphones, is increasing [1-3]. The choice of effective protection against such
attacks directly depends on the understanding of what methods, software and hardware were
used in the attack [4-10].

When developing agent to prevent attacks on mobile devices, one should rely on
mathematical models of the most common attacks.

Materials and methods.

Here are some types of common attacks according to Check Point Software's Mobile
Security Report 2021. The attacks discussed and analyzed below are basic. By basic attacks, we
mean those attacks to which all possible attacks on mobile devices are brought.
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Basic attacks are:

1. Attacks using the brute force method,;

2. Attacks using malware exploits;

3. Attacks using additional equipment;

4. Attacks using software and hardware backdoors.

Let's consider these attacks taking into account the specifics of cellular communications.

Attacks using the brute force method

This type of attack is based on a simple enumeration of all characters using various
algorithms and is the most common and simple method of obtaining unauthorized access to data.
Typically, cell phone security includes username/password authentication. Almost any attack
(the exceptions are software and hardware backdoors) sooner or later stops at the level of the
authentication system (whether it is a Wi-Fi authentication system or built-in authentication in
the OS when obtaining privileges). A brute-force attack occurs when an attempt is made to gain
unauthorized access to both subscriber cellular devices and infrastructure elements of cellular
mobile communication systems (CMCS).

As a rule, this method of guessing a password by brute force allows you to gain access in
100% of cases, but the duration of the attack is determined by the total number of combinations
and time. And this can take considerable time even with a small password length of 5-10
characters, which will be shown below.

Results and Discussion.

Considering the passwords to be equally probable, it is possible to compose an attacking
function fu(t,X), which is based on the method of guessing passwords for software of size X.

We use models from probability theory, knowing the symbols and keyboard layout of cell
phones. Let's introduce the concept of fy(t,X) — a function whose value is equal to the probability
that the password will be guessed in time t.

— v * .NI
f,(t,X) N, t, te|:0_, . ] (1)
where N is the total number of combinations, v is the speed of checking combinations.
Along with brute force, there are also applies dictionaries of the most frequently used
passwords. These dictionaries are compiled on the most frequently used passwords based on
statistical data and give an average efficiency of about 10-25% [10]. Taking the probability of
finding the password in the dictionary as a variable, we get

fp(t,X)zﬂ ¥
Vo os N,
N, t, te|:0, . } 2)

Where N is the number of passwords in the dictionary database.

Consider now the application of existing methods of protection against brute force
attacks, those are the following solutions:

- organizational methods - creation of a unique password policy;

- software methods - the introduction of mandatory time intervals between attempts to
enter the cell phone authentication system.

From the point of view the password-guessing probability distribution function makes the
following corrections to the equation:

- password guessing speed v becomes a function of time (or a constant adjusted by
system settings);

f,(t,X)=a*
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— there is a limit on the minimum password length Nz;

- applying a policy of regular password changes;

- apassword strength check that eliminates the possibility of a dictionary attack, since a
correctly implemented strength check mechanism also uses a dictionary lookup of a potential
password.

Thus, in the general case, when organizational and technical measures are introduced to
protect the authentication system from password guessing attacks, the only possibility remains to
guess the password by brute force. Then the probability distribution function takes the following
form:

f(p)(t,X)=
fp (t*X) = V;V(t)*t, te |:O;min(N‘; T, ):l (3)

1 A%

Where T, is the mandatory password change period.

To test this attack model, a modern discrete graphics card model RTX 2070 and the 16-
core Intel Core 19-12900K processor have been used, which made it possible to sort out
passwords much faster than the central processor. The results are shown in Figure 1.
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Figure 1 - Brute force attack

So if we calculate by this equation the time it takes to enumerate all numerical passwords
up to 9 characters long (S=3*10°, N=10 (numbers), i=8), we would get only 14 seconds. Thus,
protecting a cell phone only in the speed dial mode practically does not provide full protection
and can be used as a formal protection against children or accidental pressing, and the brute force
limit mode can be easily removed by an attacker programmatically. Thus, the brute-force attack
method is good either for a small number of characters in the set, or for passwords of small
length (4-5 characters). However, it takes 490 days to search for all possible passwords, which
can include 224 printable characters with a maximum length of only 6 characters, which is also
clearly seen from the simulation data of distribution function according to equation 3.
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Attack using malware exploits

Unauthorized access using exploit programs is by far the most popular type of attack on
digital cellular systems.

Exploits are a subset of malware. They contain data or executable code that can exploit
one or more vulnerabilities in a computer’s software. Often, attackers use web pages to spread
exploits, and they can also arrive through email messages. Some websites covertly and implicitly
place malicious codes and exploits in their advertisements. Exploits are the only way to quickly
gain remote code execution and privilege escalation, but exploits are mostly narrow-minded.
And they are created only for certain types of operating systems of cell phones and smartphones
and service software running within them. Figure 2 shows an example of how an exploit kit
might try to use a device after visiting a compromised web page. For instance, exploits Angler is
widely known for being able to detect antiviruses and virtual machines, and also uses encrypted
files to make it difficult to investigate. The Nuclear Pack is no less dangerous, it infects Java and
Adobe PDF with exploits, and later injects Caphaw, a dangerous well-known banking Trojan.
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Figure 2 - General scheme of infecting user computers using exploits
Source: https://thecyphere.com/blog/vulnerability-threat-exploits-relationship/

Conducting a mathematical analysis of exploits aims not only to describe the current state
in this sector of information security, but also to determine the trend since fundamental changes
in the field of information security are not expected until the principles update of electronic
computers operation.

The first exploits and the malware they download were created by lone hackers. Today,
several groups of attackers are already working according to this scheme, and each has its own
task: some create and sell exploit packs, others ensure that users come to the start pages of
exploits like sheep to the slaughter (provide traffic). And finally, a group of professional
attackers write malicious programs distributed during a drive-by attack. The most dangerous
option for this is hacking the pages of legal sites and infecting them. At the same time, users visit
by themselves a familiar site, and this is enough for a drive-by attack to start and the exploit pack
to covertly and in a delayed mode begins its destructive work.

216



Ka3KKA Xa6apmbicer Ne 1 (124), 2023 ISSN 1609-1817 (Print) The Bulletin of KazATC
Becruuk KasATK Ne 1 (124), 2023 ISSN 2790-5802 (Online) DOI 10.52167/1609-1817
vestnik.alt.edu.kz

A complex algorithm of work forces us to apply the theory of modeling complex systems
and set theory for modeling processes. The dynamics of the appearance and closing of
vulnerabilities in software are determined by the following characteristics:

- all identified vulnerabilities to the next major update (i.e. update in the first or second
digit of the version) and later OS become closed,

- the emergence of new vulnerabilities is almost entirely associated with the
appearance of additional functionality;

- identification of end-to-end vulnerabilities (i.e. vulnerabilities that are valid for both
the previous and the new version of the OS) can be considered negligible;

- detection of vulnerabilities using the patch-diffing method, when updated code is
analyzed and assumptions are made about the vulnerabilities that it closes relative to older
versions, allows the offender to detect the so-called first-day vulnerabilities that the developers
themselves found and closed;

- the detection of zero-day vulnerabilities, as a rule, for each specific development is
determined by the architecture of the solution, and varies slightly from version to version.

An analysis of existing attacks makes it possible to compile a mathematical model of the
number of exploited vulnerabilities for a given version of the OS or service software. The
number of identified vulnerabilities is considered as the cardinality of the set below.

Ev=Ko U Ky, (4)

where Ey is the set of vulnerabilities for a given version "V" of the operating system or
software, Ko is the set of zero-day vulnerabilities for this software, and K is the set of first-day
vulnerabilities for this software (Figure 3) .

The susceptibility of a specific version of the OS or service software to day zero and day
one vulnerabilities can also be assessed from the statistics of the corresponding vulnerabilities
available on the network.

Knowing the number of exploited vulnerabilities, it is possible to compose an attack
function for an attacker based on exploits, based on the following criteria:

- the exploit has a finite execution speed, depending on the specific type of exploit;

- the attacker uses a standard set of exploits, some of which are not applicable on this
platform, which, according to the first point, leads to a loss of time during the attack.

Taking into account that f5 (t, X) is a function, the value of which is equal to the
probability that an exploit will be found in time t, then the attack function on element X, for
which software exploitation is possible, in this case, it takes the following form:

£,(tX)=0mpute[0, Y, TAM\ E}) u T(MNE,} )]

£,(6X)=1nput2 X TAMN\ E,}) U T({MNE,} )

()

’

where M is the set of exploits owned by the attacker, T is the mapping of the set of
exploits to the set of their corresponding execution times T, {M \ Ev}i - a set of exploits that
attackers have, but which are not applicable to the system in question, {M N Ey}o is the set of
exploits related to the system under consideration.

The very possibility of an attacker gaining unauthorized access through exploits can be
estimated by knowing the version of the OS used by the user or installed in the cellular network
infrastructure, as well as having a set M of the attacker's exploits. The possibility of a fraudster
gaining unauthorized access exists when there is an intersection of many exploits of the offender
and OS vulnerabilities.
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We list the methods that, based on this mathematical model, can be used to reduce the likelihood
of a system being damaged by attacks using exploits. This is first of all:

- the use of the latest versions of the software makes it possible to exclude from the list of
exploits the vulnerabilities found through patch-diffing (i.e. first-day vulnerabilities);

- reducing the amount of service software, which also reduces the likelihood of a successful
attack by exploits;

- a fundamentally different approach - the use of various data protection models directly within
the system, assuming that an attacker has access to data.

X L

exploit detected
100% probability

) fs(t, X)= 1

1Z] = IX] +|Y] +12] - IXUY] - [XuZ| - |YuZ| + IXUYUuZ|
Figure 4 - Programmatic analysis of the Bell-LaPadula model for three sets

In the latter case, such a data protection model within the system is, for example, the
Bell-LaPadula (BLP) model, also known as the mandatory data access model, the result of the
program analysis is shown in Figure 4.

Attacks using additional equipment

Obtaining unauthorized access to data through the use of additional equipment, namely
virtual cells, forcing the mobile device to switch from the base station of the cellular operator to
a fake base station. This is a specialized attack that can only be carried out on mobile devices and
requires special equipment.

During the attack, the attacker gains access to all data traffic that normally flows through
the CMCS - voice data, packet data and short messages (including USSD messages that are
normally considered secure and even used by ATMs to transfer sensitive data).

Since a virtual cell does not have the agent of actively influencing a mobile device, an
attack through it belongs to the class of sniffing attacks. Thus, we can formulate the following
recommendations for ensuring the security of a mobile device from the threat of an attacker
gaining unauthorized access to data through a virtual cell:

- programmatic determination of the location of the phone in the virtual cell coverage
area should determine the presence of listening equipment in the shortest possible time;

- the subscriber, who moves within small limits for a long time, is exposed to the greatest
danger. For critical objects, virtual cell discovery must be performed by fixed means.

Attack models using software and hardware backdoors

The mathematical model of an intruder using software of hardware backdoors is quite
simply implemented, taking into account the approaches proposed in the previous paragraphs.

Obviously, the presence of a backdoor allows an attacker in theory to have permanent
access to the data stored or processed in the system. We will assume that the start time of the
transfer of the data received as a result of the actions of the backdoor is negligible, just as the
time of transfer of the data itself is short.
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But at the same time, it is obvious that any backdoor has a so-called activation time, that
is, the time from which the backdoor begins active data collection and transmission. This time
should be singled out separately since it is the moment of activation of the backdoor that can be
identified and be the reason for retaliatory measures on the part of the defending side. Let's
denote this time as T. Then for this type of attack, the statement is possible:

LT,
o<t

£(t,X) (6)

where X is an element of the CMCS network, for which an attack using a backdoor can
be relevant.

Thus, the main measures to ensure the protection of CMCS subscriber data should be the
use of verified software. Moreover, it must be guaranteed not to have backdoors. This does not
exclude the need to have service software and hardware capable of detecting the activation or the
fact of unauthorized data transfer.

Having considered the list of basic attacks on mobile devices, we can say that
mathematical modeling methods allow us to systematize the approach to classifying attacks. The
use of the above approaches and models will allow targeted selection of effective methods of
protection against such attacks.

Conclusion

Mathematical modeling and formalization of the most common attacks on mobile devices
lay the foundation for the development of attack protection methods. An analysis of the
architecture of existing attacks and existing protection methods allows us to suggest the
feasibility of developing and using a number of technical solutions, namely:

- the use of a virtual secure communications operator (MVNO - Mobile virtual network
operator), which allows you to switch to trusted equipment and protect data transmission
channels;

- the use of special tools (scanners) to detect virtual cells in the radio channel,

- use only trusted OS for mobile devices;

- In addition, it is proposed that it is advisable to modify existing technical protection
solutions in terms of adding to them:

- method of protecting the hardware platform for mobile devices using a specialized
hardware filter;

- new technical solutions to ensure anti-virus protection.

By doing the above, the basic principles of preventing and neutralizing intrusions into the
system of mobile devices can be formed.
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YSJIbl BAUJIAHBIC )KYHUEJIEPIHE KAVITICI3JIK IHABYBLIJAPBIHBIH
MATEMATHUKAJIBIK MOJAEJIBJAEPI

Anparna. CmaptdoHaap MeH MOOWUIIBII KYPBUIFBUIAPBI OJIAPJBIH IIIKI pecypcTapbiHa
madybll JKacaylaH KOpFay KaKETTUII ojlap/blH CaHBIHBIH OipHele ece ecyiHe, COHAan-ak
WNHTepHeTKEe KOJ JKETIMJI Ta/KEeTTep apachIHIArbl YiecTepiHe OaiylaHbICThI. MaKalaHbIH
MaKcaThl-MOOWIIB/II KYPBUIFbUIApFa MAOYBUIABIH €H KOIl TapajifaH TYpPJEPiHIH MaTeMaTHKAJIBIK
MOJENBJCPIH Tajjay xXoHe Kypy. Kypbuiran Mojenplep MEH onapibl Tajjay HerisiHjae
cMapThoHaap MEH 06acka MOOWIIBII Ta/HKETTEPIIH ONEPAMSIIBIK KYHECIHEe KIpYIiH allJbIH ally
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JKoHe OeHTapanTaHAbIpy oNicTepl YCBHIHBUIFAH. OicTepi: bIKTUMaNIBIK TEOpUSCHI MEH
MaTeMaTHKAJIBIK MOJEIIbICY IEMEHTTEPIH KOJIJIaHa OTHIPBIN KosmaHOanbel tannay. Hotmxkenep:
MOOWJIBJII KYPBUIFBIJIApAA OCAIIBIKTAP/Abl KaJBIITACTBIPY MEXaHU3MICPIHIH epeKIIeTiKTepi
aHBIKTANIBL.  MOOWMIBAI  KYpBUIFBUIAPIAFbl  KUOepmaOybUIIaH  KOPFayIblH  3aMaHayu
TEXHOJOTHSUIAPBIHBIH THIMJUIITIH aHBIKTAYJbIH MAaHBI3Ibl ACIEKTUIEPl AaHBIKTAIABL. Y SUTbI
JKeJiepre TUNTIK MadybuIIapapl MaTEMaTUKAIBIK MOJENBACYIIH HET13r TocuiIepiHe KpIcKalia
oty >kacanaabl. [aOysi KIackIHBIH TYpiHE OailIaHBICTBI KOPFAHBIC 9/IICTEPiH THIM/II TaHIAyFa
KOWBUIATHIH TajanTap TYKbIpbIMAaIFaH. MoOWIIb1 KYPBUIFBIHBIH KAYIIICI3AIT1H KAMTaMachl3 €Ty
OOMBIHIIIA HETI3r1 YCHIHBICTAP TY)XbIpbIMIANFaH. EH Kemn TapanraH XOHE TUNTIK MIa0ybuigap
apKBUIBI )KYHeHi Oy3y BIKTHMAJJIBIFbIH a3aiTy 9MIICTepi YCHIHBLIFaH.
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MATEMATHYECKHE MOJEJIN ATAK HA MOBMJIBHBIE COTOBBIE CUCTEMbI

AnHoTanus. Heo0xoaumocTs 3auThl cMapTHOHOB M MOOHMIIBHBIX YCTPOMCTB OT aTak Ha
UX BHYTPEHHHE pecypchl 00yCIOBJI€HAa MX MHOIOKPAaTHBIM POCTOM UHMCIA, a TAKXKe UX JoJei
cpenu TamkeToB ¢ goctynoM B WHreprer. Llenbio cTatbu sBISETCS aHAIU3 M CO3JaHUE
MaTeMaTHYECKUX MOJeNiell HamOoJjiee paclpOCTPAaHEHHBIX THIIOB arak Ha MOOMIILHBIC
ycTpoiictBa. Ha oOCHOBE MOCTpOSHHBIX MOJAENEH M WX aHamM3a MPEAToKEHBl CIOCOOBI
NPEeIOTBPALICHUs] U HEHTpajdu3aluid BTOPXKEHUI B ONEPAallMOHHYIO CHCTEMY CMapT()OHOB M
IPYruX MOOUIBHBIX TaHKETOB. METObl: MPUKIAJHON aHAM3 C HCIOJIb30BAHUEM DJIEMEHTOB
TEOpHUUn BepOﬂTHOCTeﬁ n  MAaTe€MaTU4YCCKOro MOACIINPOBAHUA. PeBy_]'II)TaTI)IZ OIMpECACIICHBI
OCOOCHHOCTH MEXaHM3MOB (OPMUPOBAHMS YSI3BUMOCTEH B MOOWMIBHBIX YCTpPOMCTBaX.
BrIsiBiIeHBI BasKHBIE acTIeKThl onpeieneHust 3pGEeKTUBHOCTH COBPEMEHHBIX TEXHOJIOTHM 3aIIUThI
oT kubeparak Ha MOOWIbHBIE YycTpoicTBa. JlaH KpaTkuii 0030p OCHOBHBIX IOAXOJIOB K
MAaTEMATUYCCKOMY MOJCIUPOBAHWIO THIIMYHBIX aTaK Ha MOOWIBHBIE CETH. C(bOpMy.]'II/IpOBaHBI
TpeboBaHus K 3(H(HEKTHBHOMY BHIOOPY METOAOB 3alIUTHl B 3aBUCHMOCTH OT THIA KJlacca aTaKu.
CdopmynupoBaHbl OCHOBHBIE PEKOMEHJAIMH IO OOECIEYCHHIO O€30MacCHOCTH MOOWMIIBHOTO
ycTpoiictBa. IlpemnoxkeHbl METOABl CHIDKEHHS BEPOSTHOCTH B3JIOMAa CHUCTEMBI C TOMOIIBIO
HanboJiee pacpOCTPaHEHHBIX U TUTTUYHBIX aTak.

Kuarouesbie cioBa. Cmaptdonsl, nHpoOpManuoHHas O€30MacHOCTb, aTaKd METOJ0M
nepedopa, MPOrpaMMBbI-IKCIUIONTHI, TPOTPAMMHBIC U arapaTHbie 09KIOPHI.
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