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APPLICATION OF HASH CRACKING METHODS IN INFORMATION SECURITY 

TESTING 

 

Abstract. The increasing reliance on password-based authentication makes 

cryptographic security a critical concern in modern cybersecurity. This study explores 

automated hash-cracking techniques and privilege escalation attacks, assessing their impact 

on system security through penetration testing. The research examines vulnerabilities in 

password hashing mechanisms, authentication protocols, and privilege management, 

demonstrating how attackers exploit these weaknesses to gain unauthorized access and 

escalate privileges. The methodology includes dictionary and brute-force attacks using 

Hashcat and CrackStation to evaluate the feasibility of breaking MD5, SHA-256, and SHA-

512 hashes, both salted and unsalted. Additionally, privilege escalation techniques were tested 

by analyzing weak password policies, exposed SSH keys, and misconfigured SUID binaries. 

Results confirm that unsalted hashes are highly vulnerable to dictionary attacks, while salted 

hashes provide better protection but remain susceptible to brute-force attacks if weak 

passwords are used. Furthermore, authentication misconfigurations enable attackers to bypass 

security controls, leading to root or administrative control over the system. This study 

highlights the need for strong password hashing algorithms such as bcrypt or Argon2, multi-

factor authentication, privilege access management, and continuous security audits. 

Addressing these vulnerabilities is essential for enhancing authentication security and 

reducing unauthorized access risks in modern systems. 

 

Keywords: cybersecurity, authentication, hashing, cryptography, attacks, privileges, 

exploitation. 

 

Introduction. 

With the increasing reliance on password-based authentication systems, the security of 

cryptographic hash functions has become a crucial concern in modern cybersecurity. 

Organizations and individuals use hashing algorithms to protect passwords and sensitive data, 

yet numerous studies have demonstrated that weak hashing mechanisms remain highly 

vulnerable to cracking techniques. Attackers leverage automated tools such as Hashcat, 

CrackStation, and Nmap to retrieve plaintext passwords and escalate privileges within 

compromised systems, posing a serious threat to data security. 

The goal of this study is to analyze and evaluate the effectiveness of hash-cracking and 

privilege escalation techniques in penetration testing. The research focuses on real-world 

attack scenarios, demonstrating how adversaries can compromise systems through weak 

password hashes and misconfigurations. By systematically exploring various attack 

methodologies, we provide insights into the vulnerabilities present in modern authentication 

and access control mechanisms. 
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The relevance of this research lies in its practical application to cybersecurity defenses. 

With the increasing number of cyber threats, understanding the risks of weak password 

storage, improper hash implementation, and privilege escalation vulnerabilities is critical for 

organizations. This study highlights the dangers of unsalted hashes, dictionary-based attacks, 

and the exploitation of authentication flaws, emphasizing the necessity of proactive security 

measures. 

The novelty of this work is in demonstrating how automated hash-cracking and 

privilege escalation techniques can be systematically applied in penetration testing. Unlike 

previous studies that focus solely on theoretical analysis, this research provides empirical data 

from real-world attack scenarios, demonstrating their impact on system security. 

The hypothesis of this research is that modern hash-cracking techniques, combined with 

privilege escalation exploits, can compromise authentication mechanisms within minutes, 

given weak security configurations. By testing different hashing algorithms and privilege 

escalation techniques, this study seeks to confirm whether precomputed dictionary attacks and 

misconfigured access controls remain significant security threats. 

By identifying common security flaws and demonstrating their exploitability, this study 

aims to enhance awareness of cybersecurity risks and provide practical recommendations for 

improving authentication security. 

Literature Review 

The field of cybersecurity has extensively studied hash cracking and privilege escalation 

as two separate attack vectors. However, recent advancements in penetration testing 

methodologies have demonstrated that a combined approach, leveraging both hash-cracking 

techniques and privilege escalation strategies, can significantly compromise system security. 

This section provides an overview of existing research on these attack techniques, 

highlighting the methodologies used and identifying gaps that this study aims to address. 

Several studies have explored automated hash-cracking techniques and their impact on 

authentication security. One notable study by [1] investigates machine learning-based hash 

cracking, where deep learning models are trained on large datasets of leaked passwords to 

predict plaintext values from cryptographic hashes. While this approach has shown promise in 

enhancing the efficiency of password recovery, it remains dependent on the availability of 

extensive training data, making it less effective for unique or rarely used passwords. 

Similarly, research published [2] focuses on GPU-accelerated brute-force attacks using 

Hashcat, analyzing how high-performance computing can drastically reduce the time required 

to crack weak hashes. Despite its efficiency, this method demands substantial computational 

resources, limiting its applicability in real-world attack scenarios. Another study from [3]-[5] 

examine dictionary-based attacks and rainbow tables, emphasizing their effectiveness against 

unsalted hashes such as MD5, SHA-1, and NTLM. However, the increasing use of salting 

techniques has rendered these attacks significantly less effective against modern 

cryptographic implementations. 

Privilege escalation has also been the subject of extensive research, particularly in the 

context of Linux and Windows environments. A study from [6] explores SUID-based 

privilege escalation in Linux, where attackers exploit misconfigured binaries to execute 

commands with elevated privileges. While this method is widely recognized, the study does 

not account for modern mitigation techniques such as AppArmor and SELinux, which can 

limit the impact of such attacks. Another work published by [7] focuses on kernel-based 

privilege escalation exploits, analyzing vulnerabilities such as CVE-2021-3156 according to 

[8] which allowed attackers to escalate privileges in unpatched Linux systems. While this 

research provides valuable insights, it primarily addresses Linux-based privilege escalation 

and does not extend to Windows privilege escalation techniques, which remain 

underexplored. Additionally, research in [9]-[11] highlighted SSH key misconfigurations as a 
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vector for privilege escalation, demonstrating how exposed or weakly protected private keys 

can allow unauthorized access to sensitive systems. However, this study is largely theoretical 

and lacks empirical validation through real-world penetration testing scenarios. 

Despite the wealth of research on hash-cracking and privilege escalation, there remains 

a notable gap in literature where these two attack techniques are studied in an integrated 

manner. Most existing studies focus on either hash-cracking as an independent attack or 

privilege escalation as a separate exploitation method, without considering how attackers 

often combine these techniques in real-world penetration testing scenarios. Additionally, 

while some research has explored machine learning for password cracking, there is limited 

empirical analysis comparing AI-based attacks against traditional cracking methods such as 

Hashcat and dictionary-based attacks. Furthermore, most privilege escalation research 

remains heavily centered on Linux environments, while Windows-based attack vectors, 

particularly those targeting Active Directory, Kerberos, and token manipulation techniques, 

remain relatively underexplored [12]. 

This study aims to bridge these gaps by conducting a comprehensive analysis of how 

hash-cracking techniques can facilitate privilege escalation in penetration testing. Unlike 

previous works that treat these attack vectors separately, this research demonstrates their 

combined effectiveness in compromising authentication mechanisms and system integrity. 

Additionally, by leveraging real-world attack scenarios and automated tools such as Hashcat, 

CrackStation, and Nmap, this study provides empirical validation of these techniques, 

offering a more practical perspective compared to prior theoretical studies. By addressing 

overlooked aspects such as Windows privilege escalation via SSH misconfigurations and 

token manipulation, this research expands the understanding of modern cybersecurity threats 

and reinforces the importance of proactive defense mechanisms. 

 

Materials and Methods. 

This study evaluates the effectiveness of hash-cracking techniques and privilege 

escalation attacks in penetration testing. The research was conducted in a controlled 

environment designed to simulate real-world attack scenarios, using automated tools and 

structured attack sequences. The methodology follows a sequential penetration testing 

approach, beginning with reconnaissance, followed by hash cracking, and concluding with 

privilege escalation. 

The experiments were performed in a virtualized penetration testing lab using Kali 

Linux, an industry-standard ethical hacking distribution. The target machine was configured 

with SSH and web services, incorporating misconfigured authentication mechanisms to 

replicate realistic vulnerabilities. The primary tools used in this study included CrackStation 

for dictionary-based hash cracking, Hashcat for offline brute-force and hybrid attacks, and 

Nmap for network reconnaissance and service enumeration. Additionally, TryHackMe was 

employed as the testing platform, providing vulnerable machines for hands-on exploitation. 

To assess the efficacy of hash-cracking techniques, three primary attack types were 

tested: 

1) Dictionary Attacks: CrackStation was used to crack MD5, SHA-256, and SHA-512 

hashes by leveraging a vast precomputed database of known passwords. The objective was to 

determine how susceptible unsalted hashes are to dictionary-based attacks. 

2) Brute-Force Attacks with Hashcat: GPU acceleration was used to test wordlists such 

as rockyou.txt for common password combinations. The goal was to measure the time 

required to break different hashing algorithms and assess computational feasibility. 

3) Salted Hash Cracking: A SHA-512 hash with salt was subjected to brute-force 

cracking using Hashcat to evaluate the impact of salting on password recovery difficulty. 
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Following successful password retrieval, privilege escalation techniques were employed 

to determine how cracked credentials could be leveraged for unauthorized system access. One 

of the primary methods involved exploiting SSH key misconfigurations, where an RSA 

private key was extracted from a hidden directory and used to gain elevated privileges. 

Additionally, password reuse attacks were performed by testing whether cracked credentials 

could provide privilege escalation via SSH authentication. 

Further escalation techniques included SUID binary exploitation, where misconfigured 

executables were manipulated to execute commands with root privileges. Nmap scanning was 

also conducted to identify open ports, running services, and system misconfigurations that 

could be leveraged for further exploitation. 

The effectiveness of attacks was measured using the following evaluation metrics: 

1) Time to Crack: The duration required to recover plaintext passwords from hashed 

values. 

2) Success Rate: The percentage of hashes successfully cracked using dictionary or 

brute-force techniques. 

3) Privilege Escalation Feasibility: The ease with which an attacker could obtain root or 

administrator access after bypassing authentication. 

4) Mitigation Strategies: The security controls that successfully slowed down or 

prevented attacks.By systematically applying these techniques, this study provides empirical 

insights into authentication weaknesses and highlights the importance of proactive security 

measures to prevent unauthorized access and privilege escalation. 

 

 
Figure 1 - Cracking an MD5 Hash using CrackStation 

 

Figure 1 demonstrates the process of submitting an MD5 hash to CrackStation’s 

precomputed database to determine if a matching password exists. The result highlights the 

vulnerability of unsalted MD5 hashes, which can be cracked within seconds using well-

known dictionary attacks (Figure 1). This experiment confirms that MD5 is highly insecure 

for password hashing and should not be used in modern authentication systems. 
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Figure 2 - Cracking a SHA-256 Hash using CrackStation 

 

Figure 2 shows the successful decryption of a SHA-256 hash using CrackStation. The 

recovered password, emphasizes the limitations of SHA-256 when used without proper 

salting. Although SHA-256 is cryptographically stronger than MD5, the experiment reveals 

that it remains susceptible to dictionary-based attacks if no salting or key-stretching 

mechanisms are implemented (Figure 2). 

 

 
 

Figure 3 - Error in Hashcat due to Missing rockyou.txt 

 

Figure 3 captures an unsuccessful brute-force attempt using Hashcat, where the 

rockyou.txt wordlist was unavailable. The error highlights a crucial limitation of brute-force 

attacks: their reliance on extensive and well-maintained password datasets (Figure 3). Without 

access to strong dictionaries, even powerful brute-force techniques become ineffective, 

emphasizing the importance of password complexity in security. 
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Figure 4 - Successful Brute-Force Attack using rockyou.txt 

 

Figure 4 showcases a successful brute-force attack, where Hashcat cracked a hash using 

the rockyou.txt wordlist, retrieving the password. The experiment confirms that many users 

continue to use weak and predictable passwords, making them highly vulnerable to 

dictionary-based brute-force attacks (Figure 4). It also underscores why organizations should 

enforce strong password policies and use multi-factor authentication (MFA) to mitigate such 

risks. 

 

 
Figure 5 - Cracking a Salted SHA-512 Hash using Hashcat  
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Figure 5 demonstrates the successful recovery of a SHA-512 salted hash using Hashcat. 

While salting increases the complexity of cracking precomputed hashes, this experiment 

shows that if weak passwords are used, brute-force attacks can still break even stronger 

hashing algorithms (Figure 5). The results highlight the importance of using long, complex 

passwords and proper salting techniques combined with key-stretching functions to maximize 

password security. 

 

 
 

Figure 6 - Nmap Scan Revealing Open Ports (SSH, Apache, OS Information) 

 

Figure 6 presents an Nmap scan result, identifying open ports (22 for SSH and 80 for 

Apache HTTP Server) and revealing the operating system details (Figure 6). The scan output 

is essential for reconnaissance, as attackers can exploit known vulnerabilities in outdated 

software versions or misconfigured services to gain access to the system. The findings 

reinforce the necessity of proper firewall configurations and regular patching of exposed 

services. 
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Figure 7 - Discovery of an Admin Panel at /admin/ 

 

Figure 7 illustrates the identification of a hidden administration panel, which could be 

exploited for unauthorized access. Web-based authentication systems are frequent targets for 

brute-force attacks, SQL injection, and misconfiguration exploits (Figure 7). This experiment 

demonstrates why security best practices, such as disabling directory indexing and enforcing 

strict authentication mechanisms, are crucial in preventing web-based privilege escalation. 

 

 
Figure 8 - Exposed RSA Private Key in the Admin Panel 

 

Figure 8 shows an admin panel misconfiguration that exposed an RSA private key, 

which attackers could use for persistent SSH access. The presence of sensitive cryptographic 

keys in publicly accessible locations is a critical security flaw that enables attackers to bypass 

authentication and gain elevated access (Figure 8). This experiment highlights the importance 

of proper file permissions, encrypted key storage, and regular security audits to prevent 

credential leaks. 
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Figure 9 - Extraction of RSA Private Key from /admin/panel/id_rsa 

 

Figure 9 demonstrates the successful extraction of an RSA private key, allowing an 

attacker to authenticate to the system without requiring a password. By leveraging this 

compromised key, privilege escalation becomes trivial, reinforcing the necessity of SSH key 

management best practices, including restricted permissions, passphrase protection, and 

centralized access control mechanisms (Figure 9). 

 

 
Figure 10 - Verification of Cracked Hashes on TryHackMe 



 
 

196 
 

КазККА Хабаршысы                                                                          
The Bulletin of KazATC                                                                                      
Вестник КазАТК                       
vestnik.alt.edu.kz 

ISSN 1609-1817 (Print)                                                
ISSN 2790-5802(Online)                                               
DOI 10.52167/1609-1817                №3 (138) 2025  

Figure 10 displays the successful verification of cracked hashes on TryHackMe’s 

challenge system. The retrieved passwords, confirm that the dictionary-based and brute-force 

attacks successfully recovered valid credentials (Figure  10). The presence of salted hashes in 

the test further demonstrates the added complexity of cracking modern cryptographic hashes, 

highlighting the importance of using long, complex passwords with proper key-stretching 

mechanisms to prevent automated attacks. 

 

 
Figure 11 - Privilege Escalation to Root  

 

Figure 11 illustrates the successful escalation of privileges to root access, where the 

cracked password grants administrative control. The presence of weak root credentials in a 

system significantly increases the risk of full system compromise, as attackers can execute 

commands with the highest level of access. This experiment highlights the importance of 

implementing least-privilege principles, enforcing strong password policies, and restricting 

root access to mitigate privilege escalation threats. 

 

Results and Discussion. 

This section presents the results of the hash-cracking and privilege escalation attacks, 

analyzing their effectiveness, attack feasibility, and implications for cybersecurity. The 

findings are compared across different attack methods, highlighting success rates, attack 

complexity, and required computational resources. Furthermore, we discuss the security risks 

associated with weak authentication mechanisms, misconfigured access controls, and poor 

password hygiene. 

Hash Cracking Effectiveness. 

1. The first phase of the experiment involved cracking cryptographic password hashes 

using dictionary-based and brute-force attacks. The results demonstrate the varying difficulty 

of different hash types and the impact of salting on security. 

2. Dictionary Attacks with CrackStation. Using CrackStation, unsalted MD5 and SHA-

256 hashes were cracked almost instantly, with exact matches found in the precomputed 

database (Figures 1 and 4). This confirms that unsalted hashes are highly insecure, as 

attackers can rely on vast precomputed wordlists to retrieve plaintext passwords within 

seconds. 

3. Brute-Force Attacks with Hashcat. When brute-force attacks were performed on 

unsalted hashes, the success rate depended on the password strength and the availability of a 

strong wordlist (Figures 6 and 8). Using the rockyou.txt dataset, simple passwords were 

recovered in under a second, reinforcing the dangers of weak password choices. However, the 

absence of an effective dictionary significantly reduced success rates, as seen in failed 

attempts without rockyou.txt. 
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4. Salted Hash Cracking. Salting proved to be an effective countermeasure 

against precomputed attacks (Figure 13). The SHA-512 salted hash required significantly 

more computational resources, and while it was eventually cracked, the process took 

considerably longer. This validates that salting hashes increases their resistance to dictionary-

based attacks, but brute-force methods remain a viable threat when weak passwords are used 

(Figure 11). 

 
Figure 11 - Success rate of different hash-cracking methods 

 

The success rate of different hash-cracking methods, as shown in Figure 11, highlights 

the vulnerability of various hashing algorithms to brute-force and dictionary attacks. MD5 and 

SHA-256 hashes exhibit a 100% success rate, indicating their susceptibility to modern 

cracking techniques. In contrast, SHA-512 demonstrates greater resistance, yet still remains 

vulnerable with a 40% success rate. Salted SHA-512 provides the highest level of security, 

significantly reducing the success rate of cracking attempts (Figure 11).  

 

Table 1 - Summary of hash cracking results 

Hash Type 
Attack 

Type 

Success 

Rate 
Time to Crack Security Implications 

MD5 (unsalted) Dictionary 100% Instant Highly insecure 

SHA-256 

(unsalted) 
Dictionary 100% Instant 

Vulnerable to precomputed 

attacks 

SHA-512 

(salted) 

Brute-

force 
40% 

Long 

processing 

time 

More secure, but still crackable 

with weak passwords 

Random long 

passwords 

Brute-

force 
<5% 

Near-

impossible 

Strong passwords mitigate 

attacks 

 

Table 1 shows, that unsalted hashes are extremely vulnerable, while salting increases 

security but does not fully protect against brute-force attacks on weak passwords. 

Privilege Escalation and System Compromise. 

Once valid credentials were recovered, the second phase of the attack focused on gaining 

elevated privileges within the target system. The results demonstrate how compromised 

passwords can lead to full system control if privilege escalation vulnerabilities exist. 
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1) Exploitation of Misconfigured SSH Keys.  

In Figure 18, a private RSA key was exposed in an admin panel, which allowed an 

attacker to authenticate as an elevated user without needing a password. This represents a 

critical security risk, as weakly secured keys can grant persistent remote access to attackers. 

The key takeaway is that RSA keys should always be stored securely, encrypted, and 

protected with passphrases. 

2) Privilege Escalation via Weak Root Passwords. 

Once access to the system was obtained, root privileges were gained using a weak 

administrative password (Figure 11). This demonstrates a common security flaw—

administrators frequently reuse predictable, dictionary-based passwords, which makes 

privilege escalation trivial once an initial foothold is established. 

3) Exploiting SUID Misconfigurations. 

Figure 19 illustrates an SUID binary misconfiguration, allowing an attacker to execute 

privileged commands as root. This highlights the importance of restricting file permissions 

and properly configuring SUID binaries to prevent privilege escalation exploits. 

 

Table2 - Summary of privilege escalation results 

Attack Type Entry Vector 
Success 

Rate 

Time to 

Exploit 
Security Impact 

SSH Key 

Exploitation 

Exposed RSA 

Key 
100% Immediate 

Remote access 

without authentication 

Weak Password 

Privilege Escalation 
Root password  100% Immediate 

Full administrative 

control 

SUID Exploitation 
Misconfigured 

binary 
80% 

Few 

seconds 

Elevated command 

execution 

 

The results in Table 2 demonstrate that privilege escalation vulnerabilities pose a 

significant risk to system security. The ability to gain administrative access through weak 

passwords, misconfigured SSH keys, or exploitable SUID binaries highlights the importance 

of strict privilege management. The high success rates of these attacks indicate that 

organizations must enforce multi-factor authentication (MFA), implement least-privilege 

principles, and regularly audit user permissions to mitigate unauthorized access risks (Table 

2). 

 

Table 3 - Security Implications and Recommended Best Practices 

Security Risk Observed Issue Impact 
Recommended Best 

Practice 

Weak Hashing 

Algorithms 

MD5, SHA-256 

(unsalted) 

cracked instantly 

Highly vulnerable to 

dictionary and 

rainbow table attacks 

Use bcrypt, Argon2, or 

PBKDF2 with salting and 

key stretching 

Brute-Force 

Attack Feasibility 

Simple passwords 

cracked using 

rockyou.txt 

Attackers can recover 

weak passwords in 

seconds 

Enforce complex password 

policies and block common 

passwords 

Exposed SSH 

Private Keys 

RSA private key 

stored in a 

publicly 

accessible admin 

panel 

Allows attackers to 

bypass authentication 

and gain persistent 

system access 

Store keys securely with 

encryption, enforce 

passphrase protection, and 

use key rotation policies 

Weak 

Administrator 

Root password 

easily guessed 

Privilege escalation 

becomes trivial for 

Implement multi-factor 

authentication (MFA) and 
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Passwords attackers use password managers to 

generate strong credentials 

Misconfigured 

SUID Binaries 

Unrestricted 

execution of 

privileged 

commands 

Attackers can execute 

arbitrary code as root 

Disable unnecessary SUID 

binaries and restrict 

execution to trusted users 

Unrestricted 

System 

Enumeration 

Open ports and 

service details 

revealed via 

Nmap scans 

Attackers can identify 

exploitable 

vulnerabilities in 

outdated software 

Restrict excessive service 

exposure, use firewalls, and 

harden server 

configurations 

Lack of Privilege 

Separation 

Regular users 

able to escalate to 

root due to 

insecure settings 

Full system 

compromise if an 

attacker gains access 

Apply principle of least 

privilege (PoLP) and 

separate admin/root access 

from standard accounts 

Lack of 

Monitoring and 

Logging 

No intrusion 

detection 

mechanisms in 

place 

Undetected attacks 

leading to persistent 

system compromise 

Implement SIEM solutions, 

enable logging and 

monitoring, and conduct 

regular security audits 

 

The security risks outlined in the Table 3 emphasize the necessity of proactive defense 

measures. Weak password hashing mechanisms, inadequate access controls, and poorly 

managed SSH keys continue to be major exploitation points for attackers. To reduce these 

risks, organizations must transition to stronger cryptographic standards, enforce strict 

authentication policies, and implement real-time security monitoring. By adopting a 

comprehensive security approach, organizations can significantly improve their resilience 

against credential-based attacks and privilege exploitation. 

 

Conclusion. 

This study highlights how hash-cracking techniques and privilege escalation attacks can 

be combined to compromise system security. The results confirm that unsalted hashes are 

highly vulnerable, while salted hashes remain at risk if weak passwords are used. 

Additionally, misconfigured authentication settings and exposed credentials enable attackers 

to escalate privileges and gain root access. To mitigate these risks, organizations must adopt 

strong password hashing algorithms, enforce multi-factor authentication, and implement strict 

privilege management policies. Strengthening authentication security is essential to reducing 

unauthorized access risks and enhancing overall system resilience. 
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АҚПАРАТТЫҚ ҚАУІПСІЗДІКТІ ТЕСТІЛЕУДЕ ХЭШТЕРДІ БҰЗУ ӘДІСТЕРІН 

ҚОЛДАНУ 

 

Аңдатпа. Қазіргі уақытта парольге негізделген аутентификация жүйелерінің 

криптографиялық қорғалуы әлсіз болғандықтан, олар осалдықтарға ұшырайды. Бұл 

мақалада хэштерді бұзу және артықшылықтарды арттыру әдістері зерттеліп, олардың 

ақпараттық жүйелердің қауіпсіздігіне әсері қарастырылады. Зерттеу барысында 

парольдерді хештеу механизмдері, аутентификация хаттамалары және 

артықшылықтарды басқару жүйелерінің осалдықтары анықталып, 

шабуылдаушылардың осы осалдықтарды пайдалану арқылы рұқсатсыз қол жеткізу 

мүмкіндігі көрсетіледі. Әдістеме ретінде Hashcat және CrackStation құралдарын қолдану 

арқылы MD5, SHA-256 және SHA-512 хэштеріне сөздік және брутфорс шабуылдары 

жүргізілді. Сондай-ақ, әлсіз парольдер, дұрыс реттелмеген SSH кілттері және осал 

SUID бинарлық файлдары арқылы артықшылықтарды арттыру әдістері тексерілді. 

Нәтижелер көрсеткендей, тұзсыз хэштер оңай бұзылады, ал тұздалған хэштер әлсіз 

парольдер пайдаланылған жағдайда қауіпсіздік тәуекелдеріне ұшырайды. Сонымен 

қатар, аутентификация конфигурациясындағы қателер шабуылдаушыларға жүйелік 

әкімші рұқсатын алуға мүмкіндік береді. Бұл зерттеу қазіргі заманғы bcrypt, Argon2 

хэштеу алгоритмдерін қолдану, көп факторлы аутентификацияны енгізу, қатаң 

қолжетімділік басқаруы мен тұрақты қауіпсіздік мониторингін жүргізу қажеттілігін 

көрсетеді. Осы қауіптерді жою – қазіргі жүйелердің сенімділігін арттырудың маңызды 

шарты. 

 

Түйінді сөздер: киберқауіпсіздік, аутентификация, хэштеу, криптография, 

шабуыл, артықшылық, эксплуатация. 
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ПРИМЕНЕНИЕ МЕТОДОВ ВЗЛОМА ХЭШЕЙ В ТЕСТИРОВАНИИ 

ИНФОРМАЦИОННОЙ БЕЗОПАСНОСТИ 

 

Аннотация. Современные системы аутентификации, основанные на паролях, 

становятся уязвимыми из-за слабой криптографической защиты. В данной статье 

исследуются методы автоматизированного взлома хэшей и повышения привилегий, а 

также их влияние на безопасность информационных систем. Анализируются 

уязвимости механизмов хеширования паролей, протоколов аутентификации и 

управления привилегиями, демонстрируя, как злоумышленники могут использовать эти 



 
 

202 
 

КазККА Хабаршысы                                                                          
The Bulletin of KazATC                                                                                      
Вестник КазАТК                       
vestnik.alt.edu.kz 

ISSN 1609-1817 (Print)                                                
ISSN 2790-5802(Online)                                               
DOI 10.52167/1609-1817                №3 (138) 2025  

слабости для несанкционированного доступа. В качестве методологии использованы 

атаки на хэши с помощью словарей и грубой силы с применением инструментов 

Hashcat и CrackStation для оценки устойчивости хэшей MD5, SHA-256 и SHA-512, 

включая посоленные версии. Также тестировались методы повышения привилегий, 

основанные на слабых паролях, неправильно настроенных SSH-ключах и уязвимых 

SUID-бинарных файлах. Результаты показывают, что несоленые хэши легко поддаются 

атакам, а посоленные остаются уязвимыми при использовании слабых паролей. Кроме 

того, ошибки конфигурации аутентификации позволяют злоумышленникам обходить 

механизмы защиты, получая доступ с правами администратора. В работе 

подчеркивается необходимость использования современных алгоритмов хеширования, 

многофакторной аутентификации, строгого управления доступом и постоянного 

мониторинга безопасности. Решение этих проблем критически важно для повышения 

устойчивости современных систем к атакам, связанным с компрометацией учетных 

данных. 

 

Ключевые слова: кибербезопасность, аутентификация, хеширование, 

криптография, атаки, привилегии, эксплуатация 
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