KasKKA Xabapubicbi
The Bulletin of KazATC

BecTtHUK KasATK

UDC 004.056
DOI 10.52167/1609-1817-2025-138-3-187-202

A.S. Bayegizova®, A.M. Jumagaliyeva®, E.A. Abdykerimova®,
A.B. Turkmenbayev?, V.B. Rystygulova®
'L.N. Gumilyov Eurasian National University, Astana, Kazakhstan
2K. Kulazhanov Kazakh University of Technology and Business, Astana, Kazakhstan
%Yessenov University, Aktau, Kazakhstan
E-mail: jJumagalievaainur.m@gmail.com

APPLICATION OF HASH CRACKING METHODS IN INFORMATION SECURITY
TESTING

Abstract. The increasing reliance on password-based authentication makes
cryptographic security a critical concern in modern cybersecurity. This study explores
automated hash-cracking techniques and privilege escalation attacks, assessing their impact
on system security through penetration testing. The research examines vulnerabilities in
password hashing mechanisms, authentication protocols, and privilege management,
demonstrating how attackers exploit these weaknesses to gain unauthorized access and
escalate privileges. The methodology includes dictionary and brute-force attacks using
Hashcat and CrackStation to evaluate the feasibility of breaking MD5, SHA-256, and SHA-
512 hashes, both salted and unsalted. Additionally, privilege escalation techniques were tested
by analyzing weak password policies, exposed SSH keys, and misconfigured SUID binaries.
Results confirm that unsalted hashes are highly vulnerable to dictionary attacks, while salted
hashes provide better protection but remain susceptible to brute-force attacks if weak
passwords are used. Furthermore, authentication misconfigurations enable attackers to bypass
security controls, leading to root or administrative control over the system. This study
highlights the need for strong password hashing algorithms such as bcrypt or Argon2, multi-
factor authentication, privilege access management, and continuous security audits.
Addressing these vulnerabilities is essential for enhancing authentication security and
reducing unauthorized access risks in modern systems.

Keywords: cybersecurity, authentication, hashing, cryptography, attacks, privileges,
exploitation.

Introduction.

With the increasing reliance on password-based authentication systems, the security of
cryptographic hash functions has become a crucial concern in modern cybersecurity.
Organizations and individuals use hashing algorithms to protect passwords and sensitive data,
yet numerous studies have demonstrated that weak hashing mechanisms remain highly
vulnerable to cracking techniques. Attackers leverage automated tools such as Hashcat,
CrackStation, and Nmap to retrieve plaintext passwords and escalate privileges within
compromised systems, posing a serious threat to data security.

The goal of this study is to analyze and evaluate the effectiveness of hash-cracking and
privilege escalation techniques in penetration testing. The research focuses on real-world
attack scenarios, demonstrating how adversaries can compromise systems through weak
password hashes and misconfigurations. By systematically exploring various attack
methodologies, we provide insights into the vulnerabilities present in modern authentication
and access control mechanisms.
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The relevance of this research lies in its practical application to cybersecurity defenses.
With the increasing number of cyber threats, understanding the risks of weak password
storage, improper hash implementation, and privilege escalation vulnerabilities is critical for
organizations. This study highlights the dangers of unsalted hashes, dictionary-based attacks,
and the exploitation of authentication flaws, emphasizing the necessity of proactive security
measures.

The novelty of this work is in demonstrating how automated hash-cracking and
privilege escalation techniques can be systematically applied in penetration testing. Unlike
previous studies that focus solely on theoretical analysis, this research provides empirical data
from real-world attack scenarios, demonstrating their impact on system security.

The hypothesis of this research is that modern hash-cracking techniques, combined with
privilege escalation exploits, can compromise authentication mechanisms within minutes,
given weak security configurations. By testing different hashing algorithms and privilege
escalation techniques, this study seeks to confirm whether precomputed dictionary attacks and
misconfigured access controls remain significant security threats.

By identifying common security flaws and demonstrating their exploitability, this study
aims to enhance awareness of cybersecurity risks and provide practical recommendations for
improving authentication security.

Literature Review

The field of cybersecurity has extensively studied hash cracking and privilege escalation
as two separate attack vectors. However, recent advancements in penetration testing
methodologies have demonstrated that a combined approach, leveraging both hash-cracking
techniques and privilege escalation strategies, can significantly compromise system security.
This section provides an overview of existing research on these attack techniques,
highlighting the methodologies used and identifying gaps that this study aims to address.

Several studies have explored automated hash-cracking techniques and their impact on
authentication security. One notable study by [1] investigates machine learning-based hash
cracking, where deep learning models are trained on large datasets of leaked passwords to
predict plaintext values from cryptographic hashes. While this approach has shown promise in
enhancing the efficiency of password recovery, it remains dependent on the availability of
extensive training data, making it less effective for unique or rarely used passwords.
Similarly, research published [2] focuses on GPU-accelerated brute-force attacks using
Hashcat, analyzing how high-performance computing can drastically reduce the time required
to crack weak hashes. Despite its efficiency, this method demands substantial computational
resources, limiting its applicability in real-world attack scenarios. Another study from [3]-[5]
examine dictionary-based attacks and rainbow tables, emphasizing their effectiveness against
unsalted hashes such as MD5, SHA-1, and NTLM. However, the increasing use of salting
techniques has rendered these attacks significantly less effective against modern
cryptographic implementations.

Privilege escalation has also been the subject of extensive research, particularly in the
context of Linux and Windows environments. A study from [6] explores SUID-based
privilege escalation in Linux, where attackers exploit misconfigured binaries to execute
commands with elevated privileges. While this method is widely recognized, the study does
not account for modern mitigation techniques such as AppArmor and SELinux, which can
limit the impact of such attacks. Another work published by [7] focuses on kernel-based
privilege escalation exploits, analyzing vulnerabilities such as CVE-2021-3156 according to
[8] which allowed attackers to escalate privileges in unpatched Linux systems. While this
research provides valuable insights, it primarily addresses Linux-based privilege escalation
and does not extend to Windows privilege escalation techniques, which remain
underexplored. Additionally, research in [9]-[11] highlighted SSH key misconfigurations as a
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vector for privilege escalation, demonstrating how exposed or weakly protected private keys
can allow unauthorized access to sensitive systems. However, this study is largely theoretical
and lacks empirical validation through real-world penetration testing scenarios.

Despite the wealth of research on hash-cracking and privilege escalation, there remains
a notable gap in literature where these two attack techniques are studied in an integrated
manner. Most existing studies focus on either hash-cracking as an independent attack or
privilege escalation as a separate exploitation method, without considering how attackers
often combine these techniques in real-world penetration testing scenarios. Additionally,
while some research has explored machine learning for password cracking, there is limited
empirical analysis comparing Al-based attacks against traditional cracking methods such as
Hashcat and dictionary-based attacks. Furthermore, most privilege escalation research
remains heavily centered on Linux environments, while Windows-based attack vectors,
particularly those targeting Active Directory, Kerberos, and token manipulation techniques,
remain relatively underexplored [12].

This study aims to bridge these gaps by conducting a comprehensive analysis of how
hash-cracking techniques can facilitate privilege escalation in penetration testing. Unlike
previous works that treat these attack vectors separately, this research demonstrates their
combined effectiveness in compromising authentication mechanisms and system integrity.
Additionally, by leveraging real-world attack scenarios and automated tools such as Hashcat,
CrackStation, and Nmap, this study provides empirical validation of these techniques,
offering a more practical perspective compared to prior theoretical studies. By addressing
overlooked aspects such as Windows privilege escalation via SSH misconfigurations and
token manipulation, this research expands the understanding of modern cybersecurity threats
and reinforces the importance of proactive defense mechanisms.

Materials and Methods.

This study evaluates the effectiveness of hash-cracking techniques and privilege
escalation attacks in penetration testing. The research was conducted in a controlled
environment designed to simulate real-world attack scenarios, using automated tools and
structured attack sequences. The methodology follows a sequential penetration testing
approach, beginning with reconnaissance, followed by hash cracking, and concluding with
privilege escalation.

The experiments were performed in a virtualized penetration testing lab using Kali
Linux, an industry-standard ethical hacking distribution. The target machine was configured
with SSH and web services, incorporating misconfigured authentication mechanisms to
replicate realistic vulnerabilities. The primary tools used in this study included CrackStation
for dictionary-based hash cracking, Hashcat for offline brute-force and hybrid attacks, and
Nmap for network reconnaissance and service enumeration. Additionally, TryHackMe was
employed as the testing platform, providing vulnerable machines for hands-on exploitation.

To assess the efficacy of hash-cracking techniques, three primary attack types were
tested:

1) Dictionary Attacks: CrackStation was used to crack MD5, SHA-256, and SHA-512
hashes by leveraging a vast precomputed database of known passwords. The objective was to
determine how susceptible unsalted hashes are to dictionary-based attacks.

2) Brute-Force Attacks with Hashcat: GPU acceleration was used to test wordlists such
as rockyou.txt for common password combinations. The goal was to measure the time
required to break different hashing algorithms and assess computational feasibility.

3) Salted Hash Cracking: A SHA-512 hash with salt was subjected to brute-force
cracking using Hashcat to evaluate the impact of salting on password recovery difficulty.
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Following successful password retrieval, privilege escalation techniques were employed
to determine how cracked credentials could be leveraged for unauthorized system access. One
of the primary methods involved exploiting SSH key misconfigurations, where an RSA
private key was extracted from a hidden directory and used to gain elevated privileges.
Additionally, password reuse attacks were performed by testing whether cracked credentials
could provide privilege escalation via SSH authentication.

Further escalation techniques included SUID binary exploitation, where misconfigured
executables were manipulated to execute commands with root privileges. Nmap scanning was
also conducted to identify open ports, running services, and system misconfigurations that
could be leveraged for further exploitation.

The effectiveness of attacks was measured using the following evaluation metrics:

1) Time to Crack: The duration required to recover plaintext passwords from hashed
values.

2) Success Rate: The percentage of hashes successfully cracked using dictionary or
brute-force techniques.

3) Privilege Escalation Feasibility: The ease with which an attacker could obtain root or
administrator access after bypassing authentication.

4) Mitigation Strategies: The security controls that successfully slowed down or
prevented attacks.By systematically applying these techniques, this study provides empirical
insights into authentication weaknesses and highlights the importance of proactive security
measures to prevent unauthorized access and privilege escalation.

Enter up to 20 non-salted hashes, one per line:

48bb6e862e5412a795Ffcde541caeddd

Supports: LM, NTLM, md2, md4, md3, mds{md5_hex), mds-half, shal, sha224, sha256, sha384, sha512, ripeMD160, whirlpool, My5Q
(shal(shal_bin)), QubesV3.1BackupDefaults

Hash Type Re
48bbbe862e54f2a795ffcde541caeddd H md5s H easy

Color Codes: Bfé8nY Exact match, Yellow: Partial match, [EEER Mot found.

Download CrackStation's Wordlist

Figure 1 - Cracking an MD5 Hash using CrackStation

Figure 1 demonstrates the process of submitting an MDS5 hash to CrackStation’s
precomputed database to determine if a matching password exists. The result highlights the
vulnerability of unsalted MD5 hashes, which can be cracked within seconds using well-
known dictionary attacks (Figure 1). This experiment confirms that MD5 is highly insecure
for password hashing and should not be used in modern authentication systems.
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11CC 1 addWULU 11ad1l 1dadunGlL

Enter up to 20 non-salted hashes, one per line:

1C8BFEBF801D79745C4631DBIFFF36C82AA37FCACCEAFCI46683D7B336B63032

- I'm not a robot R

reCAPTCHA
Privacy - Terms

Supports: LM, NTLM, md2, md4, mdS, mdS(mdS_hex), mds-half, shal, sha224, sha256, sha3g4, sha512, ripeMD160, whirlpool, MySQL 4.1+ (shal{shal_bin)),
QubesV3.1BackupDefaults

Hash Type Result
1C8BFE8F801D79745C4631D@9FFF36C82AA37FCACCEAFC946683D7B336B63032 ” sha256 ” letmein

Color Codes: BF88RY Exact match, Yellow: Partial match, B Not found.

Download CrackStation's Wordlist

Figure 2 - Cracking a SHA-256 Hash using CrackStation

Figure 2 shows the successful decryption of a SHA-256 hash using CrackStation. The
recovered password, emphasizes the limitations of SHA-256 when used without proper
salting. Although SHA-256 is cryptographically stronger than MDS5, the experiment reveals
that it remains susceptible to dictionary-based attacks if no salting or key-stretching
mechanisms are implemented (Figure 2).

(&) U B & https://tryhackme.com/room/crackthehash#
rockyou.txt Properties

abik@abik: ~

Setting up libclang-common-9-dev (1:9.8.1-12) ...

Setting up clang-9 (1:9.0.1-12) ...

Setting up llvm-9-dev (1:9.6.1-12) ...

Setting up libpoclz:amd64 (1.4-6) ...

Setting up pocl-opencl-icd:amdé4 (1.4-6) ...

Setting up hashcat (5.1.0+ds1-2) ...

Processing triggers for libc-bin (2.31-6ubuntu9.9) ...

Processing triggers for systemd (245.4-4ubuntu3.19) ...

Processing triggers for man-db (2.9.1-1) ...

Processing triggers for install-info (6.7.06.dfsg.2-5) ...
:~% nano hash.h

$ hashcat -m 3200 hash.h fusr/share/wordlists/rockyou.txt

hashcat (v5.1.8) starting...

Started: Wed May 17 10:09:48 20823
Stopped: Wed May 17 10:09:41 2023

:~§ hashcat -m 3200 hash.h /home/abik/Downloads
hashcat (v5.1.8) starting...

OpenCL Platform #1: The pocl project

Answer formak: **¥*#%xsex

Figure 3 - Error in Hashcat due to Missing rockyou.txt

Figure 3 captures an unsuccessful brute-force attempt using Hashcat, where the
rockyou.txt wordlist was unavailable. The error highlights a crucial limitation of brute-force
attacks: their reliance on extensive and well-maintained password datasets (Figure 3). Without
access to strong dictionaries, even powerful brute-force techniques become ineffective,
emphasizing the importance of password complexity in security.
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HMAC-SHA512 (key = $salt)

1760 7cce966f5503e292a51381f238d071971ad5442488f
1770 |sha512(utfictle($pass)) 79bba09eb9354412d0f2c037c22a777b8bf549ab12¢
1800 sha512crypt $6$, SHA512 (Unix) 2 $6$524507455k5ka2p8bFuSmoVT1tzOyyuaREkkKB:
2000 |STDOUT n/a

2100 Domain Cached Credentials 2 (DCC2), MS Cache 2 $DCC2$10240#tom#e4e938d12fe5974dc42a90120
2400 | Cisco-PIX MD5 dRRVNUMUHXOTtOnk

2410 |Cisco-ASA MD5 02dMBMYkTAC5Ziyp:36

2500 |WPA-EAPOL-PBKDF2 1 @ https://hashcat.net/misc/example_hashes/hashc
2501 |WPA-EAPOL-PMK 14 @ https://hashcat.net/misc/example_hashes/hashc
2600 md5(md5($pass)) a930af92b0ae20biffoc3347a72e5fbe

3000 LM 299bd128c1101fd6

3100 Oracle H: Type (Oracle 7+) 7A963A529D2E3229:3682427524

3200 bcrypt $2*5, Blowfish (Unix) $2a%505%LhaylxezLhK1LhWvKxCyLOj0j1u.Kj0jZ0pEr
3500 md5(mds(mds($pass))) 9882d0778518b095917eb589f6998441

3710 md5(%$salt.md5($pass)) 95248989ec91f6d0439dbde2bd0140be: 1234

3730 ?rigg?%altl.Strtoupper(md5(Ssalt2.5passr)\l)\;§{{=DVWHVR 0e1484eb061b8e0cfd81868bbaldc4a0:220381927:
3800 md5(%$salt.$pass.$salt) 2e45c4b99396c6chb2db8bdaldd3dfeeof: 1234

3910 md5(md5($pass).md5($salt)) 250920b3a5e31318806a032a4674df7e:1234

4010 md5($salt.md5($salt.$pass)) 30d0cf4a5d7edB831084c5b8b0ba75b46:1234

4110 md5($salt.md5($pass.$salt)) b4cb5c551a30f6c25d648560408df68a:1234

Figure 4 - Successful Brute-Force Attack using rockyou.txt

Figure 4 showcases a successful brute-force attack, where Hashcat cracked a hash using
the rockyou.txt wordlist, retrieving the password. The experiment confirms that many users
continue to use weak and predictable passwords, making them highly vulnerable to
dictionary-based brute-force attacks (Figure 4). It also underscores why organizations should
enforce strong password policies and use multi-factor authentication (MFA) to mitigate such
risks.

Watchdog

Host momorx

$6%aReall 3/ TINFpMbGNN ZXPMAX14b IMLIObe cfi3/qxIf hsGpS41BaMhS:

INNY M ]
HVX q JF_cJS

2 (Unix)
Zq. UQQmxmep/T7MPpNbGNnZXPM
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Figure 5 demonstrates the successful recovery of a SHA-512 salted hash using Hashcat.
While salting increases the complexity of cracking precomputed hashes, this experiment
shows that if weak passwords are used, brute-force attacks can still break even stronger
hashing algorithms (Figure 5). The results highlight the importance of using long, complex
passwords and proper salting techniques combined with key-stretching functions to maximize
password security.

ubuntuuuu [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
Activities ] Terminal ~ MaMm 17 11:39 @

Sl < TryHackMe | Brute It

© O 8 &2 https://tryhackme.com/room/bruteit

Title IP Address Expires Add 1 hour

Brute It 10.10.162.246 46m 07s

Search for open ports using nmap.
How many ports are open?

2

What version of SSH is running?

OpenSSH 7.6p1
I+ abik@abik: ~ Q

What version of Apache is running?

:~S nmap -A -T4 10.10.162.246
2.4.29 Starting Nmap 7.80 ( https://nmap.org ) at 2023-85-17 11:34 +05
o Nmap scan report for 10.10.162.246
Host is up (0®.63s latency).
Which Linux distribution is running? [ISiss{el7y b=l Ara Ko i1-1 s [e Ty
PORT STATE SERVICE VERSION
ubuntu 22/tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu®.3 (Ubuntu L1

Search for hidden directories on web
What is the hidden directory?

A A 117:25:e c:

BO/tcp open http Apache httpd 2.4.29 ((Ub

| _http-server-header: Apache/2.4.29 (Ubuntu)

| _http-title: Apache2 Ubuntu Default Page: It works
Service Info: 0S: Linux; CPE: cpe:/o:Llinux:linux_kernel

Answer format: f*##*%*

Service detection performed. Please report any incorrect results
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in B83.93 seconds

i~5

Figure 6 - Nmap Scan Revealing Open Ports (SSH, Apache, OS Information)

Figure 6 presents an Nmap scan result, identifying open ports (22 for SSH and 80 for
Apache HTTP Server) and revealing the operating system details (Figure 6). The scan output
is essential for reconnaissance, as attackers can exploit known vulnerabilities in outdated
software versions or misconfigured services to gain access to the system. The findings
reinforce the necessity of proper firewall configurations and regular patching of exposed
services.
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e ] TryHackMe | Brute It L3l Admin Login Page L+ ~ - 0 X

& C O & 10.10.162.246/admin/ & + =

LOGIN

USERNAME

PASSWORD

Figure 7 - Discovery of an Admin Panel at /admin/

Figure 7 illustrates the identification of a hidden administration panel, which could be
exploited for unauthorized access. Web-based authentication systems are frequent targets for
brute-force attacks, SQL injection, and misconfiguration exploits (Figure 7). This experiment
demonstrates why security best practices, such as disabling directory indexing and enforcing
strict authentication mechanisms, are crucial in preventing web-based privilege escalation.

TryHackMe | Brute It Bl Admin Panel B+ ~ - o X

& @] O & 10.10.162.246/admin/panel/ & & =

Hello john, finish the development of the
site, here's your RSA private key.

THM{brut3 fOrce is edsy}
Figure 8 - Exposed RSA Private Key in the Admin Panel

Figure 8 shows an admin panel misconfiguration that exposed an RSA private key,
which attackers could use for persistent SSH access. The presence of sensitive cryptographic
keys in publicly accessible locations is a critical security flaw that enables attackers to bypass
authentication and gain elevated access (Figure 8). This experiment highlights the importance
of proper file permissions, encrypted key storage, and regular security audits to prevent
credential leaks.
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TryHackMe | min Panel

] O & 10.10.162.246/admin/panel/id rsa B i ® ¥ =

————— BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,E32C44CDC29375458A02E94F94B280EA

JCPsentybdCSx80MOCWKNIASNIRET ] Zjz6ALIKX3nKSI4t40yBW fWikBiDgvxLIm
UrFu3+/UCmXwceWsul7Z5CpqMFpUONBoGUxcmOdPABBbpEBMUH/ vD2K/ Z+KgOvYe
BvbTz3VEcpXJygto9WRg3MaxXSVsmsxpaAE14XBNBEMLKAKR+FL]21qbzPzNBY7bK
HYQOL437 IuLNKOEq9]bI801c5YUwowtVIPBNSLzRMuEhce I 1bYDWyUQk3zpVLaXy
+Z3mZtMg5NkA] idloL1ZtwMxvwDy478D] xNQZ7eR/ coOmq2 ] j 31 BeKHIAXOZLDOw
UHTmEmBwXHNKB2Tp/ 2eW/Sk8psLngEsvAVPLexeS50Ars+wGPZplcpV1iSc3AnVE
V0xaB4uzzTXUjP2HBZ68a34B8tMdej BMLHC1KUcWqgyi/Mdq618Heo1BMUbcFzgA
vbVmB+6DhZPvcaFBBbz1DvW23b2pI4RraI8fnEXHty6 rfkJuHNVR+NBZdaYZBODd
/nBa0fTQIN361KFGrSEFTLX4qKIz2cP2m7qxSPmtZAgzGavUR1IDVCXzy  bPechR
yOcuCmp8BC+Pd4s3y3b6tqNuharlfZSZ6B0eN9992615ne7G1BmyPvP] TwbSKull
yKGn32DL/Bn+adoReWngHMLDo/ 4xmxe] rpmtovwm]0Xo50+UeEU3ywr+sUBJIc3WE
oUDXNTQw] dNXMkgVspfBw7bGecucFdmI@sDiYGNk5uvmwl juk fVLT9IPMNBhONS7
onw+9H+FYFUbEeWOU7QpqGRTZYoKI rXSrzII3YFmxEQu3UHLOgqDUIsHIHccmngx
zRDSTKBKABI tIqx55+cEOfOsdofXtvzyCRWBaSGFaBtNIhF946Lx9x fbdwOEZZBD
wWYZvFv3c1VePTTOwviWybvo0qlTfauBlyRGM1170cB2wiHgZBTxPVDjbdgfVTEBFNP
f170z/BjRDUIKoMu7 gTifpnB+iwd49cW2y538U+0m0qIESmyq+UBLkYyydgDBEU
uGrfkAYpBNDVPF71PgiAhcrzggbuDq2jizoeH10q9yvt4pn308d8EvuCs3246415
0+2w+T2AeiP174+xzkhGalEcPJavpjogiocBESVAEavh6Yea/ riHOHeMiQdQIM+tN
C6YOrVDEUicDGZGYoRROZ2gDbjh6XEZexqKc9DmtIbI fYobBG702VCT7EpXiHGe]
mJZ/cDXFDh]11BnkFB8ghmTOtziEoEyB3D8yiUvIWExRaZGLOONZWikyKGtIRIrGZY
0cDEBKQSzYoo36vNPKAUTQAVLRYNDHyeYToBLzNs x0aDbulrUC+83DyIwlIx0Cmd
BWPC]j88p/mnnj cF42wwg0VtXduekOBXZ5KpwvmXj b+yoyPCgIbiVwwltmgZcUNSB
z0BoFWPXTszUYgN]jg5RFg] /MBYTral6VYDAepnaYowdaAlv3MBICRKO3GbOEVEZC
miDKAMx3K3VIpsY4aV52au5x43do6e3xyTSR7E2bfsUblzj2b+mZXrmxst+XDU6U
x1a9TrlunTcJIZIWKrMTELALRWPWROtsb25t0uUr6DP/Hr52MLaLglyIGRE1cR+W
----- END RSA PRIVATE KEY-----

Figure 9 - Extraction of RSA Private Key from /admin/panel/id_rsa

Figure 9 demonstrates the successful extraction of an RSA private key, allowing an
attacker to authenticate to the system without requiring a password. By leveraging this
compromised key, privilege escalation becomes trivial, reinforcing the necessity of SSH key
management best practices, including restricted permissions, passphrase protection, and
centralized access control mechanisms (Figure 9).

File Machine View Input Devices Help

Activities © Firefox Web Browser ¥ Mam 17 10:29 o

Gt

5] @ searchtha @ rockyou d Crackstat

&) QO B & https://tryhackme.com/room/crackthehash# B % =

You might have to start using hashcat here and not online tools. It might also be handy to look at
some example hashes on hashcats page.
Answer the questions below
Hash: FO9EDCB1FCEFC6DFB23DC3505A882655FF77375ED8AA2D1C13F640FCCC2DOC8S
paule
Hash: 1DFECA0C002AE40B8619ECF94819CC1B

n63umy8lkfai

Hash: $6$aReallyHardSalt$6WKUTqzq.UQQmrmOp/T7MPpMbGNnzXPMAXi4bJMI9be.cfi3
/axIf.hsGpS41BqMhSrHVXgMpdjS6xeKZAs02.

Salt: aReallyHardSalt

< Submit
Hash: e5d8870e5bdd26602cab8dbe07a942c8669e56d6

Salt: tryhackme

Answer format; ¥k ksrskik ‘ < Submit ‘ G .

Figure 10 - Verification of Cracked Hashes on TryHackMe
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Figure 10 displays the successful verification of cracked hashes on TryHackMe’s
challenge system. The retrieved passwords, confirm that the dictionary-based and brute-force
attacks successfully recovered valid credentials (Figure 10). The presence of salted hashes in
the test further demonstrates the added complexity of cracking modern cryptographic hashes,
highlighting the importance of using long, complex passwords with proper key-stretching
mechanisms to prevent automated attacks.

Task 4 & Privilege Escalation

MNow, we need to escalate our privileges.

Find a form to escalate your privileges.
What is the root's password?

football

root.txt

THM{pr1v113g3_3sc4l4t10n} °

Figure 11 - Privilege Escalation to Root

Figure 11 illustrates the successful escalation of privileges to root access, where the
cracked password grants administrative control. The presence of weak root credentials in a
system significantly increases the risk of full system compromise, as attackers can execute
commands with the highest level of access. This experiment highlights the importance of
implementing least-privilege principles, enforcing strong password policies, and restricting
root access to mitigate privilege escalation threats.

Results and Discussion.

This section presents the results of the hash-cracking and privilege escalation attacks,
analyzing their effectiveness, attack feasibility, and implications for cybersecurity. The
findings are compared across different attack methods, highlighting success rates, attack
complexity, and required computational resources. Furthermore, we discuss the security risks
associated with weak authentication mechanisms, misconfigured access controls, and poor
password hygiene.

Hash Cracking Effectiveness.

1. The first phase of the experiment involved cracking cryptographic password hashes
using dictionary-based and brute-force attacks. The results demonstrate the varying difficulty
of different hash types and the impact of salting on security.

2. Dictionary Attacks with CrackStation. Using CrackStation, unsalted MD5 and SHA-
256 hashes were cracked almost instantly, with exact matches found in the precomputed
database (Figures 1 and 4). This confirms that unsalted hashes are highly insecure, as
attackers can rely on vast precomputed wordlists to retrieve plaintext passwords within
seconds.

3. Brute-Force Attacks with Hashcat. When brute-force attacks were performed on
unsalted hashes, the success rate depended on the password strength and the availability of a
strong wordlist (Figures 6 and 8). Using the rockyou.txt dataset, simple passwords were
recovered in under a second, reinforcing the dangers of weak password choices. However, the
absence of an effective dictionary significantly reduced success rates, as seen in failed
attempts without rockyou.txt.
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4. Salted Hash Cracking. Salting proved to be an effective countermeasure
against precomputed attacks (Figure 13). The SHA-512 salted hash required significantly
more computational resources, and while it was eventually cracked, the process took
considerably longer. This validates that salting hashes increases their resistance to dictionary-
based attacks, but brute-force methods remain a viable threat when weak passwords are used
(Figure 11).

Success Rate of Different Hash-Cracking Methods

100 4

80 4

60 4

Success Rate (%)

40

20~

0- T
MD5 SHA-256 SHA-512 Salted SHA-512
Hash Type

Figure 11 - Success rate of different hash-cracking methods

The success rate of different hash-cracking methods, as shown in Figure 11, highlights
the vulnerability of various hashing algorithms to brute-force and dictionary attacks. MD5 and
SHA-256 hashes exhibit a 100% success rate, indicating their susceptibility to modern
cracking techniques. In contrast, SHA-512 demonstrates greater resistance, yet still remains
vulnerable with a 40% success rate. Salted SHA-512 provides the highest level of security,
significantly reducing the success rate of cracking attempts (Figure 11).

Table 1 - Summary of hash cracking results

Attack Success . . "
Hash Type Type Rate Time to Crack | Security Implications
MD?5 (unsalted) | Dictionary | 100% Instant Highly insecure
SHA-256 Dictionary | 100% Instant Vulnerable to precomputed
(unsalted) attacks
SHA-512 Brute- Long . More secure, but still crackable
40% processing :
(salted) force time with weak passwords
Random long Brute- <59 Near- Strong passwords mitigate
passwords force ° impossible attacks

Table 1 shows, that unsalted hashes are extremely vulnerable, while salting increases
security but does not fully protect against brute-force attacks on weak passwords.

Privilege Escalation and System Compromise.
Once valid credentials were recovered, the second phase of the attack focused on gaining
elevated privileges within the target system. The results demonstrate how compromised
passwords can lead to full system control if privilege escalation vulnerabilities exist.
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1) Exploitation of Misconfigured SSH Keys.

In Figure 18, a private RSA key was exposed in an admin panel, which allowed an
attacker to authenticate as an elevated user without needing a password. This represents a
critical security risk, as weakly secured keys can grant persistent remote access to attackers.
The key takeaway is that RSA keys should always be stored securely, encrypted, and
protected with passphrases.

2) Privilege Escalation via Weak Root Passwords.

Once access to the system was obtained, root privileges were gained using a weak
administrative password (Figure 11). This demonstrates a common security flaw—
administrators frequently reuse predictable, dictionary-based passwords, which makes
privilege escalation trivial once an initial foothold is established.

3) Exploiting SUID Misconfigurations.

Figure 19 illustrates an SUID binary misconfiguration, allowing an attacker to execute
privileged commands as root. This highlights the importance of restricting file permissions
and properly configuring SUID binaries to prevent privilege escalation exploits.

Table2 - Summary of privilege escalation results

Success | Time to .
Attack Type Entry Vector Rate Exploit Security Impact
SSH Key Exposed RSA 0 . Remote access
Exploitation Key 100% Immediate without authentication
W_ea_k Password _ Root password 100% Immediate Full administrative
Privilege Escalation control
SUID Exploitation I\/_Ilsconflgured 80% Few Elevatgd command

binary seconds execution

The results in Table 2 demonstrate that privilege escalation vulnerabilities pose a
significant risk to system security. The ability to gain administrative access through weak
passwords, misconfigured SSH keys, or exploitable SUID binaries highlights the importance
of strict privilege management. The high success rates of these attacks indicate that
organizations must enforce multi-factor authentication (MFA), implement least-privilege
principles, and regularly audit user permissions to mitigate unauthorized access risks (Table
2).

Table 3 - Security Implications and Recommended Best Practices

Recommended Best

Security Risk Observed Issue Impact .
Practice
. MD5, SHA-256 Highly vulnerable to | Use bcrypt, Argon2, or
Weak Hashing (unsalted) dictionary and PBKDF2 with salting and

Algorithms cracked instantly | rainbow table attacks | key stretching

Simple passwords | Attackers can recover | Enforce complex password
Brute-Force

Attack Feasibility cracked using weak passwords in policies and block common
rockyou.txt seconds passwords
RSA private key Allows attackers to Store keys securely with
stored in a g i

Exposed SSH ublicl bypass authentication | encryption, enforce

Private Keys p Y . and gain persistent passphrase protection, and
accessible admin ) .
panel system access use key rotation policies

Weak Root password Privilege escalation Implement multi-factor

Administrator easily guessed becomes trivial for authentication (MFA) and

198




KasKKA Xabapubicbi

The Bulletin of KazATC

BecTtHUK KasATK

Passwords

attackers

use password managers to
generate strong credentials

Misconfigured
SUID Binaries

Unrestricted
execution of
privileged
commands

Attackers can execute
arbitrary code as root

Disable unnecessary SUID
binaries and restrict
execution to trusted users

Unrestricted
System
Enumeration

Open ports and
service details
revealed via
Nmap scans

Attackers can identify
exploitable
vulnerabilities in
outdated software

Restrict excessive service
exposure, use firewalls, and
harden server
configurations

Lack of Privilege

Regular users
able to escalate to

Full system
compromise if an

Apply principle of least
privilege (PoLP) and

Separation root due to . separate admin/root access
. . attacker gains access
insecure settings from standard accounts
Lack of No intrusion Undetected attacks Implement _SIEM solutions,
. detection ) i enable logging and
Monitoring and . . leading to persistent -
. mechanisms in . monitoring, and conduct
Logging system compromise . .
place regular security audits

The security risks outlined in the Table 3 emphasize the necessity of proactive defense
measures. Weak password hashing mechanisms, inadequate access controls, and poorly
managed SSH keys continue to be major exploitation points for attackers. To reduce these
risks, organizations must transition to stronger cryptographic standards, enforce strict
authentication policies, and implement real-time security monitoring. By adopting a
comprehensive security approach, organizations can significantly improve their resilience
against credential-based attacks and privilege exploitation.

Conclusion.

This study highlights how hash-cracking techniques and privilege escalation attacks can
be combined to compromise system security. The results confirm that unsalted hashes are
highly wvulnerable, while salted hashes remain at risk if weak passwords are used.
Additionally, misconfigured authentication settings and exposed credentials enable attackers
to escalate privileges and gain root access. To mitigate these risks, organizations must adopt
strong password hashing algorithms, enforce multi-factor authentication, and implement strict
privilege management policies. Strengthening authentication security is essential to reducing
unauthorized access risks and enhancing overall system resilience.
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AKITAPATTBIK KAVIIICI3AIKTI TECTUIEYAE X3IITEPII BY3Y OIICTEPIH
KOJIIAHY

Anparna. Kazipri yakpITTa TapojibI'e HETi3AeNreH ayTeHTH(DHKAIUs >KYHeIepiHiH
KPUNTOTpaUsIIBIK KOPFAybl 9JICi3 OOJNFaHIBIKTAaH, OJap OCAABIKTapra yIublpaiiasl. by
MaKayazga XdITepai 0y3y *oHe apTHIKIIBUIBIKTApAbl apTTRIPY SIICTEpl 3€PTTENIll, OJIAp.IbIH
aKmapaTThIK OJKYHeJIepAiH Kayilci3mirine ocepi KapacTbIpbUIaibl. 3epTTey OapbIChIHIA
napoipACpAl  XemrTey — MeXaHusMmuaepi, — ayTeHTH(UKanus  xaTramMaliapbl  JKOHE
APTHIKIIBUIBIKTAPIbI Oackapy KYHeTepiHiH OCaJIJIBIKTaphI AHBIKTAIBIII,
M1a0ybUIAYIIBUIAP/BIH, OCHI OCAJIIBIKTAP/IbI TMaiIadaHy apKbUIbI PYKCATCBI3 KOJ JYKETKi3y
MYMKIHIT1 Kepcerineni. Oaicteme petinae Hashcat sxone CrackStation KypanaapbeiH KOIIaHy
apkbutel MDS5, SHA-256 xone SHA-512 xamrepine ce3iik koHe OpyTdopc madybuiIapsl
xyprizingi. Conpaii-ak, onci3 maponbaep, aypeic perrenmereH SSH kintrepi koHe ocai
SUID Ounapnblk (ainaapsl apKbUIbl apTHIKIIBUIBIKTAPABI apTTBIPY OAICTEpPl TEKCEPLIAi.
Hotmwxenep kepceTkeHnel, Ty3ChI3 X3IITEp OHAW OyY3bUIA[bI, al TY3JIAJIFaH XJIITEP 9JICi3
napoJipiep MaiilalaHbUIFaH JKaF[aiaa Kayilci3giKk Toyekennepine yiubipaiiabl. COHbBIMEH
Katap, ayTeHTH(UKanus KOHPHUTypanMsChIHIAFbl KaTejep IIa0ybUIAaylIbulapFa >KYHemiK
OKIMIIII PYKCaThIH allyFa MYMKiHAIK Oepexi. byn 3eprrey kazipri 3amanfbl berypt, Argon2
XOIITEY alNTOPUTMACPIH KOJjaHy, Kem (aKkTopisl ayTeHTHU(UKAIUSHBI €HTi3y, KaTaH
KOJDKETIMIUTIK OacKapybl MEH TYpPaKThl KayilCi3JiK MOHHTOPHHTIH JKYPri3y KaeTTUIIriH
kepceteni. OChl KayinTep/i KO — Kazipri *KyHenepaiH CeHIMAUIITIH apTThIPYABIH MaHBI3IbI
HIaPTHI.

Tyiinai ce3mep: kuOepkayinci3mik, ayTeHTU(UKAMS, XdUITey, Kpunrorpadus,
1a0ybLT, aPTHIKITBUTBIK, SKCILTyaTaIlHs.
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INPUMEHEHHUE METOJOB B3JIOMA XAIIEA B TECTUPOBAHUN
NHO®OPMAIIMOHHOU BE3OITACHOCTH

AnHoTranusi. CoBpeMEHHbIE CHCTEMbl ayTEHTU(HKAIMM, OCHOBAHHbIE Ha MapoJIfX,
CTaHOBSITCS YSI3BUMBIMH H3-3a cinaboil kpunTorpaduueckoi 3ammrtbl. B gaHHONM cTaTbe
HCCIENAYIOTCSI METOAbl aBTOMAaTU3MPOBAHHOIO B3JIOMa XJIIEW M MOBBIIIEHUS NPUBWIETHH, a
TaKKe MX BIUSHHE Ha 0€30MacHOCTh HWH(POPMAIMOHHBIX CHCTEM. AHAJIH3UPYIOTCA
YS3BUMOCTH MEXAaHHM3MOB XEIIMPOBAaHUS Maposied, MPOTOKOJIOB ayTeHTU(UKAUUU U
YIIPABJICHUS IIPUBUIIETUAMU, IEMOHCTPUPYS, KaK 3JI0YMBIIUIEHHUKN MOTYT UCIIOJI30BaTh 3TH
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c1abocTH JUIsi HECAHKIIMOHUPOBAHHOTO JOCTyNa. B KadecTBe METOJIOJIOTMH HCIIOJIb30BAHBI
aTaky Ha XOIIM C MOMOINBIO CIOBaped W rpyOOd CHIIBI ¢ TPUMEHEHHEM HHCTPYMEHTOB
Hashcat u CrackStation mist omenku ycroitumBoctu xameii MD5, SHA-256 u SHA-512,
BKJIIOYasi IMOCOJICHHBIC BepCHHU. TakKe TEeCTUPOBAIMCH METOJbI IOBBIIICHHS MPUBUIICTHH,
OCHOBAaHHbIE Ha CIAOBIX MapOJsIX, HENPAaBUIBHO HACTPOEHHBIX SSH-KiI0uax M ys3BHMBIX
SUID-6unapubIx (aiinax. Pe3yapTaThl MOKa3bIBAIOT, YTO HECOJIICHBIC XAIIH JIETKO MOIIAK0TCS
aTakaM, a TIOCOJICHHBIC OCTAIOTCS YSI3BUMBIMH IPHU HCIIOJIB30BAHUH CIIA0BIX mapoiieil. Kpome
TOr0, OMMOKU KOH(MUTYpaly ayTeHTU(UKAIIMKU MO3BOJISIOT 3JI0YMBIIUIEHHUKAM OOXOJUTH
MEXaHHM3MBl 3alUTHI, TOJy4as JOCTYNl C TMpaBaMd aJMHHHCTpatopa. B pabote
MOTYCPKUBACTCS HEOOXOIMMOCTh HCITOJIb30BAHHUS COBPEMEHHBIX aJITOPUTMOB XCIIMPOBAHUS,
MHOTO(AKTOPHOW ayTeHTH(HKAIIMKM, CTPOTOro VYIPABIEHUS JOCTYIIOM H IOCTOSHHOTO
MOHHMTOPHHTa 0€30MacHOCTH. PelieHre 3TUX mpoOjeM KPUTHYECKH BAXKHO JIJIS TTOBBIIICHHS
YCTOHYMBOCTH COBPEMCHHBIX CHUCTEM K aTakaM, CBS3aHHBIM C KOMIPOMETAIMECH YYETHBIX
JaHHBIX.

KawueBble  cjaoBa:  kubepOe30macHOCTb, — ayTeHTH(UKaLMs,  XEHIMPOBaHUE,

Kpunrorpadus, aTaku, TIPUBUICTHH, SKCILTyaTaIIHs
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